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Abstract  

This research paper reviews issues associated with identifying the impact of electromagnetic interference (EI) sources within 
an environment where integrated electronic security systems (IESS) are operated. IESS are operated under diverse 

environmental conditions. They are exposed to internal and external EIs both natural and artificial. The authors conducted 

experiments within a natural environment. They enabled identifying these interference sources. The outcome of field 
environmental tests, followed by the modelling of an IESS reliability and operation process was a conclusion that there are 

methods to minimise encountered EIs. The application of technical solutions within internal IESS structures increases the 

probability of a system remaining in a state of full fitness. The considerations in this article allowed to develop a method to 
assess the impacts of EIs on IESS. This method can be successfully employed to examine the operation process in other 

electronic systems and devices. 
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Highlights 

• Identification of electromagnetic interference sources. 

• Electromagnetic interference process. 

• Models of electromagnetic interference impacts on integrated 

electronic security systems. 

• Determination of safety indicators for the operation of 

electronic security systems. 

• Minimisation of electromagnetic interference impact. 

 

1. Introduction 

Integrated electronic security systems (IESS) involve the 

application of comprehensive technical solutions that utilise 

available protection subsystems within their internal functional 

structure [1,2]. These subsystems, employed as a whole to 

ensure an appropriate security level include, among others, 

Access Control Systems (ACS), Closed-Circuit Television 

(CCTV), Intrusion Detection Systems (IDS), Audio Warning 

Systems (AWS) and one of the main subsystems, namely, the 

Fire Alarm System (FAS) [3−5]. All of the aforementioned 

subsystems are properly organised and technically coupled into 

a single structure that is centrally managed as a unified whole. 

An IESS can be monitored – managed at the installation site of 

specific security subsystems (e.g., in a protected building or 

remotely, with the use of independent transmission lines 

connected with an Alarm Receiving Centre (ACR). In most 

cases, local monitoring, management, as well as servicing and 

repairs within a specific time associated with all security 

subsystems is implemented in the case of building (facilities, 

vast areas) that are classified as the so-called State Critical 

Infrastructure (SCI) [6,7]. This requires a pre-defined failure 

response time associated with a given subsystem. Other IESSs 

offer the possibility of remote monitoring via ACR, i.e., arrival 

and implementation of, e.g., service activities, within a specific, 

pre-set time period. The main task of IESSs organised in such  

a manner is ensuring improved functional efficiency of all 

subsystems. This includes, e.g., reduced time required for 

external and internal actions, i.e., response to threats of fire, 

intrusion, burglary, assault, etc., as well as obtaining full control 
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over the security of a building, facility or vast area, usually from 

a single operator station equipped in systems visualising 

unwanted events [3,8,9]. Such mutual technical arrangement of 

all security subsystems leads to an increased protection (safety) 

level and optimises operational processes associated with, e.g., 

monitoring, management, logistics, recovery and servicing, as 

well as power supply. All IESSs operate and fulfil their 

operational duties within a given, favourable or unfavourable, 

natural environment, that includes all changes of weather 

conditions, such as temperature, atmospheric pressure, 

humidity, precipitation, snowfall, as well as fog, rime or air 

pollution. These are classified as external environmental 

impacts, and have to be considered by an IESS designer as part 

of a specific operational process. However, there are also 

frequent impacts (environmental changes) that are not taken 

into account in a given operational process [10−12]. It is  

a generally understood electromagnetic phenomenon that 

coexists within a specific area, protected buildings or over a vast 

space accommodating, e.g., operated technical installations of 

ICT and communication systems, radar stations, LV, MV and 

HV contact and traction lines, as well as railway traffic control 

systems in the case of railway areas [8,13−15]. All these 

technical systems must coexist within such an environment and 

correctly operate even in cases of exceeded permissible 

electromagnetic field parameter levels specified in particular 

regulations, provisions or technical standards, i.e., electric (E) 

and magnetic (H) field strengths [16−19]. Coexistence of 

various technical systems within a specific, protected natural 

environment is known as overall electromagnetic compatibility 

[20−22]. The concepts of internal and external compatibility 

have to also be distinguished and taken into account for different 

technical systems operated in a building or over a vast area. 

Such systems consume either very low supply current, in the 

order of A, mA (these include sensors, modules, detection 

circuits and lines, etc., IESSs) or very high supply current in the 

order of kA in the case of industrial power lines or rolling stock 

supply traction lines [23−25]. All employed technical systems, 

also those responsible for security, should function correctly in 

a given, distorted natural electromagnetic environment [26−31]. 

Earth's electromagnetic environment is distorted intentionally 

and purposefully, by using, e.g., TV and radio transmitters, 

radar stations, and wireless communication and telephony 

[32−40]. However, the environment is also distorted 

unintentionally, e.g., as an electric or magnetic field, around 

supply line cables or railway traction lines that consume very 

high current. Electromagnetic interference sources can be 

stationary (e.g., communication system antennas and 

transmitters) or non-stationary, mobile over a protected area – 

e.g., railway vehicles – traction units that use the contact line to 

draw current in the order of hundreds of kA to start and run 

electric drive motors with a capacity of several – several 

hundred MW [6,41−43]. Fig. 1, simplified for the sake of 

clarity, shows a technical IESS embodiment, employed within a 

railway area and describes the concept of internal and external 

electromagnetic compatibility. 

Employing IESS for protecting buildings and vast areas with 

other facilities that require ongoing monitoring (Fig. 1) 

contributes significantly to improving the overall safety level 

[44−48]. This refers to adverse external and internal impacts – 

e.g., burglary and intrusion detected by an IDS, while 

simultaneously confirmed by two systems, namely, CCTV and 

ACS. In this case, the physical security staff in the facility does 

not need additional time to recognise a threat and immediately 

takes action associated with eliminating it [49,50]. Employing 

IESSs to ensure an appropriate security level is shown in Fig. 2 

for various factors impacting a protected facility. 

In order to provide an appropriate security level, the facility 

had been equipped with an IESS covering the following systems: 

FAS, AWS, IDS, CCTV, ACS [4,51,52]. All employed ESSs are 

characterised by high resistance to external and internal natural 

environment interference (change in temperature and humidity, 

lightning discharge, etc.) and variations in the surrounding 

electromagnetic environment (EI) arising from radiating natural 

and artificial sources found on Earth – stationary and non-

stationary in the case of railway areas in question. All employed 

IESSs (FAS, IDS, …, ACS) are tasked with maintaining a preset 

security level presented in Fig. 2 as an inclined plane. Selecting 

a proper design, including various ESS organisational and 

technical solutions and anti-destructive devices contributes to 

maintaining a pre-set security level, also in the light of adverse 

EI impact [53−55]. Fig. 2 shows three different cases (a, b and 

c) of adverse external and internal factors impacting an operated 

IESS. In the case of a), the existing internal and external 

interference level causes a violation of the IESS security level. 
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This was illustrated through a deflection from the inclined plane 

equilibrium. All employed technical, structural and 

organisational solutions, including anti-destructive systems and 

elements, do not lead to an interference level reduced to such 

required for the correct ESS operation within the protected 

building [10,56−58].  

 

Figure 1. Distorted electromagnetic environment over a vast railway area, where: EFn1, EFn2, EFn3, EFn4, EFn – electromagnetic field 

generated by security system transmitters, EFRT1, EFRT2 – unintentional electromagnetic field generated by electric railway 

traction supplying rail vehicles, C1, C2, C3,…,C12 – CCTV cameras, DSO_I11, DSO_I12, DSO_I21, DSO_I22, DSO_In1, DSO_Inn – 

Audio Warning System loudspeakers, IESS – Integrated Electronic Security Systems, EMC – electromagnetic compatibility, NF – 

near field, FF – far field, person No. 1, No. 2.

In the case of Fig. 2 b) and c), the impacting interference 

does not result in a security level change. If appropriate 

technical and organisational solutions are employed (such as in 

Fig. 2b), an IESS is able to automatically recover to a security 

level status. This means the absence of adverse external and 

internal, natural or artificial, intentional and unintentional, and 

finally stationary or non-stationary interference (sources) 

[59−61]. An assumed IESS security level is impacted not only 



Eksploatacja i Niezawodnosc – Maintenance and Reliability Vol. 29, No. 2, 2027 

 

by unintentional external and internal interference but also 

unfitness cases encountered in individual security systems 

[7,62,63,64]. Such unfitness cases may be the reason behind a 

security level change, i.e., lead to an undesirable variation in the 

inclined plane equilibrium, without the possibility of 

spontaneous equilibrium recovery – Fig. 2c). A recovery is then 

feasible after implementing a recovery process by a service 

team located within the protected facility. In addition to 

previewing the impact of electromagnetic interference on IESS 

operation process, the research paper also contains a critical 

review of source literature in this field [65,66,67]. A significant 

section of the paper covers a study of electromagnetic 

interference (EI) over an entire frequency range, conducted at 

an experimental range and on actual communication routes 

[68,69]. An analysis of received results enabled reliability and 

operation process modelling and determining the coefficients of 

EI impact on the operation process. The last chapter focuses on 

a computer simulation and contains conclusions related to the 

operation process of selected IESSs. Therein, the authors also 

determined the impact of EI on the operation process of selected 

IESSs for developed security system models [70−72]. 

 

Figure 2. Impact of adverse external and internal interference on IESSs operated within a protected facility; change in impact factors 

directly associated with employed ESSs – e.g., burglary, fire, smoke, breached observation zone, etc. This also includes a change in 

natural environment parameters and the impacting electromagnetic field over the entire frequency range. 

 

Figure 3. Model showing the impact of unintentional, non-stationary electromagnetic interference on ESS components caused by 

locomotives on a railway track.

The article discusses studies on the impact of 

electromagnetic interference generated over a vast area on 

electronic security systems (ESS). Further research and papers 

will separately address studies related to unintentional 

generation of electromagnetic interference associated with 

locomotives and electric track vehicles. Fig. 3 illustrates  



Eksploatacja i Niezawodnosc – Maintenance and Reliability Vol. 29, No. 2, 2027 

 

a model demonstrating the impact of such interference on ESS 

components. The sources of very high-power electromagnetic 

interference are the electric motors of locomotives. Upon 

starting, vehicles consume large volumes of current from the 

contact line, which then flows through the pantograph supplying 

the motors. In such a case, a traction unit is the source of non-

stationary, unintentional, radiated electromagnetic interference. 

Due to the current flowing in the circuit, the railway contact line, 

pantograph and locomotive motor, as well as its value and 

variability over a rather short period of time, the impact of such 

interference on ESS component should be considered 

individually. It is an interference range most usually 

propagating in the form of an electromagnetic wave above 30 

MHz – so-called radiated – Fig. 3. Parasitic capacitances 

Cp1,Cp2,Cpp, cable or earthing impedance Zk and mutual 

inductance of e.g., cables and connections should be considered 

for this frequency range. Fig. 3 is a simplified illustration of the 

impact electromagnetic interference has on ESS components 

near a railway track. As part of further studies, the authors plan 

to present the results of researching the impact of unintentional, 

non-stationary interference sources on ESS, i.e., of locomotives 

drawing different currents from a 3 kV DC contact line, moving 

at different speeds and with enabled/disabled on-board receivers 

processing supply voltages. 

2. Source literature review 

The complex operation process of IESSs operated in protected 

facilities requires taking a rather broad aspect of their utilisation 

within the surrounding reality into account [4,32,73]. 

Simultaneously, this is the impact of an adverse environment: 

• natural with fluctuating temperatures, pressure or 

humidity, but also forced [13,46,74]. 

• changes in the surrounding electromagnetic environment 

unintended by the users of means of railway transport 

[3,70,74]. 

Globally available source literature contains a rather thorough 

description of such phenomena as a temperature, pressure or 

humidity change in the light of their impact on the operation 

process and the use of electronic elements, devices, modules or 

systems operated in everyday human life within the surrounding 

environment [75−77]. The aforementioned technical objects 

should be resistant, durable and not susceptible to significant 

changes in natural environmental parameters, particularly in the 

case of means of land, sea or air transport. Electronic modules 

and devices often contain embedded local elements (systems) 

that stabilise the impact of, e.g., a temperature change on  

a working point in amplifiers, integrated circuits, etc. [62,78,79] 

In operated electronic systems, their individual modules, the 

components of such technical objects, are also equipped with 

devices to protect against the impact of, e.g., temperature on the 

operating parameters of equipment used. Technical solutions 

can also be found within IESSs [6,46,80,81]. There is not global 

solution to this issue, e.g., in alarm control panels (ACP) that 

are devices determining the development of an alarm signal 

[13,82,83]. 

Power supply is also an exceptionally important problem 

associated with the IESS operation process. It is most often fed 

from the public industrial power grid [6,45,84,85]. Power 

supply reliability over a pre-set operating time, when IESS are 

operating and implementing operational tasks is yet another 

crucial issue. Power lines experience supply voltage dips, 

decays, harmonics, and fluctuations, as well as radioelectronic 

interference concurrent with a utility signal [8,46,69,86,87]. 

The aforementioned issue is prevented in most cases by 

applying advanced microprocessor power supplies located 

inside an ACP with extensive stabilisers and filters with pre-set 

attenuation bands [7,57,78,88]. Battery banks with a capacity 

determined based on the energy balance are the most common 

auxiliary power supply devices for IESSs [9,43,65,88,89]. 

Moreover, the reliability of IESSs intended for protecting 

facilities is an additional operational concern. The well-known 

principle of redundancy is employed to improve the functional 

reliability of individual IESS components already at the 

engineering stage, without knowing the purpose and objective 

of specific modules – Fig. 2 [45,61,69,90,91]. Technical 

solutions employed in individual ESSs should not experience  

a so-called critical failure, which determines the ‘service life’ of 

an entire security system intended to protect a facility. More and 

more modern ESS solutions offer an embedded fail-safe 

principle. This particularly applies to FASs. It also involves 100% 

duplication of detection lines and circuits (with hooked-up 

sensors) in IESS structures, which are crucial in the aspect of 

facility protection [15,52,59]. However, the available source 

literature lacks the determination of the impact of conducted and 
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radiated electromagnetic interference on the operation process, 

in particular on the operation process reliability of these IESSs 

over a given time [59,72,76,92]. 

The phenomenon of so-called false alarms is a particular 

operational issue in the case of IESSs. This issue is particularly 

important in relation to FAS, but not only those systems 

[4,34,52,70]. Generating a false alarm signal by an FAS often 

leads to the arrival of the State Fire Service (SFS), the Police 

and other law enforcement services [14,58,71]. It is also 

associated with announcing an alarm and evacuation by an AWS. 

A review of source literature led to a conclusion that there are 

local solutions to this issue (already in detectors, detection loops 

– namely, the application of, e.g., multidetectors or coincidence 

alarming) but also in the ACUs, through the application of the 

alarm signal confirmation principle [80,93,94]. However, there 

are no papers or studies on the impact of EI on false signal 

generation, let alone the ‘survival’ of individual IESS 

components or the system as an entirety, and the appearance of 

strong electromagnetic interference, especially within a so-

called railway area, where the Earth's natural environment (E-

electric field and H-magnetic field) is particularly distorted 

[3,45,63,66,95]. 

A comprehensive study of a distorted electromagnetic 

environment in so-called railway areas is notably hindered due 

to actual transport route traffic [62,69,96,97]. The source 

literature contains studies that focus only on individual 

frequency bands and generated interference [66,98,99]. 

However, the impact of such interference, particularly on the 

operation process of electronic systems or IESSs alone, has not 

been assessed. The authors of the paper conclude that the source 

literature contains only study results, e.g., interference signal 

spectra or amplitudes, while stating that is lacks the assessment 

of the EI on IESS operation process security [14,49,61,80,92]. 

3. Electromagnetic interference impacting the operation 

process of integrated electronic security systems – 

research results 

Natural environment and generated electromagnetic 

interference impacting IESSs were studied for two different 

cases, i.e.: 

• emission tests of radiated interference over a frequency 

range of 30 MHz – 230 MHz and within a railway area 

at a distance of 10 m from a traction substation supplying 

rail vehicles on a railway route, 

• emission tests of radiated interference over a frequency 

range of 9 kHz – 300 MHz within the premises of the 

Test Track Centre in Żmigród. 

Radiated interference emission for a contact line (railway 

traction) were measured with supply current at two values, 

namely, I1 = 500 A and I2 = 1650 A. The studies were conducted 

at the premises of the Test Tract Centre in Żmigród as the impact 

of a railway system – power supply traction on the natural 

environment and adjacent buildings with operated IESSs. 

Emissions of radiated interference in the 30 MHz – 230 MHz 

frequency range for the second supply current value (I2) were 

conducted within a railway area, at a distance of 10 m from  

a traction substation. Measurements were taken pursuant to the 

methodology set out in standard PN-EN 50121-2 for the 

housing port, for a frequency band required by standard PN-EN 

50121-2 and under the assumption of permissible radiated 

interference emission values specified in standard PN-EN 

50121-2. 

 

Figure 4. Environment and interference measurement, (a) test bench for measuring radiated interference emissions in the 9 kHz – 30 

MHz range, (b) test bench for measuring radiated interference emissions in the (30 – 230) MHz range. 
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Fig. 4 a), b) shows the arrangement of measuring systems, 

contact line, railway line and antennas (measuring sensors, 

interference receivers) related to the measurements for two load 

cases, namely, I1 = 500 A and I2 = 1650 A. 

Measurement procedure, antenna polarisations, 

measurement distance and measuring equipment employed for 

two power supply (load) cases, I1 = 500 A and I2 = 1650 A, of 

the railway contact line were described and illustrated in Table 

1 to 5, respectively. 

Table 1. Contact line frequency bands and operating modes – 

heating current flow equal to I1 = 500 A. 

Frequency range Contact system operating mode 

9 kHz – 150 kHz 
background 

150 kHz – 30 MHz 

9 kHz – 150 kHz 
load – 500 A heating current flow 

150 kHz – 30 MHz 

Table 2. Types, configurations and distances of contact line 

(catenary) antennas for current flow equal to I1 = 500 A. 

Antenna 

type 

Frequency 

band 

Measuring 

distance 

from track 

axis 

Antenna 

suspension 

height 

Antenna 

orientation/ 

polarisation 

FMZB 

1513 

9 kHz – 

150 kHz 
10 m 1.5 m parallel 

FMZB 
1513 

150 kHz – 
30 MHz 

10 m 1.5 m parallel 

Table 3. Measuring equipment employed during the tests - 

heating current flow equal to I1 = 500 A. 

Measuring instrument Model Manufacturer 

Measuring receiver ESCI3 Rohde & Schwarz 

Active loop antenna FMZB 1513 
SCHWARZBECK MESS 

ELEKTRONIK 

Measuring cable 

RG58CU/ 

11N/11N/ 
010000 

HUBER SUHNER 

Thermohygrobarometer 

with a display panel 

LB-715, LB-

755/A 
LAB-EL 

Table 4. Contact line frequency bands and operating modes – 

current flow equal to I2 = 1650 A. 

Frequency 

range 

Operation 

mode 

Measurement 

distance 

Antenna 

polarisation 

30 MHz – 230 

MHz 

background 
3 m 

Vertical (V) 

Horizontal (H) load 1650 A 

Table 5. Measuring equipment employed during the tests – 

heating current flow equal to I2 = 1650 A. 

Measuring instrument Model Manufacturer 

Measuring receiver ESCI3 Rohde & Schwarz 

Measuring cable 10 m 
RG58CU/ 
11N/11N/ 

010000 

HUBER SUHNER 

Biconical antenna VBA 6106A SCHAFFNER 

Log-periodic antenna VUSLP 9111B 
SCHWARZBECK MESS 

ELEKTRONIK 

Thermohygrobarometer 
with a display panel 

LB-715, LB-
755/A 

LAB-EL 

 

Figure 5. Signal spectra background measurement results without supply current consumption within a given environment, for  

a frequency range (30 – 230) MHz, V antenna polarisation, (a) signal spectrum, (b) sample interference values for a selected 

frequency – one measurement case marked for: f = 102.6 MHz, E = 45.45 dBV/m, delta limit – 4.54 dBV/m.

Fig. 5 a) and b) show the spectrum of interference signals 

generated within the environment, so-called electromagnetic 

field background without active traction power supply, for  

a current consumption I2 = 1650 A, frequency band (30 – 230) 

MHz, antenna polarisation V. 

Fig. 6 a) shows the signal spectrum background test results 

without supply current consumption within a given environment, 

for a frequency band of (30 – 230) MHz, antenna polarisation 

H, no power supply load from the railway traction side. 
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Figure 6. Signal spectra background measurement results without supply current consumption within a given environment, for  

a frequency range (30 – 230) MHz, V antenna polarisation, (a) signal spectrum, (b) sample interference values for a selected 

frequency – one measurement case marked for: f = 41.83 MHz, E = 47.61 dBV/m, delta limit – 2.38 dBV/m. 

 

Figure 7. Unintentional electromagnetic field spectrum test results for a frequency range of (30 – 230) MHz, V and H, respectively, 

antenna polarisation in the cases of contact line power consumption equal to I2 = 1650 A, (a) measurement results for antenna V 

polarisation, (b) measurement results for antenna H polarisation, measurement for a frequency range of (30 – 230) MHz.

Fig. 5 and 6 do not contain any exceeded values for 

unintentional interference signals under the applicable EN 

6100064 standard, which applies to permissible V and H 

polarisation limits for electromagnetic environment background 

surrounding an IESS. Only in the case as in Fig. 5 a) for a 

frequency f = 94 Mhz, the interference signal value is equal to 

E = 49.98 dBV/m. Fig. 7 a), b) shows the electromagnetic field 

unintentional emissions spectrum test results for the frequency 

range (30 – 230) MHz, V and H, respectively, antenna 

polarisation in the cases of contact line power consumption 

equal to I2 = 1650 A. As can be noted in Fig. 7, permissible 

interference levels specified in standards for various frequency 

ranges have been exceeded both for V and H polarisation, within 

frequency bands marked in the drawing as 1, 2 and 3. In the case 

of V polarisation, increased electromagnetic interference values 

occur in the frequency range from 30 to 52 MHz (area 1) – Fig. 

a). It is different in the case of the measuring antenna 

polarisation H vector. In this case, elevated electromagnetic 

interference values occur for two frequency ranges: from 30 to 

57 MHz (area 2), and near f = 93 MHz (area 3). Unintentional 

radiation standards are particularly exceeded (significant) for 

the following frequency range: (32 – 38) MHz – Fig. 7a – area 

1; (33 – 37) MHz and (45 – 50) MHz – area 2, and 93 MHz – 

area 3 – Fig. 7b. 

Fig. 8 a) and b) show the unintentional electromagnetic field 

emission spectrum test results for the low frequency range (9 – 

150) kHz. Fig. 8 a) shows the electromagnetic field background 

for this range. In turn, Fig. 8b) shows an electromagnetic field 
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spectrum in the event of activated load supply, i.e., heating 

current flow with a value of I1 = 500 A. In this case, Fig. 8b) 

indicates a significant increase in the interference signal level 

for the low frequency range up to 30 kHz. An interference signal 

in the higher frequency range, from 30 kHz to 150 kHz, 

decreases, as demonstrated in Fig. 8b) within the spectrum of 

interference signals impacting the environment, facilities and 

IESSs located therein. 

Fig. 9 a) and b) show the unintentional electromagnetic field 

emission spectrum for the high frequency range, i.e., from 150 

kHz to 30 MHz. For this frequency range, field emission both 

for electromagnetic field background for the environment and 

with active heating current consumption with a value of I1 = 500 

A, as seen in attached waveforms, decreases and does not 

exceed the values set out in the EN – 501215H standards (blue 

line in Fig. a and b). 

 

Figure 8. Unintentional electromagnetic field emission spectrum test results for the low frequency range (9 – 150) kHz, Fig. (7a) 

Electromagnetic field background for this frequency range, Fig. 8 (b) Electromagnetic field spectrum in the event of activated load 

supply, i.e., heating current flow with a value of I1 = 500 A. 

 

Figure 9. Unintentional electromagnetic field emission spectrum for the high frequency range, i.e., from 150 kHz to 30 MHz. For 

this frequency range, field emission both for electromagnetic field background for the environment and with active heating current 

consumption with a value of I1 = 500 A, as seen in attached waveforms, decreases and does not exceed the values set out in the EN – 

501215H standards (blue line in Fig. (a) and (b). 

4. Research of the impact of radiated interference 

emission on the environment with IESSs operated – 

research results 

Determining the impact of intentional and unintentional 

(stationary and non-stationary) electromagnetic radiation 

sources on an environment where an IESS is operated requires 

studying the effect of radiated interference emissions in the 

higher frequency range. The authors of this research paper 

executed such research in the vicinity of the Warszawa 

Zachodnia railway station in Warsaw. Interference signals in 

this range can propagate within a natural environment as 

electromagnetic waves over significant distances from their 

sources, and the nature of their impact on IESS elements, 

devices and modules is different than in the case of low 

frequencies – in the order of kHz. For this frequency range, 
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interference signals propagate into the surrounding space and 

are proportional to the change rate of: current (di/dt) – inductive 

coupling, voltage (dU/dt) – capacitive coupling, 

electromagnetic field components (E – electric field strength, H 

– magnetic field strength). The impact of the aforementioned 

electromagnetic interference on IESSs is determined by, among 

others, the distance from interference sources, material 

composition, thickness, design, workmanships of reinforced 

ceilings (rebar grid size), building partition arrangement – e.g., 

walls in the protected facility or building openings – windows, 

doors, passageways, etc. The protected building’s natural 

environment itself (e.g., temperature, humidity, pressure, etc.) 

also affects electromagnetic wave propagation within  

a confined space. Therefore, it is important to test the 

electromagnetic environment in the high frequency range and 

diagnose the distributions, characteristics and ranges of 

unintentional radiation sources in relation to IESS elements and 

devices. 

Fig. 10 a, b, c and d show electromagnetic field background 

in the environment and building with operated IESSs. When 

measuring electromagnetic field background for this frequency 

range, all radiation sources should be deactivated for a given 

natural environment. The figure shows field background for 

various electromagnetic field frequency ranges and V and H 

vector polarisation. A red line marks permissible radiated 

interference emission values set out in the EN 50121-2 standard 

and specific areas mark cases of these values being exceeded. 

 

 

Figure 10. Electromagnetic field background in the environment and building with operated IESS, for different frequency ranges, 

and V and H polarisations, (a) electromagnetic field background spectrum for a frequency band from 150 kHz to 30 MHz, 

electromagnetic field component vector, H polarisation, (b) electromagnetic field background spectrum for a frequency band from 30 

MHz to 300 MHz, V polarisation, (c) electromagnetic field background spectrum for a frequency band from 30 MHz to 300 MHz, 

electromagnetic field component vector, H polarisation, (d) electromagnetic field background spectrum for a frequency band from 

300 MHz to 1 GHz, electromagnetic field component vector, H polarisation , 1,2 – areas of exceeded standard-specified interference 

emission values for this frequency range. 

Fig. 11 illustrates an electromagnetic interference emission 

spectrum generated within an environment with operated IESS, 

with trains running on a railway track and all permissible 

interference sources being active. The spectrum covers  
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a frequency range from 300 MHz to 1 GHz, for the V 

polarisation vector. Permissible standard values and areas 1 and 

2, with exceeded permissible interference signals are colour-

coded in the graph. 

 

Figure 11. Electromagnetic interference emission spectrum 

generated within an environment with operated IESS, with 

trains running on a railway track and all permissible 

interference sources being active, frequency range from 300 

MHz to 1 GHz; V polarisation; exceeded permissible 

interference signals are colour-coded. 

Graphs 5 to 11 show electromagnetic field spectra and 

backgrounds for a natural environment with operated IESS. The 

presented spectra of the background and an electromagnetic 

environment with functioning security systems indicate that 

permissible standards for radiated interference, as well as 

electric and magnetic field component values are exceeded. 

Table 6 contains a summary of measurement result, however, 

only for exceeded values that apply to a specific environment. 

The impact of an electromagnetic field within the 

aforementioned frequency range on the IESS operation process 

should be studied separately, since electromagnetic interference 

propagating in a given environment penetrate (‘attack’) 

individual IESS elements, devices and modules. Low frequency 

interference propagates directly through conduction, most often 

over power supply, detection or transmission lines and circuits, 

usually hooked-up to an alarm control unit (ACU). In this case, 

the application of safeguards on such lines and circuits, in the 

form of filters with specific attenuation bands or anti-

destructive components (varistor) is favourable in terms of an 

ACU. However, exceeding permissible interference signal 

values already at a given point on IESS detection lines may lead 

to incorrect operation of, e.g., a sensor. In such a case, the 

interference signal forces, e.g., a sensor from the detection state 

to a state of alarming or unfitness in the event of a high 

interference signal amplitude when there are local safeguards 

on detection lines or circuits – mostly on detectors or ACU input 

(connection point). In the case of emissions of interfering 

(distorting) signals in the high frequency range – above 30 MHz 

– the radiated electromagnetic field directly penetrates the 

structures of electronic modules, devices, and elements, as well 

as the ACUs themselves. In such a case, signal, supply or signal 

processing paths on the PCBs of sensors, modules, devices or 

ACUs themselves are interference receiving antennas. The 

electromagnetic field can induce interference signals also on 

detection loops or circuits (e.g., signal cables). In such a case, 

interference signals propagate concurrently with utility signals 

and are not automatically detected in the ACU, which may lead 

to changes in IESS technical status – transition from a state of 

monitoring to alarm or, e.g., unfitness – partial failure of only 

the detection line and connected sensors or the entire ACU. 

Table 6. A summary of measurement results only for exceeded standard values applicable to a given electromagnetic environment, 

background and interference, low and high frequencies for conducted and radiated signals. 

Electromagnetic field frequency 

range 

Electromagnetic field background Interference occurring within an environment after activating interference 

sources – level 

(30 – 230) MHz – Fig. 6 standard not exceeded antenna V, area 1, max. signal value 60 dBV/m, for f = (30 – 38) MHz; 

antenna H, area 2, max. signal value 64 dB dBV/m, for f = (30 – 74) MHz; 

antenna H, area 3, max. signal value 56 dB dBV/m, for f = 187 MHz 

(30 – 300) MHz – Fig. 9 b) antenna V, area 1, max. signal value 90 

dBV/m, for f = 98 MHz; 

standard not exceeded 

(300 – 1000) MHz – Fig. 9 d) antenna H, area 2, max. signal value 80 

dBA/m, for 

f = (930 – 954) MHz 

standard not exceeded 

(300 – 1000) MHz – Fig. 10 standard not exceeded antenna V, area 1, max. signal value 90 dBV/m, for f = 580 MHz; 

antenna V, area 2, max. signal value 88 dBV/m, for f = (925 – 955) MHz 

The measurement session regarding the impact of electromagnetic interference on selected electronic security 
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systems was conducted on the experimental track of the 

Railway Institute in Warsaw. This was motivated by the fact that 

obtaining a permit for studies on an actual railway track (route) 

is time-consuming, difficult and required different technical 

approvals from various companies. Measurements of individual 

E, H electromagnetic field components were executed as per 

applicable legislation on field studies in a generally available 

natural environment. The tests were completed during the day, 

with no precipitation and fog, good visibility and a positive 

temperature of +18 0C. A locomotive was travelling at a speed 

of V = 50 km/h ( 10%) of that value. Higher speeds of the rail 

vehicle would require considering additional electromagnetic 

interference generated also by the contacts of the pantograph 

connecting electric receivers of the locomotive and the railway 

traction. The railway traction was supplied with a rated voltage 

of 3 kV. The traction substation was located approximately 3 km 

from the measuring points distributed along the railway track. 

Such a measurement distance was decided because there was no 

impact of electromagnetic interference generated by the traction 

substation itself, supplied by alternating voltage from an 

industrial grid – 110 kV (also no impact on the environment and 

measurement by interference generated by the cables of supply 

phases L1, L2, L3). When passing along the railway route – test 

track, all of the electric locomotive’s current consumers 

(including heating) were active and set to maximum 

consumption of current from the contact line. A locomotive 

travelling along a railway track was not loaded with, e.g., freight 

cars with cargo or passenger cars (lower consumption of current 

from the contact line, but the test track offers such technical 

features). The tests addressing the impact of electromagnetic 

interference on ESS were determined for crucial security 

systems, i.e., fire alarm systems responsible for life, health, 

environment and accumulated property. 

In the course of the experimental studies, the impact of 

interference generated over a vast railway area was tested using 

a fire alarm control panel (FACP). In the event of a rail vehicle 

passing by an area with an installed FAS, the response of the 

entire security system to unintentionally generated interference 

was observed. If, at this time, a detector within a detection 

circuit (line) reports a change of its technical state (transition 

type: monitoring – alarm, monitoring – failure), this was caused 

by exceeding a permissible interference level ‘tolerated’ by  

a given component. A transition like monitoring – alarm was 

always confirmed in a FAS by the operators, who checked for 

an actual fire. Whereas, the information on which element was 

‘triggered’ within the FAS was displayed on the FACP LCD 

panel as a message – state change of detector C1245 

(monitoring – alarm). In the case of most studied FASs, the 

elements most susceptible to electromagnetic interference were 

detectors located nearest to the source of interfering signals – 

i.e., the locomotive. 

5. Operation process models for electronic security 

systems employed for building protection 

IESS is tasked with ensuring security in protected buildings or 

over vast areas. Fig. 12 contains a diagram-based presentation 

of two security systems – FAS and IDS, employed for protection 

in a PF building. Individual detection lines of acoustic and 

optical signalling devices, sensors and manual call points used 

within the FAS, due to an unfitness related to a short-circuit or 

open-circuit, may contains a maximum of up to 30 elements 

only. An alarm is triggered in the event of security systems 

detecting a threat (e.g., fire, intrusion, robbery, etc.) within the 

protected PF facility. Simultaneously, an alarm and failure 

signal is sent via two independent ICT channels to an alarm 

receiving centre (ARC). The frequencies of these signals differ 

depending on the ESS, i.e., , f21,f22 – IDS alarm and failure 

signal transmitter frequencies, f11,f12 – FAS alarm and failure 

signal transmitter frequencies. The IESSs employed in the 

building are sufficient to ensure an appropriate level of security 

in relation to the protected property. Information on a state of 

unfitness or alarms is utilised in the building with 24/7 

surveillance over the operation of these systems. At the same 

time, information on alarms and states of unfitness is sent to an 

ARC. A service crew and a response team are located in  

a remote receiving centre, ready to take immediate action in the 

protected facility. A fire alarm signal is automatically sent to the 

State Fire Service (SFS). Because of the protected facility 

(small size), FAS detection line accommodate up to 30 elements. 

FAS detection lines in each element - S1,S2,…,Sn, C1,C2,…,Cn, 

and O1,O2,…,On (connection joints, recovery of these elements) 

are fitted with short-circuit protections – Fig. 13. 

Electromagnetic interference present within a railway 

environment always impact electronic security systems (ESS) 



Eksploatacja i Niezawodnosc – Maintenance and Reliability Vol. 29, No. 2, 2027 

 

over two frequency ranges. The first one covers low frequencies 

up to 30 MHz. The interference propagates particularly in power 

supply circuits, and detection lines and circuits as conducted 

interference. The second frequency range, above 30 MHz, 

includes radiated interference proportional to the rate of 

changes in the voltage or current flowing within ESS circuits, 

but also to the electromagnetic wave energy. This division was 

taken into account in the model demonstrating the impact of 

electromagnetic interference on a selected ESS, an FAS in this 

case, by introducing two coefficients:  - responsible for the low 

frequency range, while coefficient  is the high frequency range. 

In the absence of interference within a natural environment, so-

called laboratory environment, the coefficients are  = 0,  = 0, 

respectively. If only low-frequency interference occurs, then  

 0, while  = 0. In the presence of high-frequency interference, 

above 30 MHz, then  = 0, while   0. The  and  coefficients 

directly impact the  failure intensity of electronic components 

making up detectors, devices, modules, manual call points, 

acoustic and optical signalling devices, etc. The impact of the  

and  coefficients is proportional: for the low frequency range, 

these are, e.g., interference current and voltage on common 

earthing impedance, whereas for the high frequency range, it is 

proportional to the voltage (current) change rate over time – 

capacitive and inductive coupling in ESS circuits or to signal 

strength – electromagnetic wave. Increasing the level of 

interference both in the low and high frequency range leads to 

elevated failure intensity  of electronic elements through, e.g, 

additional voltages or current inducing within the structure itself 

or on the printed circuit boards of ESS devices. The greater the 

electromagnetic interference level, e.g., amplitude of voltage, 

current or signal strength [W/m2] the higher the unfitness 

probability in the components or the detectors themselves 

(which contain many electronic elements on the printed circuit 

board). ESS components and devices contain a large number of 

active and passive elements exhibiting various reserves of 

resistance to electromagnetic, electric, environmental, thermal 

and mechanical interference, generated intentionally or 

unintentionally. These resistances are often subject to change 

under different environmental factors, e.g., temperature, 

humidity, electromagnetic interference, pressure, etc. Therefore, 

in general, the X resistance reserve for all ESS elements, 

modules or devices can be expressed as (1): 

𝑋 = ∑  
𝑘𝑧
𝑖=0 𝑋𝑖               (1) 

where: Xi – resistance reserve for individual ESS 

components (e.g., transistors, resistors, integrated circuits, 

microprocessors, etc.). 

Taking into account resistance to various external and 

internal impacts, natural or artificial (intentional or 

unintentional), the failure intensity (t) for an ESS can be 

determined via the expression (2)): 

𝜆(𝑡) =
𝛿𝐹(𝑡)

𝛿𝑋𝑍
⋅ ∑  

𝑘𝑧
𝑖=0

𝛿𝑋𝑍

𝛿𝑡
+

𝛿𝐹(𝑡)

𝛿𝑋𝑚
⋅ ∑  

𝑘𝑧
𝑖=0

𝛿𝑋𝑚

𝛿𝑡
+

𝛿𝐹(𝑡)

𝛿𝑋𝐸
⋅ ∑  

𝑘𝑧
𝑖=0

𝛿𝑋𝐸

𝛿
+

𝛿𝐹(𝑡)

𝛿𝑋𝐶
⋅ ∑  

𝑘𝑧
𝑖=0

𝛿𝑋𝐶

𝛿𝑡
             (2) 

Where, accordingly, as a mathematical relationship (2) 

addressing failure intensity (t) for a given ESS, the functions 

found within the formula determine the following, e.g., changes: 

σX/σt - resistance reserve change rate of an element(s) under 

the impact of internal degradation-related processes, (σXZ)/σt - 

resistance reserve change rate of an element(s) under the impact 

of mechanical, electrical, environmental and other interference, 

while σF(t)/σXZ determines the unreliability change rate of ESS 

components due to changes in their electrical (overvoltages, 

decays, dips, etc.), mechanical (vibrations, shocks, etc.), 

chemical and other resistances, whereas σF(t)/σXZ determines 

the change rate in the unreliability of ESS components under the 

impact of electromagnetic interference in various frequency 

ranges. 

In the available source literature, the failure intensity change 

(t) is sometimes determined also using the coefficient k. This 

coefficient is employed to analyse the impact of, e.g., 

atmospheric environment (including interference) using ESS 

data This coefficient indicates a numerical value of the many 

times the actual failure intensity rz under given ESS operating 

conditions (e.g., temperature, humidity, pressure, 

electromagnetic environment, etc.) is higher or lower compared 

to the rated value determined under so-called laboratory 

conditions, where the aforementioned parameters are stabilised 

and constant. Then, the same failure intensity (t) value can be 

expressed as (3). 

𝑘𝜆 =
𝜆𝑟𝑧

𝜆
      (3) 

where: k - ESS component failure intensity coefficient, rz- 

actual ESS component failure intensity, - ESS component 
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failure intensity under laboratory conditions. 

 

Figure 12. ESS operated in a protected facility, where: f11,f12 – FAS alarm and failure signal transmission equipment frequencies, 

f21,f22 – IDS alarm and failure signal transmission equipment frequencies, S1,S2,…,Sn – acoustic and optical signalling device 

detection line, C1,C2,…,Cn – sensor detection line, O1,O2,…,On – manual call point detection line, D11,D12,…,D1n – IDS sensor 

transmission line No. 1, D21,D22,…,D2n – IDS sensor transmission line No. 2, UR1,UR2 – ARC transceiver antennas, U1,U2 – ACP, 

FAS transceiver antennas. 

Fig. 13 illustrates an expanded IESS employed to protect  

a facility classified as SCI. The IESS was equipped with two 

additional systems – CCTV and ACS. These two additional 

security systems are responsible also for internal and external 

traffic within the monitored facility. Moreover, CCTV also 

enables identifying and confirming alarms. 

The following operation model assumptions regarding the 

entire fire alarm system were made in the paper. These are 

constant failure intensity  and an exponential distribution of 

reliability probability. This is because each component, device, 

module, detector, etc. or the alarm control panel itself is subject 

to ‘preliminary ageing’ within a manufacturing plant. The 

authors of the paper conducted two site visits in FAS 

manufacturing plants, where they could familiarise themselves 

with the occurrence of this process during production first-hand. 

This is a crucial operation process for FAS components, 

associated with manufacturing itself, since it enables early 

identification and detection of various fault types – e.g., 

incorrect, so-called ‘cold soldering’ of electronic elements, 

absence of connections or wireless signal transmission, short-

circuits or open circuits in printed circuit boards, changes in the 

characteristic resistance of detectors, etc. FAS components, 

selected based on statistics are additionally placed in an 

environmental chamber and subjected to climatic exposure – 

e.g., change in temperature or humidity for FAS detectors. After 

initial ageing at the plant, all component are additionally 
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inspected at the assembly line and then released to sales. 

Classic detectors or other FAS elements do not usually 

include technical solutions of sensors with on-line continuous 

measuring of ‘electromagnetic smog’ and taking its level into 

account when generating alarm signals, in particular. So-called 

linear smoke detectors or aspirating systems are employed in 

the event of strong electromagnetic interference in monitored 

spaces or rooms – e.g., switching stations, server rooms, etc. 

These are detectors that detect characteristic fire values 

insensitive to present electromagnetic interference since they 

are fitted with appropriate technical solutions. For a linear 

smoke detector in the form of – an infrared-range 

electromagnetic radiation receiver and transmitter, 

appropriately shielded for a split or combined detector. FAS 

aspirating system in particular are suitable for operation in 

rooms or spaces with high levels of interference signals. Such  

a detector is equipped with a plastic tube with boreholes (each 

hole is a detector) routed to a room with electromagnetic 

interference. Whereas the decision-making electronic element 

(alarm-monitoring, failure), as well as the aspirating system – 

fan is placed in another room, where the interference level 

(electromagnetic environment) is not distorted. 

 

Figure 13. IESS operated in a SCI facility (certain designations correspond to Fig. 12) were, in relation to infrastructure protection, 

equipped with: FAS – detection circuit with sensors C1,C2,…,Cn and detection circuit with sensors C1a,C2a,…,Cna; IDS used  

a detection circuit for a line of sensors D31,D32,…,D3n, U1,U2,U3,U4, alarm and failure signal transmitters and receivers for ARC, 

Sw1,Sw2 – event loggers (servers) within protected facilities, respectively for CCTV and ACS, K1,K2,K21,K22,…, K23 – cameras for 

event observation and recording in the facility, B1,B2 – tripods (entry and exit gates) for the ACS systems; Fig. 5 does not show 

wireless and wired connections U1,U2,U3,U4 with ARS transceiver antennas due to the legibility of the entire illustrations; the task of 

all IESSs is to ensure security in a SCI buildings, as shown via lines assigned to consecutive ESSs. 

Fig. 14 demonstrates the operation process model for an ESS employed to ensure an appropriate security level in the building, 
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as in Fig. 12. Due to the property accumulated and stored inside 

rooms, only two ESSs – FACP and IDS – were employed in this 

case. Electromagnetic interference in two different frequency 

ranges, which impact the operation process were taken into 

account separately for each of the distinguished sub-ranges. 

Low frequencies were marked as , while high frequencies as 

. The propagation nature of electromagnetic interference 

impacting ESSs within these two frequency ranges should be 

considered independently. Low frequency interference always 

propagates along power supply lines, transmission lines of 

sensors or telecommunication lines, as well as detection lines in 

FAS. Protections against such interference include filters, 

stabilisers, anti-destructive elements (e.g., varistors) in the ACU 

itself or on the detection line input. It is different in the case of 

high frequency radiated interference propagation. The 

interference signal that reaches individual, spatially arranged 

ESS elements in a building depends on, e.g., interference source 

location, frequency range of such a transmitter or construction 

obstacles along the propagation path of such electromagnetic 

interference. It also includes the degree of exposure of a given 

ESS element – sensor, module, etc. to electromagnetic waves, 

taking into account the propagation nature of such interference. 

Therefore, the failure intensity  for individual elements should 

take into account two different interference impact factors:  – 

low frequency range,  – high frequency range as shown in Fig. 

14 – designations (,)•ZBa1,…,(, )•ZBa2. The interference 

phenomena above also impact  recovery intensity of the ESS 

operation process as shown in the operation process graph – e.g. 

(, )•ZBa1 , … , (, )•ZBa2. The ESS operation graph does 

not include the reliability for the process of transmitting 

information on a state of alarm, failure or monitoring outside of 

the protected facility to the ARC. This is due to the presence of 

a hot reserve in the transmission of these signals to ARC or SFS, 

at two, always different, frequencies f11, f12, f21, f22 – Fig. 12. 

Transmitted alarm signals, due to the digital modules, coding 

and simultaneous encryption employed, are resistant to 

interference within a given environment that is independent of 

the frequency range for these unwanted sources.  

 

Figure 14. Operation process model for an ESS employed to ensure an appropriate security level in the protected building, where: 

(,) interference signal low and high frequency range, respectively, (,)•ZBa1, … , (, )•ZBa2 – impact of the interference in 

these frequency ranges on failure intensity  for individual ESS elements, impact of low and high frequency range interference on 

ESS recovery intensity  – e.g., (,)•ZBa1, … , (,)•ZBa2 (assumption: different type of failure in ESS elements and modules 

exposed to interference in frequency ranges, ). 

Fault isolators (FI) are employed virtually in every 

component, device and module within the detection lines and 

circuits of fire alarm systems (FAS). The task of Fis on detection 

lines and circuits hooked-up to fire alarm control panel (FACP) 

is responding to potential short-circuits within these circuits. In 

such a case, the following parameters of these electric circuits 

change in FAS detection circuits or lines: Zl=0, supply voltage 

Uzas=0, supply current Izas=max. The causes behind a short-

circuit in FAS detection lines or circuits include, e.g., 

overvoltages within a power supply grid, but also 

electromagnetic interference propagating within the nearest 

environment surrounding a given system. The nature of such 
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interference may be neutral (e.g., lightning pulses) or artificial, 

unintentional nature, resulting from e.g., locomotive moving 

along a railway track (non-stationary interference sources) or 

may be stationary (radio and TV station transmitters, radars, 

mobile telephony transmitters, etc.). In the event on differences 

in rated supply parameters of detection circuits, Fis isolate  

a damaged circuit section and its power supply from two 

terminals (1, 2) connected to a fire alarm control panel. 

Fire alarm systems operated over a vast railway area 

function within a distorted electromagnetic environment. Ten 

different FASs of varying functional structure (the number of 

detection lines and circuits, detectors, etc.) were operationally 

studied. Numerical unfitness values for these ten FASs operated 

in railway facilities were determined based on test lasting  

a whole year. This was demonstrated in Table 7. 

Table 7. List of unfitness states for ten studied FASs operated in railway facilities. 

No. of facility 

with an operated 

FAS 

Operational 

disturbances of a 

detection line or 

circuit 

Detection line 

or circuit 

ground fault 

(short-circuit) 

Interrupted 

detection line 

(open circuit) 

No alarm control 

panel printer paper 

Activated fault isolator 

in a detector, module 

(line short-circuit) 

No primary 230 

V power supply, 

back-up power 

supply 

Facility 1 87 6 13 2 27 13 

Facility 2 58 - 3 1 15 15 

Facility 3 89 14 8 2 12 10 

Facility 4 43 - 24 1 - 19 

Facility 5 56 9 16 1 - - 

Facility 6 35 - 23 2 - 11 

Facility 7 64 10 13 2 12 8 

Facility 8 43 - 26 1 - - 

Facility 9 103 6 13 1 20 - 

Facility 10 66 - 5 3 5 15 

For the purposes of determining FAS reliability, the authors 

also studied different repair times for sample failures, 

demonstrated accordingly in Tab. 7. Fig. 15 illustrates FAS 

failures of the ‘line/circuit interference’ type for ten studies 

FASs. The following values were obtained for failures of this 

type: mean repair time: 4 h 28 min., minimum repair time: 5 

min., maximum repair time: 9 h 38 min., and repair time 

standard deviation: 2 h 38 min. 

 

Figure 15. Repair times for the “circuit ground fault” failure type for ten studied FASs operated over a vast railway area. The 

following recovery times were obtained for such failures in ten studied FASs: mean repair time: 2 h 15 min., minimum repair t ime: 9 

min., maximum repair time: 6 h 37 min., and repair time standard deviation: 1 h 35 min. 

The FASs were operated within a given electromagnetic environment, during traction vehicle traffic on a railway track. 
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Individual FAS components, detectors, devices or modules do 

not have built-in sensors reporting whether a permissible 

electromagnetic interference level is exceeded. The application 

of such solutions, e.g., in detectors, would constitute an 

additional feature, highly desirable according to the officers of 

the State Fire Service. However, currently applicable legislation, 

which is rigorously observed in Poland, does not provide for 

such technical solutions. The authors came upon only one such 

technical solution, in a detector of an intrusion detection system, 

where the information on exceeding a permissible 

electromagnetic interference level was locally indicated (LED 

of the detector), with additional notification sent to an alarm 

control panel. The impact of electromagnetic interference 

within the considered model of an FAS operated over a vast 

railway area was approached ‘globally’. The authors did not 

take the electromagnetic field impact on individual security 

system components during, e.g, the passage of a rail vehicle. 

Information on the occurrence of a failure or a triggered alarm 

caused by electromagnetic interference at a given moment was 

received by a fire alarm control panel. The physics of 

electromagnetic impact on electronic systems is that it treats all 

components equally. An electromagnetic field is not selective, 

since it ‘attacks’ all components simultaneously with the same 

intensity (e.g., force). Upon such an incident, individual FAS 

components exhibiting the least resistance and highest 

susceptibility to electromagnetic interference within a given 

environment transit from a state of fitness to a state of unfitness 

or alarm. Determining, which FAS component was treated by 

an electromagnetic field this way requires conducting separate, 

time-consuming tests covering selected elements, since it 

necessitates considering different frequency range of interfering 

signals, a given operating configuration, location of such an 

element within the space where a wave propagates, shielding 

properties of the walls, etc. 

The system shown in Fig. 14 can be described by the 

following Chapman–Kolmogorov equations: 

𝑅0
′ (𝑡) = −𝜇𝛤𝜆𝑍𝐵1 ⋅ 𝜆𝑍𝐵1 ⋅ 𝑅0(𝑡) + 𝜇𝛤𝜇𝑍𝐵1 ⋅ 𝜇𝑍𝐵1 ⋅ 𝑄𝑍𝐵1(𝑡) − 𝜇𝛤𝜆𝑍𝐵𝑎1 ⋅ 𝜆𝑍𝐵𝑎1 ⋅ 𝑅0(𝑡) + 𝜇𝛤𝜇𝑍𝐵𝑎1 ⋅ 𝜇𝑍𝐵𝑎1 ⋅ 𝑄𝑍𝐵1𝑎(𝑡) 

𝑄𝑍𝐵1
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵1 ⋅ 𝜆𝑍𝐵1 ⋅ 𝑅0(𝑡) − 𝜇𝛤𝜇𝑍𝐵1 ⋅ 𝜇𝑍𝐵1 ⋅ 𝑄𝑍𝐵1(𝑡) − 𝜇𝛤𝜆𝑍𝐵2 ⋅ 𝜆𝑍𝐵2 ⋅ 𝑄𝑍𝐵1(𝑡) + 𝜇𝛤𝜇𝑍𝐵2 ⋅ 𝜇𝑍𝐵2 ⋅ 𝑄𝑍𝐵2(𝑡) 

𝑄𝑍𝐵2
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵2 ⋅ 𝜆𝑍𝐵2 ⋅ 𝑄𝑍𝐵1(𝑡) − 𝜇𝛤𝜇𝑍𝐵2 ⋅ 𝜇𝑍𝐵2 ⋅ 𝑄𝑍𝐵2(𝑡) − 𝜇𝛤𝜆𝑍𝐵3 ⋅ 𝜆𝑍𝐵3 ⋅ 𝑄𝑍𝐵2(𝑡) + 𝜇𝛤𝜇𝑍𝐵3 ⋅ 𝜇𝑍𝐵3 ⋅ 𝑄𝑍𝐵3(𝑡) 

𝑄𝑍𝐵3
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵3 ⋅ 𝜆𝑍𝐵3 ⋅ 𝑄𝑍𝐵2(𝑡) − 𝜇𝛤𝜇𝑍𝐵3 ⋅ 𝜇𝑍𝐵3 ⋅ 𝑄𝑍𝐵3(𝑡) − 𝜇𝛤𝜆𝑍𝐵4 ⋅ 𝜆𝑍𝐵4 ⋅ 𝑄𝑍𝐵3(𝑡) + 𝜇𝛤𝜇𝑍𝐵4 ⋅ 𝜇𝑍𝐵4 ⋅ 𝑄𝑍𝐵4(𝑡) 

𝑄𝑍𝐵4
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵4 ⋅ 𝜆𝑍𝐵4 ⋅ 𝑄𝑍𝐵3(𝑡) − 𝜇𝛤𝜇𝑍𝐵4 ⋅ 𝜇𝑍𝐵4 ⋅ 𝑄𝑍𝐵4(𝑡) − 𝜇𝛤𝜆𝑍𝐵5 ⋅ 𝜆𝑍𝐵5 ⋅ 𝑄𝑍𝐵4(𝑡) + 𝜇𝛤𝜇𝑍𝐵5 ⋅ 𝜇𝑍𝐵5 ⋅ 𝑄𝐵(𝑡) 

𝑄𝑍𝐵1𝑎
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵𝑎1 ⋅ 𝜆𝑍𝐵𝑎1 ⋅ 𝑅0(𝑡) − 𝜇𝛤𝜇𝑍𝐵𝑎1 ⋅ 𝜇𝑍𝐵𝑎1 ⋅ 𝑄𝑍𝐵1𝑎(𝑡) − 𝜇𝛤𝜆𝑍𝐵𝑎2 ⋅ 𝜆𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵1𝑎(𝑡) + 𝜇𝛤𝜇𝑍𝐵𝑎2 ⋅ 𝜇𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵2𝑎(𝑡) 

𝑄𝑍𝐵2
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵𝑎2 ⋅ 𝜆𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵1𝑎(𝑡) − 𝜇𝛤𝜇𝑍𝐵𝑎2 ⋅ 𝜇𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵2𝑎(𝑡) − 𝜇𝛤𝜆𝑍𝐵𝑎3 ⋅ 𝜆𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵2𝑎(𝑡) + 𝜇𝛤𝜇𝑍𝐵𝑎3 ⋅ 𝜇𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵3𝑎(𝑡) 

𝑄𝑍𝐵3
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵𝑎3 ⋅ 𝜆𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵2𝑎(𝑡) − 𝜇𝛤𝜇𝑍𝐵𝑎3 ⋅ 𝜇𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵3𝑎(𝑡) − 𝜇𝛤𝜆𝑍𝐵𝑎4 ⋅ 𝜆𝑍𝐵𝑎4 ⋅ 𝑄𝑍𝐵3𝑎(𝑡) + 𝜇𝛤𝜇𝑍𝐵𝑎4 ⋅ 𝜇𝑍𝐵𝑎4 ⋅ 𝑄𝐵(𝑡) 

𝑄𝐵
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵5 ⋅ 𝜆𝑍𝐵5 ⋅ 𝑄𝑍𝐵4(𝑡) − 𝜇𝛤𝜇𝑍𝐵5 ⋅ 𝜇𝑍𝐵5 ⋅ 𝑄𝐵(𝑡) + 𝜇𝛤𝜆𝑍𝐵𝑎4 ⋅ 𝜆𝑍𝐵𝑎4 ⋅ 𝑄𝑍𝐵3𝑎(𝑡) − 𝜇𝛤𝜇𝑍𝐵𝑎4 ⋅ 𝜇𝑍𝐵𝑎4 ⋅ 𝑄𝐵(𝑡) 

(4) 

Assuming the baseline conditions: 

𝑅0(0) = 1 

𝑄𝑍𝐵1(0) = 𝑄𝑍𝐵2(0) = 𝑄𝑍𝐵3(0) = 𝑄𝑍𝐵4(0) = 𝑄𝑍𝐵1𝑎(0) = 𝑄𝑍𝐵2𝑎(0) = 𝑄𝑍𝐵3𝑎(0) = 𝑄𝐵(0) = 0 
(5) 

and applying the Laplace transform, the following system of linear equations is obtained: 

𝑠 ⋅ 𝑅0
∗(𝑠) − 1 = −𝜇𝛤𝜆𝑍𝐵1 ⋅ 𝜆𝑍𝐵1 ⋅ 𝑅0

∗(𝑠) + 𝜇𝛤𝜇𝑍𝐵1 ⋅ 𝜇𝑍𝐵1 ⋅ 𝑄𝑍𝐵1
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵𝑎1 ⋅ 𝜆𝑍𝐵𝑎1 ⋅ 𝑅0

∗(𝑠) + 𝜇𝛤𝜇𝑍𝐵𝑎1 ⋅ 𝜇𝑍𝐵𝑎1 ⋅ 𝑄𝑍𝐵1𝑎
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵1
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵1 ⋅ 𝜆𝑍𝐵1 ⋅ 𝑅0

∗(𝑠) − 𝜇𝛤𝜇𝑍𝐵1 ⋅ 𝜇𝑍𝐵1 ⋅ 𝑄𝑍𝐵1
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵2 ⋅ 𝜆𝑍𝐵2 ⋅ 𝑄𝑍𝐵1

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵2 ⋅ 𝜇𝑍𝐵2 ⋅ 𝑄𝑍𝐵2
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵2
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵2 ⋅ 𝜆𝑍𝐵2 ⋅ 𝑄𝑍𝐵1

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵2 ⋅ 𝜇𝑍𝐵2 ⋅ 𝑄𝑍𝐵2
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵3 ⋅ 𝜆𝑍𝐵3 ⋅ 𝑄𝑍𝐵2

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵3 ⋅ 𝜇𝑍𝐵3 ⋅ 𝑄𝑍𝐵3
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵3
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵3 ⋅ 𝜆𝑍𝐵3 ⋅ 𝑄𝑍𝐵2

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵3 ⋅ 𝜇𝑍𝐵3 ⋅ 𝑄𝑍𝐵3
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵4 ⋅ 𝜆𝑍𝐵4 ⋅ 𝑄𝑍𝐵3

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵4 ⋅ 𝜇𝑍𝐵4 ⋅ 𝑄𝑍𝐵4
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵4
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵4 ⋅ 𝜆𝑍𝐵4 ⋅ 𝑄𝑍𝐵3

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵4 ⋅ 𝜇𝑍𝐵4 ⋅ 𝑄𝑍𝐵4
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵5 ⋅ 𝜆𝑍𝐵5 ⋅ 𝑄𝑍𝐵4

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵5 ⋅ 𝜇𝑍𝐵5 ⋅ 𝑄𝐵
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵1𝑎
∗ (𝑡) = 𝜇𝛤𝜆𝑍𝐵𝑎1 ⋅ 𝜆𝑍𝐵𝑎1 ⋅ 𝑅0

∗(𝑠) − 𝜇𝛤𝜇𝑍𝐵𝑎1 ⋅ 𝜇𝑍𝐵𝑎1 ⋅ 𝑄𝑍𝐵1𝑎
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵𝑎2 ⋅ 𝜆𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵1𝑎

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵𝑎2 ⋅ 𝜇𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵2𝑎
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵2𝑎
∗ (𝑡) = 𝜇𝛤𝜆𝑍𝐵𝑎2 ⋅ 𝜆𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵1𝑎

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵𝑎2 ⋅ 𝜇𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵2𝑎
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵𝑎3 ⋅ 𝜆𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵2𝑎

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵𝑎3 ⋅ 𝜇𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵3𝑎
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵3𝑎
∗ (𝑡) = 𝜇𝛤𝜆𝑍𝐵𝑎3 ⋅ 𝜆𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵2𝑎

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵𝑎3 ⋅ 𝜇𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵3𝑎
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵𝑎4 ⋅ 𝜆𝑍𝐵𝑎4 ⋅ 𝑄𝑍𝐵3𝑎

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵𝑎4 ⋅ 𝜇𝑍𝐵𝑎4 ⋅ 𝑄𝐵
∗ (𝑠) 

𝑠 ⋅ 𝑄𝐵
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵5 ⋅ 𝜆𝑍𝐵5 ⋅ 𝑄𝑍𝐵4

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵5 ⋅ 𝜇𝑍𝐵5 ⋅ 𝑄𝐵
∗ (𝑠) + 𝜇𝛤𝜆𝑍𝐵𝑎4 ⋅ 𝜆𝑍𝐵𝑎4 ⋅ 𝑄𝑍𝐵3𝑎

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵𝑎4 ⋅ 𝜇𝑍𝐵𝑎4 ⋅ 𝑄𝐵
∗ (𝑠) 

(6) 

Further analysis was conducted assuming the following intensity values of transitions between distinguished states: 

𝜆𝑍𝐵1 = 0,000001[1/ℎ] , 𝜆𝑍𝐵2 = 0,0000008[1/ℎ] , 𝜆𝑍𝐵3 = 0,0000006[1/ℎ] , 

𝜆𝑍𝐵4 = 0,000000[1/ℎ] , 𝜆𝑍𝐵5 = 0,0000002[1/ℎ] , 

𝜇𝑍𝐵1 = 0,1[1/ℎ] , 𝜇𝑍𝐵2 = 0,1[1/ℎ] , 𝜇𝑍𝐵3 = 0,1[1/ℎ] , 𝜇𝑍𝐵4 = 0,1[1/ℎ] , 𝜇𝑍𝐵5 = 0,1[1/ℎ] , 

𝜆𝑍𝐵𝑎1 = 0,000001[1/ℎ] , 𝜆𝑍𝐵𝑎2 = 0,0000008[1/ℎ] , 

𝜆𝑍𝐵𝑎3 = 0,0000006[1/ℎ] , 𝜆𝑍𝐵𝑎4 = 0,0000004[1/ℎ] , 

𝜇𝑍𝐵𝑎1 = 0,1[1/ℎ] , 𝜇𝑍𝐵𝑎2 = 0,1[1/ℎ] , 𝜇𝑍𝐵𝑎3 = 0,1[1/ℎ] , 𝜇𝑍𝐵𝑎4 = 0,1[1/ℎ] , 

𝜇𝛤𝜆𝑍𝐵1 = 𝜇𝛤𝜆𝑍𝐵2 = 𝜇𝛤𝜆𝑍𝐵3 = 𝜇𝛤𝜆𝑍𝐵4 = 𝜇𝛤𝜆𝑍𝐵5 = 0,5[1/ℎ] , 
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𝜇𝛤𝜇𝑍𝐵1 = 𝜇𝛤𝜇𝑍𝐵2 = 𝜇𝛤𝜇𝑍𝐵3 = 𝜇𝛤𝜇𝑍𝐵4 = 𝜇𝛤𝜇𝑍𝐵5 = 0,5[1/ℎ] , 

𝜇𝛤𝜆𝑍𝐵𝑎1 = 𝜇𝛤𝜆𝑍𝐵𝑎2 = 𝜇𝛤𝜆𝑍𝐵𝑎3 = 𝜇𝛤𝜆𝑍𝐵𝑎4 = 0,5[1/ℎ] , 

𝜇𝛤𝜇𝑍𝐵𝑎1 = 𝜇𝛤𝜇𝑍𝐵𝑎2 = 𝜇𝛤𝜇𝑍𝐵𝑎3 = 𝜇𝛤𝜇𝑍𝐵𝑎4 = 0,5[1/ℎ]. 

Study duration was assumed at 1 year, i.e. 𝑡 = 8760[ℎ]. 

Using the system of equations (6), the following is obtained for the above input values assumed for the simulation:  

𝑅0(𝑡) = −0.00480149 ⋅ 𝑒−0.0503986⋅𝑡 + 1.00001 ⋅ 𝑒−3.1999⋅10−17⋅𝑡 − 0.00002548 ⋅ 𝑒2.99999⋅10−7⋅𝑡 − 

𝑒(−0.0496478−0.000140314⋅𝑖)⋅𝑡 ⋅ ((-0.024622 + 0.0306289 ⋅ 𝑖) − (0.024622 + 0.0306289 ⋅ 𝑖) ⋅ 𝑒(0.000280627⋅𝑖)⋅𝑡) − 

𝑒(−0.0502452 - 0.000262675⋅𝑖)⋅𝑡 ⋅ ((0.003544 - 0.00083095 ⋅ 𝑖) + (0.003544 + 0.00083095 ⋅ 𝑖) ⋅ 𝑒(0.00052535⋅𝑖)⋅𝑡) − 

𝑒(−0.0499093 - 0.000321158⋅𝑖)⋅𝑡 ⋅ ((0.0186669 + 0.0147119 ⋅ 𝑖) + (0.0186669 - 0.0147119 ⋅ 𝑖) ⋅ 𝑒(0.000642315⋅𝑖)⋅𝑡) 

The end result (for 𝒕 = 𝟖𝟕𝟔𝟎[𝒉]) is: 𝑹𝑶 = 𝟎,99998. 

Fig. 16 contains a graphic representation of the 𝑹𝑶(𝒕) function. 

 

Figure 16. Graphic representation of the 𝑹𝑶(𝒕) for the model illustrated in Fig. 14. 

In order to check the correctness of the developed model, the 

disturbance impact coefficients were changed to the following 

value: 

𝜇𝛤𝜆𝑍𝐵1 = 𝜇𝛤𝜆𝑍𝐵2 = 𝜇𝛤𝜆𝑍𝐵3 = 𝜇𝛤𝜆𝑍𝐵4 = 𝜇𝛤𝜆𝑍𝐵5 = 0,75⬚[1/ℎ] 

𝜇𝛤𝜆𝑍𝐵𝑎1 = 𝜇𝛤𝜆𝑍𝐵𝑎2 = 𝜇𝛤𝜆𝑍𝐵𝑎3 = 𝜇𝛤𝜆𝑍𝐵𝑎4 = 0,75⬚[1/ℎ] 

For the assumed values, calculations were performed again 

(including Laplace transformations), which enabled the 

determination of the function dependencies 𝑅𝑂(𝑡) - Fig. 17. The 

obtained graphical form confirms the correctness of the 

developed model. 

Fig. 18 illustrates an operation model for an IESS used to 

protect facilities and vast areas classified as SCI. The IESS was 

additionally expanded with two security systems, CCTV and 

ACS. The FACP, due to the protection of the health and life of 

people residing in rooms, is a master security system. An FACP 

unfitness is locally monitored by a service crew, and 

additionally by persons in the ARC – Fig. 13. The local and 

remote service crews have a strict, predefined time to respond 

in relation to repairing the FACP and other security systems 

operated in facilities. IESS elements, devices and modules can 

be exposed to a total of three types of electromagnetic 

interference, namely: 

(a)   0,  = 0 – low frequency interference appears in 

buildings and over a vast area; 

(b)  = 0,   0 – only high frequency interference occurs in 

buildings and over a vast area; low frequency 
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interference is attenuated by anti-destructive filters and 

elements located in the ACU; 

(c)   0,   0 – interference in both ranges, low and high 

frequency, appears in buildings and across large areas. 

The assumptions regarding the impact of electromagnetic 

interference adopted for the model in Fig. 14 apply also the the 

extended IESS demonstrated in Fig. 18. 

 

Figure 17. Graphic representation of the 𝑹𝑶(𝒕) for the model illustrated in Fig. 14 (new value interference impact factors). 

 

Figure 18. Operation model for an IESS used to protect facilities and vast areas classified as SCI. For reasons associated with 

protecting facilities classified as SCI, the IESS was supplemented by two security systems, CCTV and ACS, (occupants, 

accumulated property and documents). For the sake of illustration clarity, failure  and recovery  intensities have been colour-

marked for two systems: CCTV and ARC. 
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𝑅0
′ (𝑡) = −𝜇𝛤𝜆𝑍𝐵1 ⋅ 𝜆𝑍𝐵1 ⋅ 𝑅0(𝑡) + 𝜇𝛤𝜇𝑍𝐵1 ⋅ 𝜇𝑍𝐵1 ⋅ 𝑄𝑍𝐵1(𝑡) − 𝜇𝛤𝜆𝑍𝐵𝑎1 ⋅ 𝜆𝑍𝐵𝑎1 ⋅ 𝑅0(𝑡) + 𝜇𝛤𝜇𝑍𝐵𝑎1 ⋅ 𝜇𝑍𝐵𝑎1 ⋅ 𝑄𝑍𝐵1𝑎(𝑡) 

−𝜇𝛤𝜆𝑍𝐵𝑇1 ⋅ 𝜆𝑍𝐵𝑇1 ⋅ 𝑅0(𝑡) + 𝜇𝛤𝜇𝑍𝐵𝑇1 ⋅ 𝜇𝑍𝐵𝑇1 ⋅ 𝑄𝑍𝐵1𝑇(𝑡) − 𝜇𝛤𝜆𝑍𝐵𝐾1 ⋅ 𝜆𝑍𝐵𝐾1 ⋅ 𝑅0(𝑡) + 𝜇𝛤𝜇𝑍𝐵𝐾1 ⋅ 𝜇𝑍𝐵𝐾1 ⋅ 𝑄𝑍𝐵1𝐾(𝑡) 

𝑄𝑍𝐵1
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵1 ⋅ 𝜆𝑍𝐵1 ⋅ 𝑅0(𝑡) − 𝜇𝛤𝜇𝑍𝐵1 ⋅ 𝜇𝑍𝐵1 ⋅ 𝑄𝑍𝐵1(𝑡) − 𝜇𝛤𝜆𝑍𝐵2 ⋅ 𝜆𝑍𝐵2 ⋅ 𝑄𝑍𝐵1(𝑡) + 𝜇𝛤𝜇𝑍𝐵2 ⋅ 𝜇𝑍𝐵2 ⋅ 𝑄𝑍𝐵2(𝑡) 

𝑄𝑍𝐵2
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵2 ⋅ 𝜆𝑍𝐵2 ⋅ 𝑄𝑍𝐵1(𝑡) − 𝜇𝛤𝜇𝑍𝐵2 ⋅ 𝜇𝑍𝐵2 ⋅ 𝑄𝑍𝐵2(𝑡) − 𝜇𝛤𝜆𝑍𝐵3 ⋅ 𝜆𝑍𝐵3 ⋅ 𝑄𝑍𝐵2(𝑡) + 𝜇𝛤𝜇𝑍𝐵3 ⋅ 𝜇𝑍𝐵3 ⋅ 𝑄𝑍𝐵3(𝑡) 

𝑄𝑍𝐵3
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵3 ⋅ 𝜆𝑍𝐵3 ⋅ 𝑄𝑍𝐵2(𝑡) − 𝜇𝛤𝜇𝑍𝐵3 ⋅ 𝜇𝑍𝐵3 ⋅ 𝑄𝑍𝐵3(𝑡) − 𝜇𝛤𝜆𝑍𝐵4 ⋅ 𝜆𝑍𝐵4 ⋅ 𝑄𝑍𝐵3(𝑡) + 𝜇𝛤𝜇𝑍𝐵4 ⋅ 𝜇𝑍𝐵4 ⋅ 𝑄𝐵(𝑡) 

𝑄𝑍𝐵1𝑎
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵𝑎1 ⋅ 𝜆𝑍𝐵𝑎1 ⋅ 𝑅0(𝑡) − 𝜇𝛤𝜇𝑍𝐵𝑎1 ⋅ 𝜇𝑍𝐵𝑎1 ⋅ 𝑄𝑍𝐵1𝑎(𝑡) − 𝜇𝛤𝜆𝑍𝐵𝑎2 ⋅ 𝜆𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵1𝑎(𝑡) + 𝜇𝛤𝜇𝑍𝐵𝑎2 ⋅ 𝜇𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵2𝑎(𝑡) 

𝑄𝑍𝐵2𝑎
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵𝑎2 ⋅ 𝜆𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵1𝑎(𝑡) − 𝜇𝛤𝜇𝑍𝐵𝑎2 ⋅ 𝜇𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵2𝑎(𝑡) − 𝜇𝛤𝜆𝑍𝐵𝑎3 ⋅ 𝜆𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵2𝑎(𝑡) + 𝜇𝛤𝜇𝑍𝐵𝑎3 ⋅ 𝜇𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵3𝑎(𝑡) 

𝑄𝑍𝐵3𝑎
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵𝑎3 ⋅ 𝜆𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵2𝑎(𝑡) − 𝜇𝛤𝜇𝑍𝐵𝑎3 ⋅ 𝜇𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵3𝑎(𝑡) − 𝜇𝛤𝜆𝑍𝐵𝑎4 ⋅ 𝜆𝑍𝐵𝑎4 ⋅ 𝑄𝑍𝐵3𝑎(𝑡) + 𝜇𝛤𝜇𝑍𝐵𝑎4 ⋅ 𝜇𝑍𝐵𝑎4 ⋅ 𝑄𝐵(𝑡) 

𝑄𝑍𝐵1𝑇
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵𝑇1 ⋅ 𝜆𝑍𝐵𝑇1 ⋅ 𝑅0(𝑡) − 𝜇𝛤𝜇𝑍𝐵𝑇1 ⋅ 𝜇𝑍𝐵𝑇1 ⋅ 𝑄𝑍𝐵1𝑇(𝑡) − 𝜇𝛤𝜆𝑍𝐵𝑇2 ⋅ 𝜆𝑍𝐵𝑇2 ⋅ 𝑄𝑍𝐵1𝑇(𝑡) + 𝜇𝛤𝜇𝑍𝐵𝑇2 ⋅ 𝜇𝑍𝐵𝑇2 ⋅ 𝑄𝑍𝐵2𝑇(𝑡) 

𝑄𝑍𝐵2𝑇
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵𝑇2 ⋅ 𝜆𝑍𝐵𝑇2 ⋅ 𝑄𝑍𝐵1𝑇(𝑡) − 𝜇𝛤𝜇𝑍𝐵𝑇2 ⋅ 𝜇𝑍𝐵𝑇2 ⋅ 𝑄𝑍𝐵2𝑇(𝑡) − 𝜇𝛤𝜆𝑍𝐵𝑇3 ⋅ 𝜆𝑍𝐵𝑇3 ⋅ 𝑄𝑍𝐵2𝑇(𝑡) + 𝜇𝛤𝜇𝑍𝐵𝑇3 ⋅ 𝜇𝑍𝐵𝑇3 ⋅ 𝑄𝐵(𝑡) 

𝑄𝑍𝐵1𝐾
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵𝐾1 ⋅ 𝜆𝑍𝐵𝐾1 ⋅ 𝑅0(𝑡) − 𝜇𝛤𝜇𝑍𝐵𝐾1 ⋅ 𝜇𝑍𝐵𝐾1 ⋅ 𝑄𝑍𝐵1𝐾(𝑡) − 𝜇𝛤𝜆𝑍𝐵𝐾2 ⋅ 𝜆𝑍𝐵𝐾2 ⋅ 𝑄𝑍𝐵1𝐾(𝑡) + 𝜇𝛤𝜇𝑍𝐵𝐾2 ⋅ 𝜇𝑍𝐵𝐾2 ⋅ 𝑄𝑍𝐵2𝐾(𝑡) 

𝑄𝑍𝐵2𝐾
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵𝐾2 ⋅ 𝜆𝑍𝐵𝐾2 ⋅ 𝑄𝑍𝐵1𝐾(𝑡) − 𝜇𝛤𝜇𝑍𝐵𝐾2 ⋅ 𝜇𝑍𝐵𝐾2 ⋅ 𝑄𝑍𝐵2𝐾(𝑡) − 𝜇𝛤𝜆𝑍𝐵𝐾3 ⋅ 𝜆𝑍𝐵𝐾3 ⋅ 𝑄𝑍𝐵2𝐾(𝑡) + 𝜇𝛤𝜇𝑍𝐵𝐾3 ⋅ 𝜇𝑍𝐵𝐾3 ⋅ 𝑄𝐵(𝑡) 

𝑄𝐵
′ (𝑡) = 𝜇𝛤𝜆𝑍𝐵4 ⋅ 𝜆𝑍𝐵4 ⋅ 𝑄𝑍𝐵3(𝑡) − 𝜇𝛤𝜇𝑍𝐵4 ⋅ 𝜇𝑍𝐵4 ⋅ 𝑄𝐵(𝑡) + 𝜇𝛤𝜆𝑍𝐵𝑎4 ⋅ 𝜆𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵3𝑎(𝑡) − 𝜇𝛤𝜇𝑍𝐵𝑎4 ⋅ 𝜇𝑍𝐵𝑎4 ⋅ 𝑄𝐵(𝑡) + 

+𝜇𝛤𝜆𝑍𝐵𝑇3 ⋅ 𝜆𝑍𝐵𝑇3 ⋅ 𝑄𝑍𝐵2𝑇(𝑡) − 𝜇𝛤𝜇𝑍𝐵𝑇3 ⋅ 𝜇𝑍𝐵𝑇3 ⋅ 𝑄𝐵(𝑡) + 𝜇𝛤𝜆𝑍𝐵𝐾3 ⋅ 𝜆𝑍𝐵𝐾3 ⋅ 𝑄𝑍𝐵2𝐾(𝑡) − 𝜇𝛤𝜇𝑍𝐵𝐾3 ⋅ 𝜇𝑍𝐵𝐾3 ⋅ 𝑄𝐵(𝑡) 

(7) 

Assuming the baseline conditions: 

𝑅0(0) = 1 
𝑄𝑍𝐵1(0) = 𝑄𝑍𝐵2(0) = 𝑄𝑍𝐵3(0) = 𝑄𝑍𝐵1𝑎(0) = 𝑄𝑍𝐵2𝑎(0) = 𝑄𝑍𝐵3𝑎(0) = 0 

𝑄𝑍𝐵1𝐾(0) = 𝑄𝑍𝐵2𝐾(0) = 𝑄𝑍𝐵1𝑇(0) = 𝑄𝑍𝐵2𝑇(0) = 𝑄𝐵(0) = 0 
(8) 

and applying the Laplace transform, the following system of linear equations is obtained: 

𝑠 ⋅ 𝑅0
∗(𝑠) − 1 = −𝜇𝛤𝜆𝑍𝐵1 ⋅ 𝜆𝑍𝐵1 ⋅ 𝑅0

∗(𝑠) + 𝜇𝛤𝜇𝑍𝐵1 ⋅ 𝜇𝑍𝐵1 ⋅ 𝑄𝑍𝐵1
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵𝑎1 ⋅ 𝜆𝑍𝐵𝑎1 ⋅ 𝑅0

∗(𝑠) + 𝜇𝛤𝜇𝑍𝐵𝑎1 ⋅ 𝜇𝑍𝐵𝑎1 ⋅ 𝑄𝑍𝐵1𝑎
∗ (𝑠) 

−𝜇𝛤𝜆𝑍𝐵𝑇1 ⋅ 𝜆𝑍𝐵𝑇1 ⋅ 𝑅0
∗(𝑠) + 𝜇𝛤𝜇𝑍𝐵𝑇1 ⋅ 𝜇𝑍𝐵𝑇1 ⋅ 𝑄𝑍𝐵1𝑇

∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵𝐾1 ⋅ 𝜆𝑍𝐵𝐾1 ⋅ 𝑅0
∗(𝑠) + 𝜇𝛤𝜇𝑍𝐵𝐾1 ⋅ 𝜇𝑍𝐵𝐾1 ⋅ 𝑄𝑍𝐵1𝐾

∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵1
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵1 ⋅ 𝜆𝑍𝐵1 ⋅ 𝑅0

∗(𝑠) − 𝜇𝛤𝜇𝑍𝐵1 ⋅ 𝜇𝑍𝐵1 ⋅ 𝑄𝑍𝐵1
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵2 ⋅ 𝜆𝑍𝐵2 ⋅ 𝑄𝑍𝐵1

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵2 ⋅ 𝜇𝑍𝐵2 ⋅ 𝑄𝑍𝐵2
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵2
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵2 ⋅ 𝜆𝑍𝐵2 ⋅ 𝑄𝑍𝐵1

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵2 ⋅ 𝜇𝑍𝐵2 ⋅ 𝑄𝑍𝐵2
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵3 ⋅ 𝜆𝑍𝐵3 ⋅ 𝑄𝑍𝐵2

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵3 ⋅ 𝜇𝑍𝐵3 ⋅ 𝑄𝑍𝐵3
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵3
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵3 ⋅ 𝜆𝑍𝐵3 ⋅ 𝑄𝑍𝐵2

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵3 ⋅ 𝜇𝑍𝐵3 ⋅ 𝑄𝑍𝐵3
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵4 ⋅ 𝜆𝑍𝐵4 ⋅ 𝑄𝑍𝐵3

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵4 ⋅ 𝜇𝑍𝐵4 ⋅ 𝑄𝐵
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵1𝑎
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵𝑎1 ⋅ 𝜆𝑍𝐵𝑎1 ⋅ 𝑅0

∗(𝑠) − 𝜇𝛤𝜇𝑍𝐵𝑎1 ⋅ 𝜇𝑍𝐵𝑎1 ⋅ 𝑄𝑍𝐵1𝑎
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵𝑎2 ⋅ 𝜆𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵1𝑎

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵𝑎2 ⋅ 𝜇𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵2𝑎
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵2𝑎
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵𝑎2 ⋅ 𝜆𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵1𝑎

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵𝑎2 ⋅ 𝜇𝑍𝐵𝑎2 ⋅ 𝑄𝑍𝐵2𝑎
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵𝑎3 ⋅ 𝜆𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵2𝑎

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵𝑎3 ⋅ 𝜇𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵3𝑎
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵3𝑎
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵𝑎3 ⋅ 𝜆𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵2𝑎

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵𝑎3 ⋅ 𝜇𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵3𝑎
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵𝑎4 ⋅ 𝜆𝑍𝐵𝑎4 ⋅ 𝑄𝑍𝐵3𝑎

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵𝑎4 ⋅ 𝜇𝑍𝐵𝑎4 ⋅ 𝑄𝐵
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵1𝑇
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵𝑇1 ⋅ 𝜆𝑍𝐵𝑇1 ⋅ 𝑅0

∗(𝑠) − 𝜇𝛤𝜇𝑍𝐵𝑇1 ⋅ 𝜇𝑍𝐵𝑇1 ⋅ 𝑄𝑍𝐵1𝑇
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵𝑇2 ⋅ 𝜆𝑍𝐵𝑇2 ⋅ 𝑄𝑍𝐵1𝑇

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵𝑇2 ⋅ 𝜇𝑍𝐵𝑇2 ⋅ 𝑄𝑍𝐵2𝑇
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵2𝑇
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵𝑇2 ⋅ 𝜆𝑍𝐵𝑇2 ⋅ 𝑄𝑍𝐵1𝑇

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵𝑇2 ⋅ 𝜇𝑍𝐵𝑇2 ⋅ 𝑄𝑍𝐵2𝑇
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵𝑇3 ⋅ 𝜆𝑍𝐵𝑇3 ⋅ 𝑄𝑍𝐵2𝑇

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵𝑇3 ⋅ 𝜇𝑍𝐵𝑇3 ⋅ 𝑄𝐵
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵1𝐾
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵𝐾1 ⋅ 𝜆𝑍𝐵𝐾1 ⋅ 𝑅0

∗(𝑠) − 𝜇𝛤𝜇𝑍𝐵𝐾1 ⋅ 𝜇𝑍𝐵𝐾1 ⋅ 𝑄𝑍𝐵1𝐾
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵𝐾2 ⋅ 𝜆𝑍𝐵𝐾2 ⋅ 𝑄𝑍𝐵1𝐾

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵𝐾2 ⋅ 𝜇𝑍𝐵𝐾2 ⋅ 𝑄𝑍𝐵2𝐾
∗ (𝑠) 

𝑠 ⋅ 𝑄𝑍𝐵2𝐾
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵𝐾2 ⋅ 𝜆𝑍𝐵𝐾2 ⋅ 𝑄𝑍𝐵1𝐾

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵𝐾2 ⋅ 𝜇𝑍𝐵𝐾2 ⋅ 𝑄𝑍𝐵2𝐾
∗ (𝑠) − 𝜇𝛤𝜆𝑍𝐵𝐾3 ⋅ 𝜆𝑍𝐵𝐾3 ⋅ 𝑄𝑍𝐵2𝐾

∗ (𝑠) + 𝜇𝛤𝜇𝑍𝐵𝐾3 ⋅ 𝜇𝑍𝐵𝐾3 ⋅ 𝑄𝐵
∗ (𝑠) 

𝑠 ⋅ 𝑄𝐵
∗ (𝑠) = 𝜇𝛤𝜆𝑍𝐵4 ⋅ 𝜆𝑍𝐵4 ⋅ 𝑄𝑍𝐵3

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵4 ⋅ 𝜇𝑍𝐵4 ⋅ 𝑄𝐵
∗ (𝑠) + 𝜇𝛤𝜆𝑍𝐵𝑎4 ⋅ 𝜆𝑍𝐵𝑎3 ⋅ 𝑄𝑍𝐵3𝑎

∗ (𝑠) − 𝜇𝛤𝜇𝑍𝐵𝑎4 ⋅ 𝜇𝑍𝐵𝑎4 ⋅ 𝑄𝐵
∗ (𝑠) + 

+𝜇𝛤𝜆𝑍𝐵𝑇3 ⋅ 𝜆𝑍𝐵𝑇3 ⋅ 𝑄𝑍𝐵2𝑇
∗ (𝑡) − 𝜇𝛤𝜇𝑍𝐵𝑇3 ⋅ 𝜇𝑍𝐵𝑇3 ⋅ 𝑄𝐵

∗ (𝑡) + 𝜇𝛤𝜆𝑍𝐵𝐾3 ⋅ 𝜆𝑍𝐵𝐾3 ⋅ 𝑄𝑍𝐵2𝐾
∗ (𝑡) − 𝜇𝛤𝜇𝑍𝐵𝐾3 ⋅ 𝜇𝑍𝐵𝐾3 ⋅ 𝑄𝐵

∗ (𝑡) 

(9) 

Further analysis in relation to the model illustrated in Fig. 17 was conducted assuming the following intensities of transition between 

distinguished states: 

𝜆𝑍𝐵1 = 0,000001[1/ℎ] , 𝜆𝑍𝐵2 = 0,0000008[1/ℎ] , 𝜆𝑍𝐵3 = 0,0000006[1/ℎ] , 𝜆𝑍𝐵4 = 0,0000004[1/ℎ] , 

𝜇𝑍𝐵1 = 0,1[1/ℎ] , 𝜇𝑍𝐵2 = 0,1[1/ℎ] , 𝜇𝑍𝐵3 = 0,1[1/ℎ] , 𝜇𝑍𝐵4 = 0,1[1/ℎ] , 

𝜆𝑍𝐵𝑎1 = 0,000001[1/ℎ] , 𝜆𝑍𝐵𝑎2 = 0,0000008[1/ℎ] , 𝜆𝑍𝐵𝑎3 = 0,0000006[1/ℎ] , 𝜆𝑍𝐵𝑎4 = 0,0000004[1/ℎ] , 

𝜇𝑍𝐵𝑎1 = 0,1[1/ℎ] , 𝜇𝑍𝐵𝑎2 = 0,1[1/ℎ] , 𝜇𝑍𝐵𝑎3 = 0,1[1/ℎ] , 𝜇𝑍𝐵𝑎4 = 0,1[1/ℎ] , 

𝜆𝑍𝐵𝑇1 = 0,000001[1/ℎ] , 𝜆𝑍𝐵𝑇2 = 0,0000008[1/ℎ] , 𝜆𝑍𝐵𝑇3 = 0,0000006[1/ℎ] , 

𝜇𝑍𝐵𝑇1 = 0,1[1/ℎ] , 𝜇𝑍𝐵𝑇2 = 0,1[1/ℎ] , 𝜇𝑍𝐵𝑇3 = 0,1[1/ℎ] , 

𝜆𝑍𝐵𝐾1 = 0,000001[1/ℎ] , 𝜆𝑍𝐵𝐾2 = 0,0000008[1/ℎ] , 𝜆𝑍𝐵𝐾3 = 0,0000006[1/ℎ] , 

𝜇𝑍𝐵𝐾1 = 0,1[1/ℎ] , 𝜇𝑍𝐵𝐾2 = 0,1[1/ℎ] , 𝜇𝑍𝐵𝐾3 = 0,1[1/ℎ] , 

𝜇𝛤𝜆𝑍𝐵1 = 𝜇𝛤𝜆𝑍𝐵2 = 𝜇𝛤𝜆𝑍𝐵3 = 𝜇𝛤𝜆𝑍𝐵4 = 0,5[1/ℎ] , 

𝜇𝛤𝜇𝑍𝐵1 = 𝜇𝛤𝜇𝑍𝐵2 = 𝜇𝛤𝜇𝑍𝐵3 = 𝜇𝛤𝜇𝑍𝐵4 = 0,5[1/ℎ] , 

𝜇𝛤𝜆𝑍𝐵𝑎1 = 𝜇𝛤𝜆𝑍𝐵𝑎2 = 𝜇𝛤𝜆𝑍𝐵𝑎3 = 𝜇𝛤𝜆𝑍𝐵𝑎4 = 0,5[1/ℎ] , 

𝜇𝛤𝜇𝑍𝐵𝑎1 = 𝜇𝛤𝜇𝑍𝐵𝑎2 = 𝜇𝛤𝜇𝑍𝐵𝑎3 = 𝜇𝛤𝜇𝑍𝐵𝑎4 = 0,5[1/ℎ] , 

𝜇𝛤𝜆𝑍𝐵𝑘1 = 𝜇𝛤𝜆𝑍𝐵𝑘2 = 𝜇𝛤𝜆𝑍𝐵𝑘3 = 0,5[1/ℎ] , 

𝜇𝛤𝜇𝑍𝐵𝑘1 = 𝜇𝛤𝜇𝑍𝐵𝑘2 = 𝜇𝛤𝜇𝑍𝐵𝑘3 = 0,5[1/ℎ] , 

𝜇𝛤𝜆𝑍𝐵𝑡1 = 𝜇𝛤𝜆𝑍𝐵𝑡2 = 𝜇𝛤𝜆𝑍𝐵𝑡3 = 0,5[1/ℎ] , 

𝜇𝛤𝜇𝑍𝐵𝑡1 = 𝜇𝛤𝜇𝑍𝐵𝑡2 = 𝜇𝛤𝜇𝑍𝐵𝑡3 = 0,5[1/ℎ]. 

The research duration was assumed similarly to the previous model, i.e., as 1 year, i.e., 𝑡 = 8760[ℎ]. 
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Using the system of equations (9), the following is obtained for the above input values assumed for the simulation: 

𝑅0(𝑡) = 0.99996 − 4.7574 ⋅ 10−14 ⋅ 𝑒−0.2⋅𝑡 − 0.045147 ⋅ 𝑒−0.0552129⋅𝑡 − 

𝑒(−0.0455998-0.00101709⋅𝑖)⋅𝑡 ⋅ ((-0.086413 + 0.027085 ⋅ 𝑖) − (0.086413 + 0.027085 ⋅ 𝑖) ⋅ 𝑒(0.00203419⋅𝑖)⋅𝑡) − 

𝑒(−0.054476-0.0025664⋅𝑖)⋅𝑡 ⋅ ((0.045765 + 0.0136108 ⋅ 𝑖) + (0.045765 - 0.0136108 ⋅ 𝑖) ⋅ 𝑒(0.0051328⋅𝑖)⋅𝑡) − 

𝑒(−0.0464583-0.00287759⋅𝑖)⋅𝑡 ⋅ ((-0.0530758 + 0.0690143 ⋅ 𝑖) − (0.0530758 + 0.0690143 ⋅ 𝑖) ⋅ 𝑒(0.00575517⋅𝑖)⋅𝑡) − 

𝑒(−0.048061-0.00424986⋅𝑖)⋅𝑡 ⋅ ((-0.00430306 + 0.0784455 ⋅ 𝑖) − (0.00430306 + 0.0784455 ⋅ 𝑖) ⋅ 𝑒(0.00849972⋅𝑖)⋅𝑡) − 

𝑒(-0.0525781-0.00430529⋅𝑖)⋅𝑡 ⋅ ((0.0443337 + 0.0329515 ⋅ 𝑖) + (0.0443337 - 0.0329515 ⋅ 𝑖) ⋅ 𝑒(0.00861057⋅𝑖)⋅𝑡) − 

𝑒(-0.0502233-0.00483118⋅𝑖)⋅𝑡 ⋅ ((0.0310998 + 0.058784 ⋅ 𝑖) + (0.0310998 - 0.058784 ⋅ 𝑖) ⋅ 𝑒(0.00966235⋅𝑖)⋅𝑡) 

The end result (for 𝒕 = 𝟖𝟕𝟔𝟎[𝒉]) is: 𝑹𝑶 = 𝟎,99996. 

Fig. 19 contains a graphic representation of the 𝑹𝑶(𝒕) 

function. 

 

Figure 19. Graphic representation of the 𝑹𝑶(𝒕) for the model illustrated in Fig. 17. 

In order to check the correctness of the developed model, the 

disturbance impact coefficients were changed to the following 

value: 

𝜇𝛤𝜆𝑍𝐵1 = 𝜇𝛤𝜆𝑍𝐵2 = 𝜇𝛤𝜆𝑍𝐵3 = 𝜇𝛤𝜆𝑍𝐵4 = 0,75[1/ℎ] 

𝜇𝛤𝜆𝑍𝐵𝑎1 = 𝜇𝛤𝜆𝑍𝐵𝑎2 = 𝜇𝛤𝜆𝑍𝐵𝑎3 = 𝜇𝛤𝜆𝑍𝐵𝑎4 = 0,75[1/ℎ] 

𝜇𝛤𝜆𝑍𝐵𝑘1 = 𝜇𝛤𝜆𝑍𝐵𝑘2 = 𝜇𝛤𝜆𝑍𝐵𝑘3 = 0,75[1/ℎ] 

𝜇𝛤𝜆𝑍𝐵𝑡1 = 𝜇𝛤𝜆𝑍𝐵𝑡2 = 𝜇𝛤𝜆𝑍𝐵𝑡3 = 0,75[1/ℎ] 

For the assumed values, calculations were performed again 

(including Laplace transformations), which enabled the 

determination of the function dependencies 𝑅𝑂(𝑡) - Fig. 20. The 

obtained graphical form confirms the correctness of the 

developed model. 

The presented modelling of integrated electronic security 

systems, taking into account the impact of electromagnetic 

interference, enables a quantitative evaluation of different 

technical solutions of such technical objects susceptible to 

interference. This enables minimising the impact of 

electromagnetic interference on the operation of all IESSs, 

particularly detection mains, circuits and lines with hooked-up 

sensors that detect various distinctive quantities – e,g., smoke, 

temperature, radiation in fire sensors or motion and motion 

sensor characteristic zone violation. 
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Figure 20. Graphic representation of the 𝑹𝑶(𝒕) for the model illustrated in Fig. 17 (new value interference impact factors). 

6. Conclusion 

The conducted functional analysis covering integrated 

electronic security systems in a railway transport environment 

enabled a conclusion that there are numerous sources of 

electromagnetic interference acting upon them (the so-called 

electro-smog that we encounter in everyday life and the 

surrounding natural environment). Measurements taken 

allowed the authors to determine numerical values of 

electromagnetic interference impacting IESS functionality. In 

turn, an investigation of measurement results warranted 

determining the frequency range at which the permissible 

strength values of the electric (E) and magnetic (H) fields 

(defined by relevant standards applicable for the general 

environment, including transport) were exceeded. For this 

reason, it seemed justified to subject IESS to a reliability and 

operational analysis. This was executed for two different 

operating modes of such security systems. Operation process 

modelling, taking into account measurement results for both 

system types enabled determining relationships that allowed to 

calculate the probabilities of both technical object types 

remaining in a state of full fitness. Such a technical condition 

enables satisfying all pre-engineered operational assumptions, 

in other words, it it enables the detection of hazards, the 

implementation of the alarm process, and, in the case of fixed 

fire extinguishing devices, the initiation of extinguishing 

actions. This, in turn, enables determining the validity of 

employing specific technical solutions in internal IESS 

structures that increase the probability of a system staying in the 

state of full fitness, even when impacted by electromagnetic 

interference. Studying the impact of electromagnetic 

interference on IESS always requires considering frequency 

ranges of such interference within a given natural environment 

depending on various propagation methods – e.g., radiation or 

conduction. An IESS designer should take different methods of 

counteracting such interference already at the engineering stage 

by applying the so-called electromagnetic compatibility 

pyramid. Diagnosing such an electromagnetic environment is 

also a crucial issue when it comes to operating such security 

systems within a given area (a specific environment). In the 

course of the IESS operation process, the natural 

electromagnetic environment is most often further degraded by 

the introduction of additional utility signal transmitters (e.g., 

mobile telephony, Wi-Fi, radio or TV broadcasting stations, 

radar stations, etc.). The addition of such radiation sources 

usually requires specific permits covering individual areas, e.g., 

transport. Particular attention should be paid to unintentional 

electromagnetic radiation sources (stationary and non-

stationary) that may be encountered within a given area – this 

includes interference from locomotives, electric locomotives, 

supply traction lines or an industrial power grid. Such a type of 

electromagnetic interference is particularly dangerous 

throughout the entire IESS operation process, since a designer 
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might not have the information (E and H field measurements) 

on such interference sources. The developed method may be 

employed both in the case of integrated electronic security 

systems operated within critical infrastructure facilities, as well 

as within public facilities. 

As part of their further research on the impact of 

electromagnetic interference on IESSs, the authors of this paper 

intend to expand the study scope with the impact of pulsed 

interference sources on the operation process, not only of these 

technical objects. Pulsed electromagnetic interference 

encountered in a natural environment, e.g., lightning 

phenomena, current drawn from a contact line when starting-up 

an electric locomotive or deliberate exposure to high-power 

pulses, as well as industrial power grid short circuits are 

characterised by a broad spectrum of electromagnetic 

interference. Such a pulsed interference process within a given 

natural environment is a function of rise time and interference 

duration. Unintentional signals of varying interference 

frequencies impact an IESS over a relatively short period of 

time. Therefore, these security systems should be fitted with 

additional redundant element that respond to electromagnetic 

interference, often not encountered in the general natural 

environment. 
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List of important abbreviations and symbols 

 

No. Full name for abbrevation Abbr. 

1 Alarm Receiving Centre ARC 

2 Electronic Security Systems ESS 

3 European Train Control System ETCS 

4 Global System for Mobile Communications GSM 

5 GSM for Railways GSM-R 

6 State Critical Infrastructure SCI 

7 Intensities of damage  

8 Intensities of repairs µ 

9 Railway Institute Test Track Operation Centre OETD 

10 State Fire Service PSP 

11 State of Partial Fitness SZB 

12 State of Full Fitness SPZ 

13 State of Unfitness SB 

14 Video Monitoring System VMS 

15 Fire Alarm System FAS 

16 Integrated electronic security systems IESS 

17 Access Control Systems ACS 

18 Closed-Circuit Television CCTV 

19 Intrusion Detection Systems IDS 

20 Audio Warning Systems AWS 

21 State Critical Infrastructure SCI 

22 Alarm Control Panels ACP 

23 Alarm Control Unit ACU 

24 low frequency interference appears in buildings and over a vast area   0,  = 0 

25 
only high frequency interference occurs in buildings and over a vast area; low frequency interference is attenuated 

by anti-destructive filters and elements located in the ACU 
 = 0,   0 

26 interference in both ranges, low and high frequency, appears in buildings and across large areas   0,   0 
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