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Abstract

The security and stability control system (SSCS), as the second line of defense for power grid security, relies primarily on
manual judgment for defect identification currently, which suffers from low efficiency and limited accuracy. Traditional
methods are restricted by local optimization during training, while the complex inter-device coupling and scarce historical
defect data of SSCS further hinder effective defect identification. Therefore, an SSCS defect identification method based on
Particle Swarm Optimization and Hidden Markov Model (PSO-HMM) is proposed. First, SSCS defects are sorted and
classified into 5 categories, and 10 key characteristic quantities are mined to characterize SSCS operational states. To
overcome the local optimization problem, the PSO algorithm is introduced to optimize the initial observation probability
matrix of HMM, and a PSO-HMM-based SSCS defect identification model is established. The model is validated using 2500
defect samples collected from a regional power grid SSCS. Results show that the proposed method enables accurate real-time

identification of SSCS defects, provides a scientific basis for SSCS condition-based maintenance.
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Highlights
e Optimizing HMM to solve the local optimization problem in
SSCS defect data training.
e Constructing a dedicated SSCS defect feature system.
e Realizing in-depth adaptation between the defect

identification method and the traits.

1. Introduction
To address the spatial mismatch between load and energy
centers, interconnections among regional power grids and long-
distance transmission projects have been continuously
developed [1,2]. However, the stability of the large-scale power
grid has been increasingly challenged. In addition to ensuring
sufficient static stability reserves and power backup capacity, it
is necessary to design control measures to respond to potential
fault conditions. Power grid has established a three-level
security and stability criterion along with a three-tier defense
system. The security and stability control system (SSCS),

constructed according to the second-level stability criterion,

serves as the second defense line [3—5]. It primarily targets
system faults and executes actions such as generator tripping,
load shedding, and regional separation in accordance with
predefined control strategies to prevent system instability. In
AC/DC interconnected power systems, the scope of fault
propagation has significantly expanded. Implementing multi-
measure, wide-area, and fine-grained regulation through the
SSCS, and effectively preventing incidents that cause abnormal
SSCS operation, have become major challenges for maintaining
grid stability [6].

With the large-scale integration of renewable energy sources
and the resulting changes in power grid structure, the
deployment configuration and control strategies of the SSCS
should be further improved. The operational state of the SSCS
is influenced not only by the devices within its own region but
also by those in interconnected areas. Minor device faults may
be amplified through communication links, causing cascading

interactions across regions. Consequently, the operational state
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of the SSCS depends on both local and associated plant
conditions. The SSCS operates only during grid faults and
remains in a networked standby state at other times, except
during maintenance. Therefore, in addition to real-time
monitoring, identifying the SSCS operational state based on
long-term operational data has become an effective
supplementary approach to ensuring the reliability of power
grid operation. However, the defect identification of the SSCS
still primarily depends on manual judgment based on
operational experience. This manual process suffers from
inefficiency and limited accuracy, which severely threatens the
reliability of the SSCS and the security and stability of the
power grid [7]. Thus, establishing an intelligent and quantitative
defect identification method is an urgent requirement.

Several studies have been conducted on the identification of
defects in power equipment. The mathematical models are used
to extract the fault information for defect identification.
However, the mathematical model of SSCS could not be
established due to the complex structure and interconnections.
Signal processing methods are adopted to identify defects by
analyzing the signal characteristics. However, SSCS has diverse
types of state signals that interfere with each other. Expert
system methods can establish association rules between alarm
information and identify defects based on historical databases.
However, there are limited historical defect data for SSCS, and
the association rules could not be established because of the
complex logic functions of SSCS. Moreover, the existing defect
identification methods are primarily designed for primary
equipment. These methods cannot be directly applied to SSCS
because the composition and operating principles of SSCS are
different.

Some researches focus on the defect identification of relay
protection devices. The association between protection device
defects and alarm information is mined via an association rules
algorithm, and a defect identification method of protection
device based on a relational hypergraph enhanced Transformer
is proposed [8]. A fault diagnosis model for a protection device
is established by introducing the generalized transformation
ratio of the measurement circuit [9]. An improved PSO-
optimized SVM algorithm is used to build a fault diagnosis
model [10]. There are some similarities between the SSCS and

the protection device, but the architecture, configuration,

operation principles, and functions are different. Besides,
existing defect identification methods mainly target individual
components or devices without fully considering the inter-
device associations. Therefore, the existing methods are hard to
apply to SSCS.

In recent years, substantial scholarly attention has been
directed toward the online status evaluation of SSCS. For
instance, a dynamic reliability evaluation framework utilizing
Markov Chain Monte Carlo was developed in [11], while [12]
established a hierarchical evaluation index system based on
membership  weighted calculations. However, these
methodologies predominantly rely on fuzzy set theory and
comprehensive evaluation, which are often constrained by
a heavy dependence on expert heuristics and exhibit limited
efficacy in capturing the dynamic evolution inherent in massive
time-series data. Parallel efforts in SSCS defect identification
have yielded significant insights. Researchers have summarized
potential hidden faults and established overarching reliability
frameworks [13,14]. Specific technical approaches include the
cross-verification of homologous analog quantities [15], defect
correlation analysis via improved Apriori algorithms [16], and
fault diagnosis through digital twin integration [17]. Recently,
deep belief networks (DBN) have been introduced for
automated diagnosis [ 18]. Nevertheless, the deployment of such
deep learning architectures is frequently hampered by their
stringent requirements for sample size and data quality. Given
the high reliability of SSCS, historical defect data remain
relatively scarce and characterized by progressive temporal
evolution, thereby restricting the practical engineering
applicability of purely data-driven methods.

The SSCS features a complex structure with strong coupling
relationships among its devices, making it challenging to
accurately develop a defect identification model. Moreover, the
SSCS operates under nearly constant conditions for extended
periods, with limited data variation and numerous monitoring
variables. Therefore, this study proposes an SSCS defect
identification method based on the fusion of PSO and Hidden
Markov Model (PSO-HMM), with three key innovations: (1)
Developed a hybrid identification model utilizing Particle
Swarm Optimization to overcome the local optima of traditional
HMMs, significantly enhancing training stability and

identification accuracy; (2) Constructed a multi-dimensional
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characteristic system comprising 10 key indicators across
temporal, operational, sampling, and power domains to achieve
(3) Achieved deep

adaptation of the identification method to address the challenges

high-fidelity state characterization;
of strong inter-device coupling and scarce historical data,
ensuring robust engineering applicability for regional power
grids.

This paper is organized as follows: First, the types and
causes of defects in various stages of the SSCS were analyzed,
and key features characterizing its operational states were
extracted. Then, the PSO algorithm was incorporated into the
HMM parameter training process. Accordingly, a PSO-HMM-
based defect identification model for the SSCS was developed,
from which the SSCS defect identification method was
proposed. Finally, historical defect samples from the SSCS were
employed to verify the validity and effectiveness of the

proposed method.

2. Defects and characteristic quantity of SSCS

The architecture of a SSCS is typically classified into three
categories: local, regional, and hy-brid [17]. A local SSCS is
independently deployed within substations or power plants to
rapidly mitigate stability risks—such as busbar, main
transformer, or outgoing line faults—without re-quiring cross-
station communication. In contrast, a regional SSCS utilizes
a hierarchical frame-work comprising a master station,
substations, and execution units; it maintains wide-area stabil-
ity through centralized fault data processing and strategy
decision-making at the master level. As shown in Fig. 1, the
hybrid architecture integrates features of both, where the master
station con-solidates global operational status and identifies
operation modes while disseminating critical data to substations
to facilitate autonomous local response. Driven by large-scale
renewable en-ergy integration and grid interconnections, the
development of modern power systems is trending toward

collaborative defense and resource optimization through

dedicated multi-regional infor-mation channels.
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Figure 1. Structure composition of SSCS.
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SSCS hardware generally adopts a dual-redundant
configuration (A/B systems) to ensure ex-treme operational
reliability. The core computing platform integrates high-
performance mul-ti-core processors (CPU/DSP) and large-scale
Field Programmable Gate Arrays (FPGA) to support complex
transient stability calculations and real-time security control
logic. At the interface level, the device captures electrical
signals, including current and voltage, via high-precision analog
sampling modules. Simultaneously, optoisolated I/O modules
are utilized to monitor real-time circuit breaker statuses and
execute critical trip commands, such as generator tripping and
load shedding. Regarding communication, the system is
equipped with dedicated fiber-optic interfaces and hard real-

time message processing circuits, ensuring deterministic data

transmission and low-latency interaction between stations.
Furthermore, internal self-checking and auxiliary sens-ing
circuits are integrated to monitor board temperature, humidity,
power supply status, and logic matching values in real-time,
with all data consolidated via a centralized monitoring platform
for condition-based assessment.

The SSCS adopts decentralized control and information
processing, so its defects are distributed and may appear in
multiple links, including strategy, voting mode, software,
communication, measurement, setting, and manual operation
[19]. The strategy link of SSCS compares the signals from the
measurement link with the standards set by the setting link.
There may be mismatches between the actual grid operation

mode and the strategy, which can cause the SSCS to
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malfunction or fail to operate [16]. Software link defects
primarily include software logic errors, program design errors,
and protection setting errors, which typically manifest as
internal logic state anomalies. The operational information for
these defects is predominantly reflected in system event records
and operation logs. Most software link defects can be recorded
and uploaded as alarms through the SSCS security information
and event management system, which captures abnormal logic
states and operation logs during the software execution process.
Furthermore, during regular offline logic verification and
protection setting debugging, operation and maintenance
personnel can utilize dedicated test software provided by the
manufacturer for identification and troubleshooting. The voting
mode link utilizes a redundant design method to improve SSCS
security, effectively preventing failures to operate or
maloperations caused by hidden faults in a single set of device.
Anomalies in the voting mode link do not directly cause
a failure to operate or maloperation of the SSCS; instead, they
are mainly identified and investigated through the multi-
channel data consistency comparison logic designed inside the
device or during planned offline maintenance. Consequently,
discovering defects within both the software link and the voting
mode link relies heavily on the manufacturer's dedicated test
software or periodic offline maintenance

The communication link may experience data loss, high bit-
error rates, signal interruptions, or transmission errors, which
can lead to communication failure and affect command
reception and execution. The measurement link uses current and
voltage transformers to collect signals. Its defects include out-
of-bound sampling values and significant deviations in
measured system values [18]. The setting link directly
determines whether the SSCS can respond correctly. Its defects
are usually manifested as setting limit-exceedances,
configuration errors, and logic-judgment issues, which can
prevent normal system operation and cause unintended actions
or failures to operate. Operators' improper actions can also lead
to system defects. Common human-induced operational faults
involve configuration mistakes, improper debugging, or
neglecting equipment maintenance. Therefore, the SSCS defect
identification method proposed in this paper does not consider
the software link and the voting mode link, and is divided into

5 categories according to the principles of external feature

observability and data sample accessibility: normal,
communication anomaly, sampling anomaly, setting limit-
exceedance, and operation strategy mismatch.

In order to clarify the importance degree of different defects
in the system operation, according to the actual hazard degree
of the defects on the action behavior of the SSCS, risk level
division and logical sorting are carried out for typical defects.
The SSCS, as a functional system taking the control strategy as
the core, its operational risk essentially depends on the influence
degree of each functional link on the correctness of the device
action. According to the actual hazard degree of different
defects on the safe and stable operation of the system, typical
defects can be divided into three categories: high risk, medium
risk, and low risk. The first is high-risk defects (direct hazard),
including operation strategy mismatch and setting limit-
exceedance, such defects may directly lead to maloperation or
failure to operate of the SSCS device; the second is medium-
risk defects (data distortion), including sampling anomaly, such
defects will cause electrical quantity measurement deviation,
and then trigger protection logic misjudgment; the third is low-
risk defects (function degradation), including communication
anomaly, such defects mainly affect the real-time performance
of data interaction, and may lead to the degradation of the
regional cooperative defense function.

Using key characteristic quantities can reflect the
operational status of SSCS. The operation status of SSCS
includes the equipment operation status and the communication
system status. The equipment operation status refers to whether
the security control devices at each factory and substation are
working normally. The communication system status involves
the communication efficiency between dual-configured security
control devices within the same site, as well as the
communication accuracy and transmission speed between
devices at different sites. Using the criteria of measurability,
representativeness, ease of acquisition, and independence for
screening, and based on the composition of the SSCS, the
characteristics of device defects, and the requirements of grid
regulations [18], this paper proposes ten key characteristic
quantities to characterize the operation status of SSCS, as
shown in Table 1. Time characteristic quantities reflect the
communication  system's

operation  status, including

synchronization time differences and bit error rates. Operational
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characteristic quantities indicate whether the working
environment of security control devices meets standards,
covering device temperature, humidity, matching logic values,
and online verification of setting values and safety margin.
Sampling characteristic quantities reflect the operation status of
the SSCS's measurement link, including frequency
measurement error and switch status acquisition accuracy.
Power characteristic quantities show whether the SSCS's
working power is normal, including DC circuit power and AC
circuit power. Matching logic values are 1 when the system's
operation strategy matches the grid's actual operation mode;
otherwise, they are 0, triggering an alarm. The safety margin of
online verified settings is calculated by comparing current
settings with preset reference values. These key characteristic
quantities fully characterize the security control system's
communication, measurement, settings, and strategy links.

Table 1. Defect characteristic quantity of SSCS.

Feature quantity
Key characteristic quantity
category

Synchronization time difference. Bit
error rate
Internal temperature of the device-

Time characteristic

Operating Internal humidity of the device. Match
characteristics logical values. Online verification of
setting values and safety margin
Sampling Frequency measurement error. Switch
characteristics status acquisition accuracy

Power characteristics DC circuit power. AC circuit power

Specifically, the key defect characteristic for the
communication link of the SSCS is the formula for calculating

the communication bit error rate:
Ne
W = - X 100% D

where N represents the total number of transmitted binary
symbols; Ne represents the number of bit errors.

The key defect characteristic quantity for the setpoint
section of the SSCS and the formula for calculating the safety
margin of online calibration are as follows:

_ L

i = (2)

where [; represents the current setpoint of the i-th SSCS
device; I;y represents the predefined reference value of the i-th
SSCS device.

The defect characteristic quantity matching logic for the

strategy section of the SSCS is as follows:

B =D0;DOy + DO;DOy 3)

where D 0;denotes the operational strategy logic value that

characterizes the actual operating mode of the power grid; DOy

denotes the operational strategy logic value that characterizes

the operating strategy of the SSCS. When they match, B equals
0; when they do not match, B equals 1.

3. Defect identification model of SSCS based on PSO-
HMM

Defects in SSCS are mostly unobservable and need to be
inferred indirectly from measurable signals or indicators. As
a probabilistic model for time series [19-21], HMM can reflect
the varia-tion of defect characteristics in time series. The
operation status of SSCS changes over time, and the state
transition mechanism of HMM can capture the relationship
between system operation status and observable data. HMM can
adapt to the changing working conditions of SSCS. Espe-cially
when there is a nonlinear relationship between defect
characteristics and types, HMM can gradually improve the
accuracy of defect identification through iterative learning.
Therefore, this paper proposes a SSCS defect identification
method based on HMM. First, extract and encode the defect
characteristics of the SSCS. Then, establish a SSCS defect
identification model using PSO and HMM. Finally, form
observation vectors from preprocessed defect characteristics as
inputs for model training.

The defect identification model of the SSCS based on HMM
is shown in Fig. 2. It includes the initial probability matrix wof
defect causes, the transition probability matrix 4 of defect
causes, the observation probability matrix B, the observation
sequence O, and the hidden sequence S. We select N hidden
states and M observation states. The dimension of the hidden
state vector equals the number of defect causes, and the
dimension of the observation vector equals the number of defect
characteristics. The HMM model describing the statistical
characteristics of the defect feature vector sequence of the SSCS
can be described as follows:

A= (m A B) 4

where the initial probability matrix m and transition
probability matrix A determine the invisible defect cause
state sequence. The observation probability matrix B shows

how these hidden states are transformed into observable
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output sequences [21].

Transition matrix A

Hidden
...... S
sequence f Sia S, i —s
Observation matrix B{\
Observation %
sequence | —{ O (o} 0, J— =eoeee

Figure 2. Defect identification model of SSCS based on HMM.

The initial probability matrix can be defined as: m =
(my, y,..., Ty), it satisfies the following expressions:

m; = P(0g = ;) (5)
where:
Lim=1 (6)

The transition probability matrix can be defined as: A =
(a;j)nxn, it satisfies the following expressions:

a;j = P(igy1 = Sjlic = 51) )

where i = 1,2,...,N;j =1,2,...,N, a;; can be denoted the

probability of transitioning from defect state s; at time ¢ to
defect state s; at time #+1.

The observation probability matrix can be defined as: B =
(bji) nxm it satisfies the following expressions:

b;(0;) = P(v, = olis = s5) (8)
where the probability of observing o; at time # given defect
state s; is denoted by b;(0;).

Model training aims to maximize the probability P(0|4) by
using the Baum-Welch algorithm to find optimal model
parameters A, given the observation sequence O and initial
probability matrix 7.

The Baum-Welch algorithm is a specific case of the
Expectation-Maximization (EM) algorithm. Each iteration
consists of two steps: the E-step to compute the expectation and
the M-step to maximize the likelihood. The formula is as

follows:
A = argmax 32 10gP (0, SIDP(0,512®)  (9)
For the E-step, define:
0,20 = 2% 10gP(0,S1)P(0,512®)  (10)

where A0 = (7, A®, B®) is the estimated value of the
HMM parameters at the current time step.
Substituting the parameters of the initial probability matrix

7, the state transition probability matrix 4, and the observation

probability matrix B, we obtain:
Q(4,2A®) =¥slogm; P(0,S | 2P ) +

ZS(ZL—% log aitit+1) P( 0,5 |a® ) 11)
+ ZS(ZL log by, (0,)) P(0,S5 1 2®)

The model parameters 1, A, and B appear separately in three
terms, so they can be maximized independently. The M-step is
a constrained optimization problem, which can be solved using
the method of Lagrange multipliers. Iterative computation
continues until the objective function converges, yielding the
optimal model parameters.

However, due to the limited historical defect data of SSCS
and the complex relationship between defect types and features,
the algorithm often only achieves a local optimum, reducing the
model's defect identification accuracy. The initial probability
matrix and initial transition probability matrix 4 have less
impact on model training and can be randomly or uniformly
initialized using averaging. Yet the initial observation
probability matrix B significantly affects the training results
[22,23]. Therefore, the particle swarm optimization (PSO)
algorithm is introduced to optimize the initial value selection of
the observation probability matrix B. This helps address the
issue of model parameters getting stuck in local optima during
training and enhances the model's training speed.

In the PSO algorithm, each bird is regarded as a particle in
the solution space [24-26]. There are N particles in total. The
position of the i-th particle can be represented as x; =
(%11, %42, - -+, Xir), Where r denotes the dimensions and matches
the dimension of the initial observation probability matrix B in
the defect identification model. The velocity of the i-th particle
is expressed as v; = (Vi1, Vi2, Vi3, ---, Virr) . The best position
found so far by particle 7 is sBest; = (Si1, Siz, Siz»--+»Sir) - The
best position discovered by the entire swarm is sBest =
(51, S2,53,...,57). The position update of particle i satisfies the
following expressions:

vi(t + 1) = cymy(sBesty(t) — x;(t)) + cymy(sBest(t) — x; (1) + wv;(t) (12)

x(t+1D) =x0)+v;(t+1) (13)

where w represents the inertial weight, while c¢; and c, are
the acceleration factors. These factors adjust the step size
towards the particle's best position and the global best position
found by the swarm. m; and m, are random numbers between

Oand 1.
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The inertia weight mainly affects the displacement size of
the current particle's movement, the larger the value taken, the
farther the current particle's position is from the previous
generation particle's position, and the global search capability
of the algorithm will also improve with the increase of the
inertia weight. Therefore, through dynamically adjusting the
size of the inertia weight factor to improve the global search
capability of the PSO algorithm, the inertia weight correction

formula is:

ZN= (x;(t)—sBest;(t))
dist(t)=J SE— (14)
_ dist(t)

max(dist)

where dist(t) represents the average distance from each
particle to the global optimal value; max(dist) represents the
maximum value of the historical average distance.

When using the PSO algorithm to optimize the initial
observation probability matrix B of the SSCS defect
identification model, each possible matrix B is treated as
a particle in the solution space. The Forward-Backward
algorithm from the defect identification model is selected as the
fitness function. The fitness value of each particle is calculated
based on the probability log( P(0|1)) and updates are made
according to these values. The fitness calculation formula is as

follows:
i=1

log(P(0 | 1)) = log( ¥, az(i))
ae(i) = P(01,++, 0,1 =q; | A) (15)

i=1
a1 () = Izv:at(i)aijbj(ot+1)

where a; (i) represents the forward algorithm.

The optimization process for the initial observation
probability matrix B based on PSO is shown in Fig. 3. First,
several initial observation probability matrices B are randomly
generated. Next, the position and velocity of each particle are
updated; the updated particle corresponds to a new observation
probability matrix B. During each iterative optimization, the
individual and global optimal positions of the particle swarm
are updated based on the fitness values. The particle’s velocity
and position are adjusted using equations (12) and (13), and the
entire swarm’s position is updated according to the new velocity.
Iteration continues until the fitness value change meets the
threshold or the iteration limit is reached. Finally, the optimal

initial observation probability matrix B is output.

Once the initial model parameters A(%) are obtained, the
Baum-Welch algorithm is applied to optimize these parameters.
In each iteration of the optimization process, the probability
P(0]|A™) under the new model parameters is computed. The
iteration ceases when the difference between the probabilities
of two consecutive iterations falls below a predefined threshold
or when the maximum number of iterations is reached, resulting
in the defect identification model. During the training of the
defect identification model, a separate HMM model must be

trained for each defect cause. For N, types of defect causes,

N¢
n=1°

a total of N, HMM models are trained, denoted as {1,}
thereby establishing the SSCS's defect identification model
library.

Start

Randomly initialize
the particle swarm

Calculate fitness for each particle
(Forward-Backward algorithm)

Update personal and
global best positions

Update velocity and
position of each particle

Check threshold or iteration
limit reached

Optimal initial observation
probability matrix B

End

Figure 3. Model parameter optimization process.
Based on the proposed defect identification results, a real-
time composite operational risk quantification model is
constructed to translate the defect probabilities into dynamic

risk values:
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4
Rsscs = 20,0y (P X A X Woyig) (16)

where Rggcs 1s the real-time composite operational risk
value of the SSCS; P;is the posterior probability of the i-th
functional link defect output by the SSCS defect identification
model in this paper, reflecting the probability of the defect
occurring under the current operating state; A;is the defect
weight factor, characterizing the impact weight of different
functional link defects on the correctness of the SSCS device
action. Setting limit-exceedance and operation strategy
mismatch easily directly lead to disastrous failure to operate or
maloperation, and their A values are set to the highest level;
while communication anomaly mainly leads to regional
cooperative function degradation, and its A value is relatively
low; Wy,qis the consequence factor of external power grid
topology importance, characterizing the potential power grid
load loss that will be caused if a fault occurs in the SSCS node.
The model comprehensively considers three dimensions:
posterior probability, defect weight factor, and power grid
consequence factor. The posterior probability is the defect
occurrence probability of each functional link output in real-
time by the PSO-HMM model. The defect weight factor
characterizes the impact weight of different links on the
correctness of the action. For example, setting limit-exceedance
and operation strategy mismatch directly threaten the action
logic, and the weight is set to the highest level;, while
communication anomaly mainly affects regional coordination,
and the weight is relatively low. The power grid consequence
factor combines the current power grid topology importance,
characterizing the potential load loss amount that may be caused
when a maloperation or failure to operate occurs at this node.
Through this model, operation and maintenance personnel can
convert the abstract probability distribution into an intuitive risk
level, thereby scientifically formulating maintenance priorities
and risk control strategies before the defect evolves into

a substantial accident.
4. Defect identification process

The defect identification process for SSCS based on PSO-HMM
is divided into two parts: offline training and defect
identification, as shown in Fig. 4. Measurement errors, data loss,
or other anomalies may occur during data collection. To address

these issues, data interpolation is used to replace and

supplement abnormal or missing data. Additionally, due to the
inconsistent metrics and meanings of various feature indicators
and their large variations in numerical ranges, nor-malization is
performed to eliminate the impact of dimensions on the defect
identification model training.

For each defect characteristic vector of the SSCS,

preprocessing is performed as follows:

x" = Xi,j—Xjmin (17)

b xjming max
where x/; denotes the normalized preprocessing result of
the j-th defect characteristic component x; ; in the i-th defect
characteristic vector x;, where n is the number of defect
characteristic components in the vector. Xjm;, and Xjmay
represent the lower and upper bounds of the j-th defect
characteristic component, respectively. The preprocessed i-th

defect characteristic vector is denoted as x;.

Offline training Defect identification

Real-time
operational data

' '

Feature extraction

' v

Data preprocessing

' '

Calculation log(P(O| 4))

Initial parameter
optimization based on max(P(O | 4))
PSO #

Defect training set

Feature extraction

Data preprocessing

Model initial parameters

Defect
identification

\

Model training

Y
HMM defect
identification library
Normal model 4

Defect model 4, —
Defect model 4,

Defect model 4,

|

Figure 4. Defect identification process of SSCS based on PSO-
HMM.

According to the typical defect characteristics of SSCS, the

defects are classified into five categories: normal (no defect),

communication anomaly, sampling anomaly, setting limit-
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exceedance, and operation strategy mismatch. One-hot
encoding is used to represent these defect types. Since the HMM
model requires discrete data vectors as input, the preprocessed
feature data are clustered using the K-means clustering
algorithm [27]. The clustered features are then concatenated in
sequence to form the observation data, which is divided into
training and testing sets. Subsequently, the HMM is trained
using the PSO algorithm and the defect training set to establish
a defect identification model library {An}ﬁgl. Finally, real-time
operational data to be diagnosed is preprocessed into
observation vectors and fed into the model library. The trained
defect identification models are used to calculate the log-
likelihood probabilities log( P(O|1)) of these vectors for each
defect model. The defect corresponding to the model with the
highest log-likelihood probability is identified as the system

defect and output as the result.
5. Evaluation index of defect identification

The accuracy of the SSCS defect identification model is
evaluated using recognition accuracy (Acc) and the F1 score.
Acc, which represents the accuracy of defect identification in

SSCS, is calculated as follows:

Acc = M (18)

M+N

where M represents the number of correct identifications,
including both normal and defective conditions. N represents
the number of incorrect identifications.

The F1 score incorporates two metrics: recall and precision.
Recall is the ratio of correctly identified defects to all actual
defects in the SSCS. Precision is the ratio of correctly identified
defects to all identified defects. The formulas are as follows:

TP

Recall = prap— (19)
Precision = —— (20)
TP+FP

F1 =2 x PrecisionxRecall (21)

Precision+Recall
where 7P is the number of defect samples correctly
identified as defective. FN is the number of defective samples
wrongly classified as normal. FP is the number of normal

samples wrongly classified as defective.

6. Results and discussion

To verify the effectiveness of the proposed method, a regional
power grid's SSCS was used as a case study. Data is mainly
collected through two categories of approaches: the first is the
com-munication and protocol message data obtained through
the security information and event management system or the
main control center background, including bit error rate,
synchroniza-tion time differences, etc.; the second is various
physical state data monitoring the operation of SSCS devices in
real time through sensors installed on the key components of the
SSCS, including board temperature and humidity, current,
voltage, etc., and the data is collected through a cen-tralized
monitoring system. A total of 2, 500 sample data points covering
five types of defect causes were collected. For each defect type,
80% of the data were randomly selected as the training set, and
the remaining 20% were used as the test set. The defect
identification perfor-mance of the PSO-HMM model was
compared with that of the HMM model. The specific num-bers
of samples in the training and test sets for each defect cause in
the SSCS are detailed in Table 2.

The ten key characteristic quantities listed in Table 1
constitute the observation sequence of the HMM model, while
the 5 categories of defects listed in Table 2 constitute the hidden
se-quence of the HMM model. Each category of defect
corresponds to a specific abnormal varia-tion combination of
one or more characteristic quantities. For example, the
communication anomaly is mainly manifested as the
degradation of time characteristic quantities (bit error rate,
synchronization time differences); the sampling anomaly is
mainly manifested as the degrada-tion of sampling
characteristic quantities (frequency measurement error, switch
status acquisition accuracy). Through the learning of the HMM
model, the mapping relationship from observation characteristic
quantities to SSCS defect types can be automatically established.

Table 2. Defect information and sample number.

Defect causes Label 1::1:;;; g Test sample
Normal (0,0,0,0,1) 400 100
Communication (0.0.0.1,0) 400 100
anomaly T
Sampling anomaly  (0,0,1,0,0) 400 100
Setting limit-—— '} 0 0) 400 100
exceedance
Operation strategy (1.0.0,0,0) 400 100
mismatch T

In this paper, the SSCS fault cause identification model is
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constructed in Matlab. The model is trained and tested by an
experimental platform composed of a CPU of Intel i5 14600 KF,
a memory of 32 GB, and a GPU of NVIDIA GeForce 4060Ti.
According to the training data set of each defect cause, the
HMM model is trained, to obtain the SSCS defect identification
models of normal state, communication anomaly, sampling
anomaly, setting limit-exceedance, and operation strategy
mismatch. During model training, the value of the initial
observation probability matrix B has a great influence on the
training results of the model, therefore the PSO algorithm is
introduced to optimize the model parameter training process. To
verify the superiority of the PSO algorithm, it is compared and
analyzed with Grey Wolf Optimizer (GWO), Sparrow Search
Algorithm (SSA), and no optimization respectively, setting the
initial population size to 20, the optimization iteration number
to 25, and the fitness function all choose the log-likelihood
probability value. The training iteration curves of the 4
algorithms combining various optimization algorithms with
Baum-Welch for the communication anomaly HMM model are
shown in Fig. 5, and the average training time is shown in Table

3.
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Figure 5. Convergence curves of different optimization

algorithms.

From the iteration curves, it can be seen that when adopting
the Baum-Welch algorithm to train the model, the convergence
speed is relatively fast and it only iterated 2 times. While when
adopting the PSO algorithm to train the model, as the iteration
times increase, the log-likelihood probability value
continuously increases, and it converges after 14 iterations and
the log-likelihood probability value is the largest. Adopting the
SSA and GWO algorithms iterated 8 times and 11 times

respectively, and the convergence values are both lower than the
PSO algorithm. The calculation time of the PSO algorithm is
longer than the Baum-Welch algorithm, but the model in this
paper adopts the strategy of offline training and online
identification. After the model training is completed and the
SSCS defect identification model library is established, the
online identification stage only needs to execute the forward
algorithm with extremely low calculation complexity,
completely meeting the real-time requirements. Compared with
the other 3 methods, PSO-Baum-Welch is less likely to fall into
the local optimum, and PSO-Baum-Welch has a faster
convergence speed and higher convergence accuracy in the
hyperparameter optimization process.

Table 3. The computing time of different optimization

algorithms.
Optimize algorithm Time (s)
Baum-Welch 1.2
PSO-Baum-Welch 4.7
GWO-Baum-Welch 3.5
SSA-Baum-Welch 43

Twenty-five samples from each defect cause in the test set
were input into the trained HMM model library. Defect
identification was based on the maximum output likelihood
principle, with results shown in Fig. 6. The identification results
show that when the defect identification model trained by PSO-
HMM is used to identify defects with test sample data, each type
of test sample data achieves the maximum log-likelihood
probability value under the corresponding HMM model for
defect causes. The results indicate that the identification model
trained based on PSO-HMM can effectively identify the defect

causes of the safety control system without any errors.
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Figure 6. Defect identification results based on PSO-HMM.

(a) Recognition result of normal condition samples.
(b) Recognition result of communication link defect samples.
(c) Recognition result of measurement link defect samples.
(d) Recognition result of setting link defect samples.

(e) Recognition result of the strategy link defect samples.
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Figure 7. Defect identification results based on HMM.

As shown in Fig. 7, the HMM-based defect identification for
the communication link of the SSCS indicates that the 10th
group of communication link samples was misclassified as
normal. The model accurately identified normal status,
measurement link defects, setting link defects, and strategy link
defects with 100% accuracy. This validates the effectiveness of
the selected defect characteristics. Overall, the results
demonstrate that the PSO-HMM-based SSCS defect

identification model can effectively extract defect features from
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real-time system data and perform accurate defect identification.

To compare the defect identification accuracy of the PSO-HMM
and HMM models for SSCS, 500 samples were used for testing.
The results in Table 4 show that the PSO-HMM model has
higher accuracy across all defect categories. For normal
conditions, the accuracy improved by 10%; for communication
faults, by 7%; for sampling faults, by 8%; for setting limit-
exceedances, by 8%; and for operation strategy mismatches, by
11%. The overall accuracy of the PSO-HMM model reached
92.2%, which is an 8.8% improvement over the traditional
HMM model. This indicates that the PSO-HMM model
effectively enhances defect identification and can be effectively
applied to SSCS.

Table 4. Recognition accuracy of different models.

Recognition accuracy

Defect causes

HMM PSO-HMM
Normal 86% 96%
Communication anomaly 84% 91%
Sampling anomaly 81% 89%
Setting limit-exceedance 85% 93%
Operation strategy mismatch 81% 92%
Overall 83.4% 92.2%

7. Conclusion

At present, the SSCS has been increasingly integrated into the
control and operation of modern power grids, further
contributing to the structural complexity of the grid. As an
essential compo-nent of grid control, maintaining the proper

operational state of the SSCS is of great importance. However,
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SSCS Security and stability control system
HMM Hidden Markov Model

PSO Particle Swarm Optimization
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