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Highlights  Abstract  

 Combat System of Systems resilience is 

evaluated through a dual-dimensional 

framework incorporating standby units. 

 Dynamic resilience is characterized from the 

perspectives of mission capability and inherent 

capability. 

 Long-term confrontation scenarios are 

addressed with a multi-phase dynamic 

resilience evaluation method. 

 Simulation experiments and wargame case 

studies demonstrate the importance of standby 

units and the applicability of the model. 

 

 In dynamic confrontation scenarios, units within combat system of 

systems (CSoS) exhibit dual states: mission-active and standby. Standby 

units, serving as critical reserves for sustained combat operations, 

significantly influence system resilience continuity. Existing dynamic 

resilience research primarily assesses system capability through 

mission-active units’ performance, neglecting the quantification of 

standby units’ contributions to resilience evolution. To bridge this gap, 

this study proposes a dual-dimensional resilience assessment framework 

that integrates real-time mission performance metrics with the inherent 

reconnaissance and strike capabilities of standby units. This approach 

simultaneously quantifies instantaneous combat capability and latent 

recovery potential. Additionally, addressing the sensitivity degradation 

in resilience assessment due to cumulative disruption effects in 

prolonged confrontations, we design a dynamic phase-segmented 

resilience evaluation model (DPS-RE) that incorporates dynamic, time-

varying performance baselines. Simulation experiments verify the 

regulatory influence of standby units on CSoS degradation and validate 

the effectiveness of targeted resource replenishment strategies. 

Furthermore, utilizing multi-domain joint combat simulation data, the 

DPS-RE model effectively identifies vulnerability windows and 

provides early warnings for resource supplementation, offering robust 

decision support in dynamic adversarial environments. 

  Keywords 

This is an open access article under the CC BY license 

(https://creativecommons.org/licenses/by/4.0/)  

resilience evaluation, combat system of systems, mission capability-

inherent capability, wargame simulation 

1. Introduction 

 With the increasing integration of intelligent technologies into 

military doctrines, the paradigm of modern warfare is shifting 

from single-platform dominance to multi-domain collaborative 

combat systems [1–3]. This evolution has given rise to the 

combat system of systems (CSoS), a new operational form in 

which decision-making and mission execution are no longer 

confined to single platforms but require coordinated 

collaboration across multiple combat units and domains to 

achieve diverse mission objectives [4,5]. Notably, 

contemporary CSoS exhibit dual-state characteristics, 

encompassing mission-active units performing real-time 

operations and standby units maintaining readiness. Standby 
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units serve not only as reserves for subsequent missions but also 

play critical roles in system recovery and replenishment 

following disruptions. Therefore, effectively incorporating 

standby units into resilience assessment frameworks has 

emerged as a critical challenge for comprehensively 

characterizing the resilience of CSoS. 

Since its initial introduction in 1973, resilience has become 

a fundamental measure of system capability [6–10], widely 

studied across various domains such as ecological systems 

[11,12], urban infrastructure [13,14], and engineering systems 

[15,16]. Given the dynamic nature of battlefield environments, 

the capability of CSoS inevitably fluctuates or deteriorates 

under uncertain disruptions, making resilience a key indicator 

for evaluation and decision-making [17,18]. In this study, we 

focus on dynamic resilience evaluation of CSoS with mission–

standby dual states over long-term confrontations. 

Recent studies have begun addressing resilience in military 

contexts. Sun et al. [19] proposed an extended mission-oriented 

resilience metric for unmanned weapon system of systems, 

emphasizing variable mission baselines and recovery times. 

Jiao et al. [20] employed dynamic Bayesian networks to 

characterize time-dependent capability evolution, whereas Liu 

et al. [17] developed the continuous attack resilience index 

(CARI), considering adaptability and continuous attack 

scenarios. Chen et al. [21] established a three-stage resilience 

model addressing resistance, adaptation, and recovery phases. 

Han et al. [22] proposed a resilience evaluation framework for 

aerospace defense systems using kill-chain analysis and 

improved self-information metrics. However, existing 

resilience assessments focus on constructing complete 

“resistance-adaptation-recovery” three-stage resilience 

evolution models, primarily based on closed system 

assumptions that view standby units as static redundant 

resources or completely outside the evaluation framework. In 

realistic confrontations, adversaries often strategically disrupt 

dynamic transitions between mission-active and standby units, 

making these existing approaches insufficient for capturing 

comprehensive dynamic resilience characteristics. 

Some progress has been achieved in dynamic resilience 

research of CSoS. Liu et al. [23] proposed resilience indicators 

in both performance and time dimensions after disturbances, 

capturing system evolution during resistance, absorption, and 

recovery, and characterizing mission requirement completion 

within mission time. They later extended this line of work to 

multistate network modeling of unmanned aerial vehicle (UAV) 

swarms information exchange resilience [24]. Zhu et al. [25] 

introduced a relative resilience metric for moment-level 

assessment in dynamic adversarial environments without 

requiring complete resilience trajectories. However, they still 

did not consider time-varying attack intensity and strategy 

evolution resulting from red-blue gaming. Zhang et al. [26] built 

upon this to propose a dynamic resilience evaluation method 

applicable to cross-domain collaborative cluster confrontation, 

using mission unit perception capability as a system resilience 

indicator to more effectively capture dynamic and uncertain 

characteristics in system confrontation. The above research on 

CSoS dynamic resilience analysis primarily focuses on the 

mission perspective, considering performance evolution 

modeling based on mission active units while ignoring the 

potential value of standby units for system capabilities. For 

example, the UAV swarms resilience measure proposed by 

Kong et al. [27] indicates that, in comparison to closed-system 

resource replenishment strategies that significantly enhance 

swarm performance, standby units inherently possess 

comparable potential for performance restoration. Zhao et al. 

[28] further confirmed in balanced system standby pool 

research that dynamic replacement of components within the 

standby pool can significantly enhance system expected lifetime 

and reliability. Evidently, while the explicit performance of 

mission units determines current operational effectiveness, the 

potential of standby units affects resilience recovery upper 

limits. Additionally, current research mainly focuses on 

evaluating and enhancing system short-term resilience, whereas 

CSoS often involve large numbers of combat units with long 

deployment cycles, complex confrontation processes, and 

multi-stage time-varying mission characteristics [29]. In 

infrastructure resilience assessment, research has commonly 

considered the cumulative effects of long-term disturbances and 

their impact on resilience [30,31]. Therefore, in long-term CSoS 

confrontations, composite resilience indicators are essential to 

capture mission units’ explicit capabilities and standby units’ 

latent potential. Dynamic assessments should also set phase-

specific thresholds and goals to avoid transition distortions, as 

phases require distinct capabilities (e.g., detection emphasizes 
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perception and survivability; strikes prioritize delivery and 

effectiveness). Fixed thresholds risk false losses in low-demand 

phases or overstated resilience in high-demand ones. Supported 

by mission-oriented studies (e.g., [19,25,32]), adaptive 

thresholds ensure comparability. These needs highlight the 

refinement of CSoS frameworks by integrating standby 

potential and enhancing multi-phase accuracy. 

Current mission unit resilience measurements typically 

focus on explicit performance representations during mission 

execution, such as awareness capabilities, communication 

connectivity, and motion attributes. However, there remains  

a lack of suitable indicators for standby unit resilience 

measurement in CSoS. Existing system resilience indicator 

selection spans multiple dimensions: from a system structure 

perspective, Henry et al. [33] suggested integrating key 

parameters including disruptive events, recovery strategies, and 

overall resilience strategies. Uday et al. [34,35] constructed 

system importance metrics based on component system impact 

analysis. Watson et al. [36,37] developed a resilience 

measurement methodology combining System of Systems (SoS) 

dynamics models. Complex network topological property 

indicators (e.g., connectivity [38], maximum flow [39], and 

meta-path-based measures [40]) are widely used to characterize 

combat-network structure and robustness, providing useful 

structural evidence for resilience assessment [41]. In 

performance evolution-based measurement methods, Chen et al. 

[42] constructed performance threshold-driven resilience 

indicators through hierarchical decomposition of combat 

systems. Tran et al. [43] evaluated resilience under multi-stage 

disruption by comparing changes in information transfer node 

quantities before and after system disturbance. Bai et al. [32] 

introduced UAV swarms performance deviation from 

benchmark systems as an improved indicator based on the Tran 

framework. Zhong et al. [44] quantified unmanned combat 

system of systems resilience from mission benefit and 

performance fluctuation dimensions. Additionally, Kong et al. 

[27] proposed a UAV group resilience measurement model 

integrating system structure and mission chain performance, 

while Feng et al. [45] achieved multi-scale characterization of 

system states by constructing a three-dimensional indicator 

cube encompassing length, height, and width. For in long-term 

confrontation of CSoS overall capability research, there remains 

a need to construct composite resilience indicators that can 

simultaneously characterize both the explicit capabilities of 

system mission units and the potential capabilities of standby 

units. 

To address the challenges in evaluating the dynamic 

resilience of CSoS with mission-standby dual states in long-

term confrontation, this paper proposes a dual-dimensional 

resilience evaluation framework. By analyzing the dynamic 

gaming mechanism in confrontation processes, we propose  

a composite resilience indicator that integrates standby units’ 

inherent performance based on existing mission-oriented 

resilience measurement frameworks. Additionally, a dynamic 

phase-segmented resilience evaluation model (DPS-RE) is 

developed, leveraging time-varying performance baselines to 

maintain evaluation sensitivity across prolonged confrontations. 

To verify the model’s effectiveness, this research constructs 

simulation experiments to quantitatively analyze how standby 

unit performance inhibits rapid CSoS capability deterioration, 

revealing the differentiated impact of different capability unit 

replenishment strategies on combat capability enhancement 

through multi-dimensional resilience curves. Further based on 

multi-domain joint operations simulation cases, this study 

analyzes the dynamic attenuation patterns of both sides’ 

resilience in long-term gaming and examines the applicability 

of the evaluation model in realistic combat scenarios. The key 

contributions of this study are summarized as follows: 

(1) A dual-dimensional resilience evaluation framework, 

integrating mission capability and inherent capability, is 

proposed. This framework combines the survival 

probabilities of mission-active units with the perception 

and strike capabilities of standby units, providing 

comprehensive coverage of all units within the mission-

standby CSoS. It enables simultaneous quantitative 

characterization of both instantaneous combat capability 

and latent recovery potential, thus supporting refined 

decision-making in dynamic confrontation scenarios. 

(2) We designed a dynamic phase-segmented resilience 

evaluation model (DPS-RE) to overcome the limited 

adaptability of existing evaluation models in long-term 

confrontations. The model identifies disturbance event 

stage characteristics and combines time-varying 

performance baselines with dynamic expectation 
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thresholds to construct a multi-phase resilience evolution 

analysis model, effectively mitigating evaluation 

sensitivity degradation caused by time accumulation 

effects. 

(3) Simulation experiments demonstrate the time-dependent 

mechanisms by which standby unit failures and dynamic 

resource replenishment influence system resilience 

degradation. Through multi-domain joint operations 

case studies, the dynamic adaptability of the proposed 

DPS-RE model is validated for capability assessment of 

CSoS in prolonged confrontations. The proposed 

framework effectively supports decision-making 

regarding mission adjustments and resource allocation in 

adversarial environments. 

The remainder of this paper is organized as follows: Section 

2 describes CSoS dynamic processes and performance curves 

incorporating standby units. Section 3 proposes multi-

dimensional indicators for confrontations with standby units 

and an improved multi-phase resilience method. Section 4 

presents illustrative experiments verifying feasibility and 

effectiveness. Section 5 analyzes red and blue resilience 

variations using multi-domain simulation data and provides 

recommendations. Section 6 summarizes findings and outlines 

future research. 

2. Combat system of systems confrontation process 

description 

In long-term confrontation scenarios, dynamic resilience 

assessment for CSoS must overcome the limitations inherent in 

single-dimensional, mission capability-oriented approaches. To 

address this, we introduce a dynamic adversarial-interaction 

description of CSoS confrontations, analyze the evolution 

patterns of combat units exhibiting dual-state (“mission-active” 

and “standby”) characteristics, and elucidate the dual 

contributions of standby units in both mission execution and 

overall CSoS recovery. 

2.1. Analysis of CSoS Confrontation Process 

The confrontation process of CSoS typically involves three 

sequential stages: deployment, confrontation, and termination 

[46,47]. In the deployment stage, each side conducts initial 

mission planning for various multi-domain combat units, 

including airborne aircraft, ground-based armored units, surface 

vessels, and underwater submersibles. This planning adheres to 

multi-domain collaboration principles, encompassing tactical 

missions such as patrol, interference, defense, and strike 

operations. The subsequent confrontation stage follows Boyd’s 

Observe-Orient-Decide-Act (OODA) loop model [48–50], 

characterized specifically by real-time perception through 

multi-domain sensors identifying enemy unit types, numbers, 

and intentions (depicted as blue information flow in Fig. 1. 

Decision centers fuse the collected situational information and 

issue dynamic mission instructions (red decision feedback flow 

in Fig. 1). Combat units then execute these instructions and 

simultaneously transmit effectiveness data, forming iterative 

closed-loop cycles. In the final termination stage, confrontation 

outcomes are determined based on the degree of mission 

objective achievement. 

 

Figure 1. Illustration of CSoS dynamic process. 

The confrontation stage exhibits long-duration 

characteristics with multi-mission asynchronous execution and 

dynamic adversarial interactions, causing combat units to exist 

in three possible states: inactive (standby), mission-active, and 

mission-terminated. Taking stage 𝑇  in Fig. 2 as an example, 

only the green-colored units are engaged in active missions, 

while gray-colored units remain in standby status. By stage 𝑇 +

𝑘 , losses of mission-active units trigger the activation 

mechanism of standby units. At stage 𝑇 + 𝑛, standby units face 

potential risks of adversarial attacks, and their performance 

deterioration directly influences overall CSoS resilience. 

Therefore, resilience assessment frameworks must 

comprehensively integrate the dynamic operational 

effectiveness of mission-active units and the inherent 
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availability of standby units. 

 

Figure 2. “Mission-Standby” states of combat units. 

2.2. CSoS performance curves incorporating standby 

units 

Current resilience assessment frameworks for CSoS mainly 

focus on the performance evolution of mission-active units 

[25,51]. Typical performance curves (green curve in Fig. 3(b)) 

evaluate resilience based on survival rates derived from multi-

dimensional operational attributes (e.g., angle, speed, distance). 

However, they overlook the latent contributions of standby 

units—such as reconnaissance coverage and potential strike 

capabilities—to overall resilience (blue curve in Fig. 3(b)). To 

address this, we propose a dual-dimensional framework that 

integrates both mission capability and inherent capability. 

Definition 1 — Mission Capability (𝑄𝑚𝑖𝑠𝑠𝑖𝑜𝑛): The real-time, 

dynamic performance of mission-active units during 

operational engagements. It is quantified through operational 

attributes such as perception, maneuverability, and strike 

capability, directly reflecting the immediate combat 

effectiveness and sustained operational ability of the CSoS. 

Definition 2 — Inherent Capability (𝑄𝐼𝑛ℎ𝑒𝑟𝑒𝑛𝑡  ): 𝑄𝐼𝑛ℎ𝑒𝑟𝑒𝑛𝑡  

denotes the mobilizable potential of the remaining CSoS asset 

pool (active and standby), characterized by residual resources, 

redundancy and substitutability. It represents the structural 

capacity that constrains the achievable mission performance 

over time. In general, the realized mission performance is 

bounded by the available inherent resources, i.e., 𝑄𝑚𝑖𝑠𝑠𝑖𝑜𝑛(𝑡) is 

limited by 𝑄𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡(𝑡). The two curves may respond differently 

to the same disruption because 𝑄𝑚𝑖𝑠𝑠𝑖𝑜𝑛(𝑡)  depends on the 

current active configuration, whereas 𝑄𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡(𝑡)  depends on 

the residual assets and their mobilizability. 

   

Figure 3. Comparative illustration of CSoS resilience curves integrating mission and inherent capability dimensions. 

Fig. 3 comparatively illustrates resilience assessment 

perspectives: panel (a) depicts CSoS disruption scenarios in 

long confrontation cycles, with Phase 1 showing attacks on 

mission-active units (e.g., 𝑈6) while some remote standby units 

remain temporarily unavailable (“standby (off)”), Phase 2 

illustrating adaptation and recovery through standby 
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mobilization (e.g., remote standby switching to “mobilized 

standby”), and Phase 3 demonstrating continuous losses to 

standby units (e.g., 𝑈𝑠1 and 𝑈𝑠2 ); panel (b) shows the 

corresponding performance evolution integrating mission 

capability (𝑄𝑚𝑖𝑠𝑠𝑖𝑜𝑛(𝑡), achieved mission performance of active 

units) and inherent capability ( 𝑄𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡(𝑡) , mobilizable 

potential of the remaining asset pool including both active and 

standby units). In long-term confrontations with uncertain 

disruption timings, individual impacts may overlap; by adapting 

Tran’s multi-epoch assessment theory [43] and introducing 

dynamic phase-identification criteria, we treat overlapping 

disruptions as unified compound phases (e.g., Phase 3 in Fig. 

3(b)), reducing fragmented epochs and avoiding double-

counting to improve the robustness and consistency of 

resilience evaluation. 

3. Dynamic resilience model under confrontation 

Based on the dynamic resilience curve analysis presented in 

Section 2, the inherent capabilities of standby units significantly 

influence CSoS resilience recovery during long-term 

confrontations. Unlike existing methods that solely model 

resilience through the performance degradation of mission-

active units, we propose a dual-dimensional resilience 

assessment framework that integrates both mission and inherent 

capabilities. This approach provides precise quantitative 

support for mission planning and resource replenishment within 

CSoS. 

3.1. CSoS performance indicators 

3.1.1. Mission capability quantification indicators 

We adopt the mission-capability evaluation framework in 

Zhang et al. [26] with two adjustments. First, we redefine the 

angle perception 𝑐𝛼𝑖𝑗(𝑡)  using heading angles that are 

consistently available across heterogeneous platforms in our 

simulations. Second, we revise the unit-level survivability 

aggregation 𝑆𝑈𝑖(𝑡)  across multiple perceived enemies to  

a conservative worst-case form, while the remaining terms and 

weighting structure follow [26]. Let 𝑖 denote a mission-active 

friendly unit and 𝑗 denote an enemy unit. Let 𝜃𝑖(𝑡) and 𝜃𝑗(𝑡) be 

their heading angles, 𝑣𝑖(𝑡) and 𝑣𝑗(𝑡) be their speeds, and 𝐷𝑖𝑗(𝑡) 

be the Euclidean distance between them at time 𝑡. Let 𝑅𝑠 and 

𝑅𝑎  denote the perception range and attack range of unit  

𝑖, respectively. Let 𝐶𝑖(𝑡) be the set of enemy units within the 

perception range of unit 𝑖 at time 𝑡. 

The angle perception between unit 𝑖 and enemy unit 𝑗 is defined 

in Eq. (1) as: 

𝑐𝛼𝑖𝑗(𝑡) = 1 −
𝛥𝜃

𝜋
                                 (1) 

where 𝛥𝜃 = 𝑚𝑖𝑛( |𝜃𝑖 − 𝜃𝑗|,2𝜋 − |𝜃𝑖 − 𝜃𝑗|). 

Fig. 4 illustrates the parameters and the calculation of the 

angle perception indicator. 

The velocity perception follows [26] and is given in Eq. (2) 

as a piecewise function of the speed ratio 𝑣𝑖(𝑡)/𝑣𝑗(𝑡).  

𝑐𝑣𝑖𝑗(𝑡) =

{
 
 

 
 −1,

𝑣𝑖(𝑡)

𝑣𝑗(𝑡)
< 0.5

1,
𝑣𝑖(𝑡)

𝑣𝑗(𝑡)
≥ 1.5

2 ⋅
𝑣𝑖(𝑡)

𝑣𝑗(𝑡)
− 2, otherwise

                         (2) 

 

Figure 4. Calculation of angle perception indicator. 

Given that 𝑐𝛼𝑖𝑗(𝑡) ∈ [0,1] , the distance perception is 

defined in Eq. (3) as: 

𝑐𝑑𝑖𝑗(𝑡) = 𝑐𝛼𝑖𝑗(𝑡) ⋅ [1 −
𝐷𝑖𝑗(𝑡)−𝑅𝑎

𝑅𝑠−𝑅𝑎
]                    (3) 

The pairwise survivability score of unit 𝑖 against enemy 𝑗 is 

computed in Eq. (4) as: 

𝑆𝑖𝑗(𝑡) = 𝛽𝑎𝑐𝛼𝑖𝑗(𝑡) + 𝛽𝑑𝑐𝑑𝑖𝑗(𝑡) + 𝛽𝑣𝑐𝑣𝑖𝑗(𝑡)            (4) 

where 𝛽𝑎 , 𝛽𝑑 , 𝛽𝑣 ≥ 0 and 𝛽𝑎 + 𝛽𝑑 + 𝛽𝑣 = 1 .To 

conservatively account for multiple threats, the survivability 

indicator of unit 𝑖 is determined by the most threatening enemy, 

as defined in Eq. (5): 

𝑆𝑈𝑖(𝑡) = 𝑚𝑖𝑛
𝑗∈𝐶𝑖(𝑡)

𝑆𝑖𝑗(𝑡)                               (5) 

Finally, the CSoS mission capability is obtained by 

aggregating the survivability indicators of all mission-active 

units, as in Eq. (6): 

𝑄𝑚𝑖𝑠𝑠𝑖𝑜𝑛(𝑡) = ∑ 𝑆
𝑁0(𝑡)
𝑖=1 𝑈𝑖(𝑡)                           (6) 
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where 𝑁0 denotes the number of mission-active units at time 

𝑡, updated dynamically as units switch operational states. 

3.1.2. Inherent capability quantification indicators 

Based on Boyd’s Observe Orient Decide Act loop, the inherent 

capability of a CSoS should support Observe, Decide, and Act 

(Fig. 1). Here, we characterize inherent capability through 

measurable outcomes in two components, multi-domain 

reconnaissance capability and multi-domain strike potential, 

which together capture the system’s latent capacity for 

sustaining and recovering effectiveness under disruption. 

(1) Multi-domain Reconnaissance Index 

In dynamic confrontation, multi-domain combat units 

achieve full-domain situation awareness through heterogeneous 

sensor networks. Detection range directly determines the spatial 

coverage of the CSoS’s “Observe” capability and forms the 

physical basis of the OODA loop. 

Let unit 𝑖 be equipped with a set of sensors 𝒟𝑖, and let 𝐾𝑖 =

|𝒟𝑖|  denote the number of sensors on unit 𝑖 . For each sensor 

𝑑𝑖,𝑘 ∈ 𝒟𝑖  , let 𝑟𝑖,𝑘
𝑚𝑎𝑥  denote its theoretical maximum detection 

radius, and let 𝑒𝑖,𝑘(𝑡) ∈ {0,1} denote its activation state at time 

𝑡 , where 1 indicates active and 0 indicates inactive. The 

effective detection radius of unit 𝑖  at time 𝑡  is defined as the 

maximum detection radius among activated sensors. 

𝑟𝑖(𝑡) = 𝑚𝑎𝑥{𝑒𝑖,𝑘(𝑡) ⋅ 𝑟𝑖,𝑘
𝑚𝑎𝑥 | 𝑑𝑖,𝑘 ∈ 𝒟𝑖}                (7) 

At the CSoS level, let 𝑁 denote the total number of units, 

and let 𝛿𝑖(𝑡) ∈ {0,1}  indicate whether unit 𝑖  is equipped with 

reconnaissance sensors (capability indicator). Let 𝑁𝑢 = ∑ 𝛿𝑖
𝑁
𝑖=1  

denote the number of sensing-capable units. We then define the 

CSoS-level reconnaissance index as the mean effective 

detection radius over sensing-capable units. This formulation 

captures the overall sensing scale of the system while remaining 

compatible with dynamic confrontation modeling. Under 

spatially dispersed deployment, the observable space increases 

with detection radii, making the averaged effective radius a 

practical approximation of spatial coverage. 

𝐶𝑜𝑏𝑠(𝑡) =
1

𝑁𝑢
∑ 𝛿𝑖
𝑁
𝑖=1 ⋅ 𝑟𝑖(𝑡)                          (8) 

To enable fusion with strike potential despite differing 

physical units, we further use a dimensionless form normalized 

by the pre-disruption baseline. 

𝐶̃𝑜𝑏𝑠(𝑡) =
𝐶𝑜𝑏𝑠(𝑡)

𝐶𝑜𝑏𝑠(𝑇0)
                                (9) 

where 𝑇0 denotes the baseline time immediately before the 

disruption phase. 

(2) Multi-domain Strike Potential Index 

Standby units within a CSoS, despite not actively engaging 

in current missions, inherently maintain latent strike capabilities 

against targets in multiple operational domains, including air, 

sea, land, and underwater environments. To quantify this latent 

capability, we define the strike potential index 𝐶𝑎𝑐𝑡(𝑡) for each 

unit 𝑖.  

The strike potential of a combat unit 𝑖  at time 𝑡  against 

targets in domain 𝑚 ∈ {𝑎𝑖𝑟, 𝑙𝑎𝑛𝑑, 𝑠𝑒𝑎, 𝑢𝑛𝑑𝑒𝑟𝑤𝑎𝑡𝑒𝑟}  is 

defined as: 

𝐴𝑖
(𝑚)
(𝑡) = 𝛿𝑖

(𝑚)
[𝑊𝑖

(𝑚)
(𝑡) ⋅ 𝑅𝑖

(𝑚)
⋅ 𝑃𝑖

(𝑚)
]           (10) 

where 𝛿𝑖
(𝑚)

∈ {0,1} indicates whether unit 𝑖 possesses strike 

capability in domain 𝑚  (1 if capable, 0 otherwise), 𝑊𝑖
(𝑚)
(𝑡) 

denotes the number of available weapon resources for unit 𝑖 

against domain 𝑚  targets at time 𝑡 , considering prior weapon 

usage and resource depletion, 𝑅𝑖
(𝑚)

  is the effective combat 

radius of unit 𝑖  against domain 𝑚  targets, and 𝑃𝑖
(𝑚)

  is the 

probability of successful engagement (single-strike damage 

probability) of unit 𝑖 against domain 𝑚 targets, obtainable from 

historical data or simulation results. 

The overall CSoS-level strike potential 𝐶𝑎𝑐𝑡(𝑡)  is then 

calculated by aggregating individual unit capabilities across all 

operational domains: 

𝐶𝑎𝑐𝑡(𝑡) = ∑ 𝜔𝑚𝑚 (𝑡) ⋅ (∑ 𝐴𝑖
(𝑚)𝑁

𝑖=1 (𝑡))            (11) 

where the weight coefficient 𝜔𝑚(𝑡)  is determined by the 

proportion of effective units in each domain relative to the total 

effective units, calculated as follows: 

𝜔𝑚(𝑡) =
𝑁𝑚(𝑡)

∑ 𝑁𝑚′𝑚′ (𝑡)
                             (12) 

where 𝑁𝑚(𝑡)  denotes the number of effective units in 

domain 𝑚 at time 𝑡. 

Similarly, to ensure comparability for fusion, we use the 

dimensionless form: 

𝐶̃𝑎𝑐𝑡(𝑡) =
𝐶𝑎𝑐𝑡(𝑡)

𝐶𝑎𝑐𝑡(𝑇0)
                               (13) 

We define inherent capability as a fusion of the 

dimensionless observation proxy and strike potential: 

𝑄𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡(𝑡) = 𝛤(𝐶̃𝑜𝑏𝑠(𝑡), 𝐶̃𝑎𝑐𝑡(𝑡))                    (14) 

where 𝛤(⋅) denotes a dynamic fusion operator that 

adaptively adjusts the weights between reconnaissance and 



Eksploatacja i Niezawodność – Maintenance and Reliability Vol. 28, No. 4, 2026 

 

strike capabilities according to evolving confrontation phases. 

The operator is formalized as a weighted linear combination: 

𝑄𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡(𝑡) = 𝛼(𝑡) ⋅ 𝐶̃obs(𝑡) + (1 − 𝛼(𝑡)) ⋅ 𝐶̃act(𝑡)     (15) 

The weight 𝛼(𝑡) ∈ [0,1] adapts to the confrontation phases, 

reflecting the varying emphasis on reconnaissance and strike 

capabilities based on the CSoS’s mission requirements. To 

obtain reproducible and stable weight updates, 𝛼(𝑡)  is 

constrained away from the degenerate endpoints 0 and 1. We 

define: 

𝛼(𝑡) = 𝑚𝑎𝑥(𝛼𝑚𝑖𝑛,𝑚𝑖𝑛(1 − 𝛼𝑚𝑖𝑛 , 0.5 + 𝜆 ⋅ (𝐼recon(𝑡) − 𝐼strike(𝑡))))  (16) 

where 𝛼𝑚𝑖𝑛 > 0 prevents single-indicator dominance under 

noisy estimates, 𝜆 ∈ [0,0.5]  is a sensitivity coefficient. The 

mission intensities are defined as 𝐼recon(𝑡) = 𝑁recon(𝑡)/𝑁(𝑡) 

and 𝐼strike(𝑡) = 𝑁strike(𝑡)/𝑁(𝑡) , where 𝑁recon(𝑡)  and 𝑁strike(𝑡) 

are the numbers of reconnaissance and strike units at time 𝑡, and 

𝑁(𝑡)  is the total number of units in the CSoS. Some units 

undertake both reconnaissance and strike roles and are therefore 

counted in both categories. 

The adaptive mechanism ensures that the weight responds to 

operational priorities, such as 𝛼(𝑡) increasing above 0.5 when 

reconnaissance capabilities are dominant (e.g., in close-range 

surveillance phases), decreasing below 0.5 when strike 

capabilities are dominant (e.g., in interception missions), and 

remaining at 0.5 when reconnaissance and strike requirements 

are balanced. 

3.2. Dynamic resilience calculation method 

3.2.1. Dynamic resilience framework 

The dynamic resilience of a system based on mission capability 

can be comprehensively assessed through two dimensions: time 

resilience and performance resilience. Following the research 

framework developed by Liu [23] and Zhang [26], the mission 

capability resilience 𝑅𝑒𝑚𝑖𝑠𝑠𝑖𝑜𝑛(𝑡) is expressed as: 

𝑅𝑒𝑚𝑖𝑠𝑠𝑖𝑜𝑛(𝑡) = 𝛽 ⋅ 𝑅𝑒0(𝑡) + (1 − 𝛽) ⋅ 𝑅𝑒1(𝑡)                   (17) 

where 𝛽 (0 ≤ 𝛽 ≤ 1)  is a weighting factor. Specifically, 

time resilience 𝑅𝑒0(𝑡)  denotes the proportion of continuous 

time during which the performance of the system’s mission 

units remains above a predefined minimum threshold 𝑄𝑚𝑖𝑛(𝑡), 

calculated as: 

 𝑅𝑒0(𝑡) =
∫ [(𝑄(𝑡)−𝑄𝑚𝑖𝑛(𝑡)≥0)]𝑑𝑡
𝑡

𝑇0

𝑡−𝑇0
                  (18) 

The performance resilience 𝑅𝑒1(𝑡)  captures the recovery 

efficiency of actual mission unit performance relative to an 

optimal performance level 𝑄𝑜𝑝𝑡(𝑡): 

 𝑅𝑒1(𝑡) =
∫ 𝑄
𝑡

𝑇0
(𝑡)⋅[(𝑄(𝑡)−𝑄𝑚𝑖𝑛(𝑡)≥0)]𝑑𝑡

∫ 𝑄𝑜𝑝𝑡
𝑡

𝑇0
(𝑡)𝑑𝑡

             (19) 

Although the theoretical definition of these resilience 

indicators employs continuous integration, actual combat 

scenarios typically yield discrete data. Data concerning mission 

and inherent capabilities are generally collected via sensor 

networks or simulations at discrete intervals 𝛥𝑡 , forming 

discrete-time series {𝑄𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡(𝑘)}𝑘=1
𝐾𝑇 ,where 𝐾𝑇 is the number 

of sampled time steps. Accordingly, we adapt the dynamic 

resilience calculation structure defined in Eq. (17) for the 

inherent capability dimension, denoted 𝑅𝑒𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡  , using 

discrete formulations. Thus, discretized forms of time resilience 

𝑅𝑒0
′(𝑡)  and performance resilience 𝑅𝑒1

′ (𝑡)  are defined as 

follows: 

 Discrete-time resilience: 

𝑅𝑒0
′(𝑡) =

∑ 𝕀{𝑄inherent(𝑘)≥𝑄𝑚𝑖𝑛(𝑘)}
𝑡
𝑘=𝑇0

𝑡−𝑇0+1
                 (20) 

 Discrete-performance resilience: 

 𝑅𝑒1
′(𝑡) =

∑ 𝑄inherent(𝑘)∙
𝑡
𝑘=𝑇0

 𝕀{𝑄inherent(𝑘)≥𝑄𝑚𝑖𝑛(𝑘)}

∑ 𝑄opt(𝑘)
𝑡
𝑘=𝑇0

       (21) 

Here, 𝑄𝑚𝑖𝑛(𝑡) denotes the minimum performance threshold 

required at time 𝑡 , and 𝑄𝑜𝑝𝑡(𝑡)  represents the theoretically 

optimal performance achievable by the CSoS.  

The determination of 𝑄𝑚𝑖𝑛(𝑡)  is grounded in mission-

criticality analysis to capture evolving strategic priorities. For 

instance, mission requirements may stipulate that the CSoS’s 

sensing capability must be sustained at no less than 80% of its 

initial level, whereas its strike capability must remain above 

60%. Formally, this is expressed as 𝑄𝑚𝑖𝑛
𝑗
(𝑡) = 𝑄𝑖𝑛𝑖𝑡𝑖𝑎𝑙

(𝑗)
(𝑡) ×

𝜂𝑗 ,  ,where𝑄𝑖𝑛𝑖𝑡𝑖𝑎𝑙
(𝑗)

(𝑡)  denotes the pre-disruption capability for 

dimension 𝑗 , and 𝜂𝑗  is a mission-criticality adjustment factor 

determined through historical data or expert judgment. The 

indicator function 𝕀{𝑄𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡(𝑘)≥𝑄𝑚𝑖𝑛(𝑘)} equals 1 if the inherent 

capability meets or exceeds the threshold and 0 otherwise. 

Consequently, the dynamic resilience of the CSoS is 

independently quantified in a dual-dimensional framework, 

incorporating both mission capability and inherent capability, as 

shown in Eq. (22): 

𝑅𝑒𝑆𝑜𝑆(𝑡) = [𝑅𝑒𝑚𝑖𝑠𝑠𝑖𝑜𝑛(𝑡), 𝑅𝑒𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡(𝑡)]
𝑇            (22) 

This independent quantification strategy is adopted because, 
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from a practical command and control perspective, mission 

capability primarily relates to real-time situational maintenance, 

while inherent capability corresponds to resource scheduling 

and planning. Maintaining dimensional independence between 

these resilience indicators provides decision-makers with 

nuanced insights, facilitating precise cognitive differentiation 

between immediate combat effectiveness and long-term 

resource availability. 

3.2.2. Dynamic phase-segmented resilience evaluation 

(DPS-RE) 

To address the limitations of continuous time-resilience 

evaluation (CT-RE) in long-duration confrontations with 

multiple disruptions, we propose a dynamic phase-segmented 

resilience evaluation (DPS-RE) scheme. Following the multi-

disruption assessment idea of Tran et al. [42], DPS-RE 

partitions the confrontation timeline into event-centered phases 

and evaluates resilience phase by phase. The procedure is 

summarized as follows. 

Step 1: Phase division based on disruption events. 

We utilize the occurrence of disruption events as the 

fundamental criterion for defining phases. Specifically, the 

entire confrontation cycle 𝒯  is segmented into 𝑘  dynamic 

phases: 

𝒯 = {𝐸1, 𝐸2, ⋯ , 𝐸𝑘}                                (23) 

Each phase 𝐸𝑖 is defined by a time window centered at the  

𝑖-th disruption event time 𝑇𝑖 , 

𝐸𝑖 = [𝑇𝑖 − 𝛥𝑇0(𝑖), 𝑇𝑖 + 𝛥𝑇1(𝑖))                     (24) 

Here, 𝛥𝑇0(𝑖) and𝛥𝑇1(𝑖) denote the pre-event and post-event 

observation windows. They are determined from the local 

spacing of disruption events so that windows shrink under 

clustered disruptions and expand under sparse disruptions. 

Specifically, we set 𝛥𝑇0(𝑖) proportional to the preceding inter-

event interval and 𝛥𝑇1(𝑖) proportional to the following interval, 

with a single scaling factor 𝜅. Both windows are bounded within 

[𝛥𝑇𝑚𝑖𝑛 , 𝛥𝑇𝑚𝑎𝑥]  to avoid pathological fragmentation or 

excessive expansion. This ensures that each identified phase 

captures a complete disruption–adaptation–recovery cycle 

consistent with the operational rhythm of the confrontation. 

Step 2: Phase merging strategy. 

If adjacent candidate phases overlap, i.e., 𝑇𝑖 − 𝛥𝑇0(𝑖) ≤

𝑇𝑖−1 + 𝛥𝑇1(𝑖 − 1) , the corresponding phases are merged into  

a unified phase: 

𝐸𝑛𝑒𝑤 = [𝑚𝑖𝑛(𝑇𝑖−1 − 𝛥𝑇0(𝑖 − 1), 𝑇𝑖 − 𝛥𝑇0(𝑖)) ,𝑚𝑎𝑥(𝑇𝑖−1 + 𝛥𝑇1(𝑖 − 1), 𝑇𝑖 + 𝛥𝑇1(𝑖))]                 (25) 

This merging step avoids ambiguity caused by overlapping 

disruption and recovery intervals and prevents double counting 

when multiple events occur within a short time span (as 

illustrated in Fig. 3(b)). After merging, the resulting phases are 

ordered and non-overlapping, preserving time continuity over 

the entire horizon. 

The final CSoS-level resilience for the entire confrontation 

period is represented by an aggregated set of resilience vectors 

for each identified phase: 

𝑅𝑒𝑆𝑜𝑆 = {𝑅𝑒𝑆𝑜𝑆
𝐸1 , 𝑅𝑒𝑆𝑜𝑆

𝐸2 , … , 𝑅𝑒𝑆𝑜𝑆
𝐸𝑛 }                     (26) 

where each phase-specific resilience measure 𝑅𝑒𝑆𝑜𝑆
𝐸𝑖   is 

computed according to Eq. (22), applying distinct minimum 

performance thresholds 𝑄𝑚𝑖𝑛  and optimal performance values 

𝑄𝑜𝑝𝑡  adjusted dynamically to the specific conditions of each 

phase. 

The detailed pseudocode implementation of this method is 

provided in Algorithm 1. 

 

 

 

Algorithm 1 Multi-phase resilience calculation 

Input: Disruption event times {𝑇1, 𝑇2, … , 𝑇𝑚} ;parameters 

𝜅,𝛥𝑇𝑚𝑖𝑛,𝛥𝑇𝑚𝑎𝑥 

Output: Multi-phase resilience set ℛ 

1: Initialize: ℰ ← ∅,ℛ ← ∅ 

2 𝑑̃ ← median({𝑇𝑖 − 𝑇𝑖−1}𝑖=2
𝑚 )  

3: for 𝑖 = 1 to 𝑚 do 

4: 𝑑− ← (𝑇𝑖 − 𝑇𝑖−1) if 𝑖 > 1, else 𝑑̃  

5: 𝑑− ← (𝑇𝑖+1 − 𝑇𝑖) if 𝑖 < 𝑚, else 𝑑̃ 

 

 
6: Δ𝑇0(𝑖) ← min(Δ𝑇𝑚𝑎𝑥,ma x(Δ𝑇𝑚𝑖𝑛, 𝜅𝑑

−))  
 

 
7: Δ𝑇1(𝑖) ← mi n(Δ𝑇𝑚𝑎𝑥,ma x(Δ𝑇𝑚𝑖𝑛, 𝜅𝑑

+))  
 8: Generate initial epoch: 𝐸𝑖 = [𝑇𝑖 − 𝛥𝑇0(𝑖), 𝑇𝑖 +

𝛥𝑇1(𝑖)) 

9: ℰ ← ℰ ∪ {𝐸𝑖}  

10: end for 

11: While overlapping epochs exist do 

12: Merge overlapping epochs 𝐸𝑗 , 𝐸𝑘 into𝐸merged  

13: Updateℰ ← (ℰ ∖ {𝐸𝑗 , 𝐸𝑘}) ∪ 𝐸merged 

14: end while 

 15: for each epoch 𝐸𝑖 ∈ ℰ do 

16: Calculate 𝑅𝑒SoS
𝐸𝑖 via Eq.~(22) 

17: Update ℛ ← ℛ ∪ {𝑅𝑒SoS
𝐸𝑖 }  

18: end for  

19: Return ℛ 
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3.2.3. CSoS dynamic resilience assessment step 

Based on the proposed performance indicators and dynamic 

resilience model, we establish a structured workflow to evaluate 

CSoS resilience under confrontation. As summarized in Fig. 5, 

the procedure consists of four steps. 

 

Figure 5. CSoS dynamic resilience assessment method block 

diagram. 

(1) Confrontation Scenario Construction. Multi-domain 

scenarios for red and blue CSoS are built using historical or 

hypothesized data, including system architectures, unit 

configurations, mission sets, unit mission-capability mapping 

matrices, and performance threshold vectors as inputs for 

wargaming simulations. 

(2) Combat Simulation. Using the Mozi platform, 

confrontation processes are simulated with initialized agent 

parameters, mission planning, termination criteria, and time 

dynamics modeling. Damage event logs and unit performance 

parameters are recorded. 

(3) Phase identification. Confrontation phases are extracted 

from disruption events in the simulation logs. Event-centered 

candidate windows are generated with adaptive observation 

horizons, and temporally overlapping windows are merged to 

obtain the final phase set 𝒯 = {𝐸1, 𝐸2, ⋯ , 𝐸𝑘}. 

(4) Dual-dimensional resilience evaluation. For each phase, 

resilience is quantified along two independent dimensions, 

namely mission capability resilience 𝑅𝑒𝑚𝑖𝑠𝑠𝑠𝑖𝑜𝑛  and inherent 

capability resilience 𝑅𝑒𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡 . The confrontation-level output 

is a phase-wise resilience set {𝑅𝑒𝑆𝑜𝑆
𝐸1 , 𝑅𝑒𝑆𝑜𝑆

𝐸2 , … , 𝑅𝑒𝑆𝑜𝑆
𝐸𝑛 } 

Finally, the resulting resilience trajectories support 

operational recommendations such as time-critical mission 

adjustments and resource replenishment planning. 

4. Illustrative experiments 

4.1. Experiment description 

To verify the effectiveness of the proposed dynamic resilience 

model, this research constructed a typical red-blue CSoS 

confrontation scenario and implemented confrontation 

simulation through the Mozi wargame platform (http://www.hs-

defense.com/). The combat unit configurations for both sides 

are shown in Table 1. This simulation experiment mainly 

verifies the impact of standby unit performance on CSoS 

resilience assessment, therefore fewer disruption events can be 

treated as a single phase. The simulation termination rule is set 

to either side’s combat unit loss score reaching 200 points or the 

simulation duration exceeding 1000 time steps. 

 

Figure 6. Simulation process of system confrontation. 

Fig. 6 shows the CSoS confrontation simulation process, 

with the red side’s Sea unit in the yellow circle serving as  

a CSoS standby unit, while all other units participate in real-

time combat missions. 

Table 1. Unit types and quantities of red and blue sides. 

Side Unit Type Number of Units Number of 

Initial 

Missions 

Red Side 
Air Units 12 

2 
Sea Units 1 

Blue 

Side 
Air Units 16 3 

Note: “Number of Initial Missions” represents the total initial missions assigned 

to each side at simulation onset. 

In the simulation process, three types of core data are 

recorded including detection perception data, unit status data, 

and mission action data, with specific attributes for each type 

listed in Table 2. Disruption events were extracted from the 

Mission Action data by examining the Task Result attribute.  
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A disruption event is registered when a red-side unit receives  

a confirmed “KILL” result, indicating unit destruction. Based 

on this rule, three key disruption events were identified at t = 

500, 513, and 533 (Table 3). 

Table 2. Attributes of combat data. 

Data Name Attributes 

Detection & 

Perception 

Time, Unit Side, Sensor Id, Sensor ParentId, 

Detection Mode, Detection Range, Target Course, 

Target Longitude, Target Latitude, Target Range, 

Target Altitude, Target Speed, Detection Result. 

Unit Status 

Time, UnitID, Unit Longitude, Unit Latitude, Unit 

Type, Course, Speed, Operational Mission, 

Detection Range, Fire Range. 

Mission 

Action 

Time, WeaponID, Weapon Side, Parent Firing 

UnitID, TargetID, Target Longitude, Target 

Latitude, Task Result. 

 

 

Table 3. Lost units and their status in the red side. 

Time of 

Attack 
The attacked units Mission Status 

500 𝑈𝑆
1 Mission Not Activated 

513 𝑈𝐴
4 In Mission 

533 𝑈𝐴
6 In Mission 

4.2. Resilience quantification considering standby units 

Fig. 7 compares the dynamic evolution of CSoS mission 

capability (𝑄𝑚𝑖𝑠𝑠𝑠𝑖𝑜𝑛) and inherent capability (𝑄𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡) under 

disruption events. Regarding inherent capability sensitivity, Fig. 

7(a) indicates significant reductions in detection perception 

(𝑄𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡1) and strike potential (𝑄𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡2) at 𝑡 =500 due to the 

loss of standby unit 𝑈𝑆
1 . Subsequent mission unit losses at 𝑡 

=513,533 further degraded inherent capabilities, demonstrating 

inherent capability’s sensitivity to losses across all CSoS units. 

 

Figure 7. Evolution of CSoS inherent capability and mission capability under disruption events.  

 

Figure 8. Dual-dimensional dynamic resilience curve of the CSoS.

In contrast, Fig. 7(b) illustrates CSoS performance changes 

following the single-dimension, mission-oriented approach of 

existing reference [26]. The 𝑄𝑚𝑖𝑠𝑠𝑠𝑖𝑜𝑛   curve exhibits clear 

sensitivity only to losses of mission-active units at 𝑡 =513,533, 

while the destruction of standby units at 𝑡  =500 is less 

discernible. For dual-state CSoS featuring mission-active and 

standby units, reliance solely on mission-active unit 

performance overlooks the latent combat potential of standby 
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units. This omission creates perception blind spots, limiting  

a comprehensive understanding of overall CSoS resilience. 

Further comparison of resilience assessments across both 

mission capability and inherent capability dimensions is 

depicted in Fig. 8. Using 65% of the initial performance as the 

baseline, the mission capability resilience curve (red line) 

maintains resilience above 0.75 throughout the mid-to-late 

confrontation stages, suggesting high system resilience. 

However, the inherent capability resilience curve (green line), 

incorporating standby units and resource depletion, falls below 

the baseline after 𝑡 =732, indicating that actual system recovery 

potential is insufficient for prolonged combat. Thus, traditional 

single-dimension evaluations tend to overestimate resilience, 

potentially misleading decision-makers. The dual-dimension 

approach, by separately quantifying real-time effectiveness and 

available capability, offers a more precise analytical basis for 

strategic command decisions. 

4.3. Discussion 

4.3.1. Impact of standby units on CSoS resilience 

To further explore the relationship between the number of 

standby units and overall CSoS resilience, we conducted 

comparative experiments in which the red side’s standby units 

increased from 1 ( 𝑈𝑆
1 ) to 6 (𝑈𝑆

1…𝑈𝑆
6 ), with incremental 

destruction of 2, 4, and 6 standby units at 𝑡 =500. Fig. 9 presents 

the resulting resilience calculations. 

 

Figure 9. CSoS resilience trends under varying levels of standby unit loss. 

Fig. 9(a) indicates that resilience assessed via mission 

capability remains insensitive to increasing standby unit losses, 

exposing inherent limitations in single-dimensional evaluation 

models. 

Fig. 9(b) and (c), however, illustrate resilience calculations 

based on inherent capability. Unlike the mission capability 

approach, inherent capability indicators effectively capture the 

total reconnaissance perception and available strike reserves, 

offering a comprehensive representation of CSoS resilience 

degradation as standby losses escalate. With the mission-

criticality factor set to 𝜂 = 0.65 for defining 𝑄𝑚𝑖𝑛(𝑡) , system 

failure occurs at 𝑡 =747 when losing 6 units, at 𝑡 =810 with 4 

units, and at 𝑡 =853 with only 2 units lost. This confirms that 

standby unit redundancy directly strengthens the CSoS’s 

resistance to disruptions, aligning with theoretical 

understandings of resilience enhancement via resource 

redundancy. 

4.3.2. Resource replenishment strategy based on CSoS 

resilience 

The proposed dual-dimension resilience assessment framework 

simultaneously elucidates both mission-oriented operational 

capabilities and inherent reserve potential, providing precise 

decision support for resource replenishment and mission 

adjustment during dynamic confrontations. Supplementing and 

replacing units are practical measures for enhancing CSoS 

robustness and resilience. However, the prioritization of 

resource supplementation remains a critical practical issue, 

which this research addresses through dual-dimension 

resilience analysis tailored to different resource 

supplementation types. 

Based on the experiments described in Section 4.1, we 

compare changes in CSoS resilience between scenarios with 

and without resource supplementation. Additionally, we further 

analyze the differentiated impacts on CSoS resilience resulting 
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from supplementing reconnaissance units versus strike units. In 

our confrontation experiments, the primary mission objective is 

to attack and eliminate enemy units. Accordingly, the CSoS 

predominantly comprises strike units supported by a limited 

number of reconnaissance units. 

 

Figure 10. Comparison of resilience before and after supplementing strike units. 

 

Figure 11. Comparison of resilience before and after supplementing with different quantities of reconnaissance units. 

Fig. 10 illustrates the impact of supplementing with varying 

quantities of attack units at 𝑡 =555. The line graphs in Fig. 10(a) 

and Fig. 10(b) demonstrate that increasing the number of 

supplementary attack resources leads to a more robust resilience 

profile for both inherent capability (𝑅𝑒𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡  ) and mission 

capability ( 𝑅𝑒𝑚𝑖𝑠𝑠𝑠𝑖𝑜𝑛 ), mitigating the performance decline 

post-disruption. 

To quantitatively assess these effects, the corresponding 

Percentage Resilience Decay Rates are presented in the bar 

charts in Fig. 10(c) and Fig. 10(d). Specifically, Fig. 10(c) 

shows the decay rate for inherent resilience; supplementing with 
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4 and 8 units shows a decay rate (0.1241 and 0.1114, 

respectively) comparable to the baseline, while a substantial 

supplement of 12 units significantly reduces the decay rate by 

over 56% to 0.0542. Fig. 10(d) shows that the decay rate of 

mission capability resilience has a more consistent dose-

dependent response. The rate progressively decreases from 

0.0438 (no resources) to 0.0187 (with 12 resources), a reduction 

of approximately 57%. This demonstrates that supplementing 

attack units simultaneously enhances operational effectiveness 

and strengthens strike reserve capacity, with both effects 

intensifying as the number of supplementary units increases. 

Fig. 11 shows the resilience outcomes of supplementing 

reconnaissance-only units. As the number of supplementary 

aircraft increases from one to three, the degradation of 

𝑅𝑒𝑚𝑖𝑠𝑠𝑖𝑜𝑛  is progressively slowed, while the effect on 

𝑅𝑒𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡  remains minimal. 

The Percentage Resilience Decay Rate (Fig. 11 (c), Fig. 11 

(d)) confirms this trend. The decay rate of inherent resilience 

decreases from 0.0615 (no supplement) to 0.0373 (three 

aircraft), a reduction of nearly 40%, indicating that additional 

sensors help preserve the CSoS’s latent “Observe” capability. 

By contrast, the decay rate of 𝑅𝑒𝑚𝑖𝑠𝑠𝑖𝑜𝑛 changes only slightly 

from 0.0358 to 0.0314, underscoring the limited value of 

redundant reconnaissance assets when mission perception is 

already sufficient. These results demonstrate that effective 

resource replenishment requires aligning supplementation with 

actual capability gaps while jointly considering both resilience 

dimensions to enable flexible strategies. 

 

Figure 12. Cost-benefit analysis of supplementing reconnaissance vs. attack resources. 

To further examine the redundancy–resource trade-offs, we 

extend the analysis with a cost–benefit perspective (Fig. 12). 

Relative cost values are assigned according to typical 

equipment differences (attack unit = 0.6, reconnaissance aircraft 

= 3). Fig. 12 (a) shows the relationship between cost and the 

improvement in 𝑅𝑒𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡  , while Fig. 12 (b) shows the 

relationship for 𝑅𝑒𝑚𝑖𝑠𝑠𝑖𝑜𝑛 . The results reveal two important 

insights. First, resilience gains exhibit diminishing marginal 

returns as resource quantities increase, particularly for 

𝑅𝑒𝑚𝑖𝑠𝑠𝑖𝑜𝑛  (e.g., 12 attack units yield only a modest 

improvement compared to 8). Second, in this mission context, 

attack units provide a substantially higher benefit–cost ratio 

than reconnaissance aircraft. Specifically, the optimal strategy 

depends on the resilience dimension prioritized: maximizing 

(𝑅𝑒𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡) favors supplementing 12 attack units (benefit–cost 

ratio= 7.79), whereas maximizing 𝑅𝑒𝑚𝑖𝑠𝑠𝑖𝑜𝑛  favors 

supplementing 4 attack units (benefit–cost ratio = 14.63). 

In summary, our experimental results confirm that the proposed 

dual-dimension resilience evaluation model, by simultaneously 

quantifying the dynamic operational capabilities and inherent 

potential of standby units, effectively captures the latent 

recovery potential inherent within the CSoS. Unlike traditional 

single-dimensional approaches that tend to overestimate 

resilience by neglecting standby contributions, this approach 

facilitates accurate identification of critical replenishment 

timings and optimal resource supplementation strategies, thus 

preventing unnecessary resource expenditures and marginal 

benefit scenarios. 

5. Application case: dynamic resilience of CSoS 

5.1. Long-term confrontation scenario and data 

foundation 

We employed simulation data from a representative multi-

domain joint operational wargame scenario to validate the 

practical applicability of the proposed dynamic resilience model. 

The simulation involved an adversarial confrontation between 
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red and blue forces in a maritime operational area, as illustrated 

in Fig. 13. Both red and blue CSoS consisted of heterogeneous 

units operating across air, sea, land, and underwater domains 

(see Table 4). Throughout the scenario, adaptive mission 

scheduling enabled dynamic execution of offensive and 

defensive operations. 

 

Figure 13. Wargame simulation scenario of the red-blue side 

confrontation process. 

During the deployment phase, both sides conducted initial 

mission planning. Upon confrontation commencement, multi-

domain unit sensors established comprehensive situational 

awareness. Based on the OODA loop, units dynamically 

adjusted mission assignments, executed closed-loop 

“reconnaissance–decision–strike” operations, and maintained 

continuous combat effectiveness via standby units. The 

simulation platform recorded detailed time-series datasets 

across 38 dimensions, including sensor data, unit status, mission 

actions, and simulation outcomes. 

 

Figure 14. Spatiotemporal distribution of disruption events 

for red and blue sides. 

Fig. 14 illustrates the temporal distribution of attack events, 

with panel (a) representing the distribution for the red side and 

panel (b) for the blue side. The cumulative effects of these 

events are shown up to each unit’s final destruction event. 

Table 4. Unit configurations for red and blue sides in the 

wargame simulation. 

Time of 

Attack 
Red Side (Quantity) Blue Side (Quantity) 

Air 81 78 

Sea 13 8 

Underwater 2 2 

Land 9 9 

Table 5. Identified resilience assessment phases for the red side. 

Pha

se 

No. 

Attacked units 

1 𝑈𝐴
68 

2 𝑈𝐴
65 , 𝑈𝐴

67 , 𝑈𝐴
70, 𝑈𝐴

87 

3 
𝑈𝐴
35, 𝑈𝐴

36, 𝑈𝐴
45, 𝑈𝐴

47, 𝑈𝐴
50, 𝑈𝐴

51, 𝑈𝐴
57 , 𝑈𝐴

59, 𝑈𝐴
62, 𝑈𝐴

66, 𝑈𝐴
69, 𝑈𝐴

71, 

𝑈𝐴
75 , 𝑈𝐴

79, 𝑈𝐴
80, 𝑈𝐴

83, 𝑈𝐴
84, 𝑈𝐴

93, 𝑈𝐴
95, 𝑈𝐴

97, 𝑈𝐴
102, 𝑈𝐴

103 

4 𝑈𝐴
39, 𝑈𝐴

43, 𝑈𝐴
46, 𝑈𝐴

60, 𝑈𝐴
72, 𝑈𝐴

76, 𝑈𝐴
101 

5 𝑈𝐴
29, 𝑈𝐴

31, 𝑈𝐴
33, 𝑈𝐴

41, 𝑈𝐴
48, 𝑈𝐴

49, 𝑈𝐴
52, 𝑈𝐴

55, 𝑈𝐴
61, 𝑈𝐴

86, 𝑈𝐴
96, 𝑈𝐴

109 

6 𝑈𝐴
32, 𝑈𝐴

34, 𝑈𝐴
37, 𝑈𝐴

38 , 𝑈𝐴
54 , 𝑈𝐴

56 , 𝑈𝐴
77, 𝑈𝐴

78, 𝑈𝐴
81, 𝑈𝐴

85, 𝑈𝐴
90, 𝑈𝐴

94, 𝑈𝐴
99, 𝑈𝑆

11 , 𝑈𝑆
12 

5.2. Multi-phase dynamic resilience analysis 

We applied the dynamic phase-segmented resilience evaluation 

model (DPS-RE) from Section 3.2 to process disruption events 

in the simulated confrontation. As shown in Fig. 14, red side 

attacks exhibit significant spatiotemporal clustering (average 

interval: 131.7 time units), while blue side events show discrete 

distribution (average: 353 time units). Using the phase-merging 

strategy in equations (19)-(21), red side disruptions 

consolidated into 6 resilience evolution phases, and blue side 

into 11. Table 5 and Table 6 detail physical unit loss statistics 

for each side, respectively. 

5.2.1. Dynamic resilience evolution analysis of both sides 

Fig. 15 and Fig. 16 illustrate the resilience evolution of mission 

capability (𝑅𝑒𝑚𝑖𝑠𝑠𝑖𝑜𝑛) and inherent capability (𝑅𝑒𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡) for 

the red and blue sides.  

First, mission capability resilience (𝑅𝑒𝑚𝑖𝑠𝑠𝑖𝑜𝑛) demonstrates 

fluctuations closely associated with losses of mission-active 

units, accurately reflecting the immediate impacts of disruption 

events on combat effectiveness. However, relying solely on 

mission-active units can lead to an overestimation of resilience 

in later confrontation phases. For example, during Phase 6 of 

the red side, 𝑅𝑒𝑚𝑖𝑠𝑠𝑖𝑜𝑛 remained above 0.82 despite the loss of 

over 43.8% of total units (46 out of 105), clearly indicating a 
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significant disparity between measured resilience and actual 

combat capability degradation. Although mission capability 

resilience effectively characterizes instantaneous operational 

effectiveness, it insufficiently represents the overall resilience 

of the CSoS. 

 

Figure 15. Multi-phase dynamic resilience trends for the red side. 

 

Figure 16. Multi-phase dynamic resilience trends for the blue side. 



Eksploatacja i Niezawodność – Maintenance and Reliability Vol. 28, No. 4, 2026 

 

Table 6. Identified resilience assessment phases for the blue side. 

Phase 

No. 
Attacked units 

Phase 

No. 
Attacked units 

1 𝑈𝐴
116 7 𝑈𝐴

154 

2 𝑈𝐴
141, 𝑈𝐴

159, 𝑈𝐴
166, 𝑈𝐿

15 8 𝑈𝐴
160 

3 𝑈𝐴
121, 𝑈𝑆

156, 𝑈𝑆
18 9 𝑈𝐴

129 

4 𝑈𝐴
122, 𝑈𝐴

139, 𝑈𝐴
151 10 𝑈𝐴

123 

5 𝑈𝐴
128, 𝑈𝐴

130 11 𝑈𝐴
135 

6 𝑈𝐴
170, 𝑈𝑆

14 , 𝑈𝑆
20 - - 

Second, inherent capability resilience ( 𝑅𝑒𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡  ) 

comprehensively quantifies changes in the overall available 

capabilities of the CSoS through two distinct indices. The 

reconnaissance perception index ( 𝑅𝑒𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡1 ) explicitly 

reflects capability deterioration caused by unit losses, while the 

potential strike capability index (𝑅𝑒𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡2) highlights weapon 

resource consumption trends. Notably, the red side’s 

reconnaissance perception capability declined by 27.1%, 

substantially exceeding the blue side’s 13.6%, consistent with 

the final simulation outcome (blue-side victory). These findings 

confirm that inherent capability resilience provides a robust 

indicator of sustained combat effectiveness over extended 

confrontation periods. 

Overall, the proposed dual-dimensional resilience model 

integrating 𝑅𝑒𝑚𝑖𝑠𝑠𝑖𝑜𝑛  and 𝑅𝑒𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡   effectively captures 

critical resilience states of the CSoS. Specifically, when 

inherent resilience falls below an empirical threshold (e.g., 0.6), 

the CSoS transitions into a state of sustained capability 

degradation—even if mission capability resilience remains 

relatively high (> 0.7). Thus, this integrated approach provides 

decision-makers with precise insights into both immediate 

performance fluctuations and longer-term capability 

degradation trends, supporting informed decision-making for 

resource replenishment and mission adjustments in dynamic 

confrontation scenarios. 

5.2.2. Comparative analysis of DPS-RE and traditional 

resilience evaluation methods 

To highlight the advantages of the proposed DPS-RE model, 

we compared its evaluation results with those derived using a 

conventional Continuous Time-Resilience Evaluation (CT-RE) 

method, as illustrated in Fig. 17. Results indicate that the DPS-

RE model demonstrates greater sensitivity in detecting 

resilience fluctuations, particularly in later confrontation stages. 

In contrast, the CT-RE method, which calculates resilience 

continuously across the entire confrontation period, tends to 

smooth resilience values over time, thus diminishing sensitivity 

due to cumulative effects. Although CT-RE effectively captures 

resilience disruptions in the early stages, it fails to distinctly 

reflect subsequent fluctuations. As shown in Fig. 17, DPS-RE 

(red line) clearly identifies resilience fluctuations, while CT-RE 

(grey line) remains relatively smooth 

 

Figure 17. DPS-RE vs. CT-RE resilience evaluation (a) red side, (b) blue side. 
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Further comparative analysis was conducted using an Event 

Detection Density (𝐸𝐷𝐷) indicator, defined as 𝐸𝐷𝐷 = 𝑁𝑝𝑒𝑎𝑘/

𝑇𝑝ℎ𝑎𝑠𝑒  , where 𝑁𝑝𝑒𝑎𝑘  denotes the number of peaks/troughs 

detected within a resilience phase, and 𝑇𝑝ℎ𝑎𝑠𝑒  represents phase 

duration. Table 7 and Table 8 demonstrate that the DPS-RE 

method achieved 𝐸𝐷𝐷  values exceeding 0.5 events/min in 

approximately 82.4% of phases across both red and blue sides. 

In contrast, the CT-RE method failed to detect fluctuations 

(𝐸𝐷𝐷 = 0 ) in 69.2% of the assessed phases. These results 

clearly indicate that DPS-RE significantly outperformed CT-RE 

in capturing resilience fluctuations associated with disruption 

events, confirming its superior sensitivity and accuracy. 

This case study verifies the potential application value of the 

dynamic resilience model in CSoS gaming. On one hand, 

through real-time fluctuation analysis of 𝑅𝑒𝑚𝑖𝑠𝑠𝑖𝑜𝑛, such as the 

rapid deterioration of mission capability in Red’s Phase 5, 

vulnerable time windows of the CSoS can be quickly identified. 

On the other hand, it can be used for resource supply early 

warning. With 𝑅𝑒𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡 < 0.6 set in this case, combined with 

the deterioration characteristics of the potential strike index and 

reconnaissance coverage, supply requirement windows can be 

precisely located, such as prioritizing strike unit replenishment 

for the red side at time point 6935 and the blue side at 3340. 

Table 7. Comparison of multi-phase 𝐸𝐷𝐷 indicators for the red 

side. 

Phase No. 
𝐸𝐷𝐷 

CT-RE DPS-RE 

1 0.1704 0.5114 

2 0 0.8711 

3 0.0259 0.0518 

4 0 0.2393 

5 0 0.6926 

6 0 0.0263 

Table 8. Comparison of multi-phase EDD  indicators for the blue 

side. 

Phase No. 
𝐸𝐷𝐷 

CT-RE DPS-RE 

1 0 0.6896 

2 0 0.6667 

3 0 0.3334 

4 0.1371 0.0686 

5 0 0.4717 

6 0 0.8122 

7 0 0.6779 

8 0 2.4466 

9 0 0.6667 

10 0 0 

11 0 1.3873 

6. Conclusion and future work 

In this study, we proposed a dynamic resilience evaluation 

method for combat system of systems (CSoS) in long-term 

adversarial scenarios, integrating mission capability and 

inherent capability into a comprehensive assessment framework. 

To address unevenly distributed disruption events in prolonged 

confrontations, we developed a dynamic phase-segmented 

resilience evaluation model (DPS-RE) with time-varying 

performance baselines and expectation thresholds, enhancing 

evaluation sensitivity. Simulation experiments and multi-

domain joint combat scenario analyses validated the method’s 

effectiveness and applicability. 

The main conclusions are as follows: 

(1) Unlike traditional methods focused solely on mission-

active units, the proposed dual-dimensional framework 

incorporates standby units’ inherent capabilities, 

including reconnaissance perception and strike potential 

indices. This enables simultaneous assessment of 

instantaneous mission performance and latent recovery 

capacity, providing refined support for mission 

adjustments and resource replenishment in dynamic 

confrontations. 

(2) The DPS-RE model mitigates sensitivity degradation 

from cumulative disruptions over extended periods. 

Experimental analyses showed significantly higher 

sensitivity and accuracy compared to traditional 

continuous methods, enabling rapid identification of 

vulnerability windows and precise timing for resource 

supplementation.  

(3) Simulations varying standby unit numbers and types 

revealed a strong positive correlation between 

redundancy and CSoS resilience. Resource 

replenishment tailored to capability shortfalls reduced 

resilience deterioration rates by up to 57%. These 

findings provide valuable insights and quantitative 

references for optimizing CSoS robustness in real-world 

adversarial conditions. 

Dynamic resilience assessment of CSoS under adversarial 

conditions remains a critical and challenging research domain 

within intelligent command and decision-making. This study 

provided a methodological framework and simulation-based 

validation for dynamic resilience assessment considering 
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mission-active and standby units. Nevertheless, future research 

can expand upon several aspects: (1) The dynamic interplay 

among heterogeneous units, particularly within communication 

interconnections and mission-specific kill chains, should be 

modeled to capture disruption propagation and inform the 

design of more robust operational architectures. (2) The current 

linear weighted summation may oversimplify complex coupling 

effects between capability dimensions. Future research should 

explore advanced integration methods, including nonlinear 

models or machine learning-based approaches, to better capture 

resilience dynamics under diverse scenarios. (3) Further 

investigation is needed into how different adversarial strategies 

drive resilience evolution. Systematic collection and analysis of 

rich confrontation data will clarify how combat tactics shape 

resilience outcomes and enable the design of adaptive resilience 

enhancement strategies. 
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List of Notations 

𝑖, 𝑗 Indices for unit 𝑖 and enemy unit 𝑗. 𝑅𝑖
(𝑚)

 Combat radius of unit 𝑖 in domain 𝑚. 

𝜃𝑖, 𝜃𝑗 Heading angles of unit 𝑖 and 𝑗. 𝑃𝑖
(𝑚)

 Engagement success probability of unit 𝑖. 

𝑐𝛼𝑖𝑗 Angle perception between 𝑖 and 𝑗. 𝐴𝑖
(𝑚)

 Strike potential of unit 𝑖. 

𝑣𝑖 , 𝑣𝑗  Velocity perception between 𝑖 and 𝑗.  𝜔𝑚 Weight for strike potential in domain 𝑚. 

𝑐𝑣𝑖𝑗  Velocity perception between unit 𝑖 and 𝑗. 𝐶𝑎𝑐𝑡 CSoS strike potential. 

𝐷𝑖𝑗 Distance between unit 𝑖 and 𝑗. 𝑁𝑚 Number of units in domain 𝑚. 

𝑅𝑎 , 𝑅𝑠 Attack and perception ranges. 𝛼 Adaptive weight (reconnaissance vs. strike). 

𝑐𝑑𝑖𝑗 Distance perception between 𝑖 and 𝑗. 𝜆 Sensitivity coefficient. 

𝑠𝑖𝑗 Survival probability of unit 𝑖.  𝑄𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡 
 

Inherent capability of the CSoS. 

𝑆𝑈𝑖 Survival rate of unit 𝑖.  𝑄𝑚𝑖𝑛 Minimum performance threshold. 

𝑁0 Number of mission-active units. 𝜂𝑗 Mission-criticality factor. 

𝑄𝑚𝑖𝑠𝑠𝑖𝑜𝑛 Mission capability of the CSoS. 𝑄𝑜𝑝𝑡 Optimal performance level. 

𝑟𝑖 Detection radius of unit 𝑖.  𝑄𝑖𝑛𝑖𝑡𝑖𝑎𝑙
(𝑗)

 Pre-disruption performance of dimension 𝑗. 

𝒟𝑖 Sensor set of unit 𝑖. 𝛽 Weight between time resilience and performance resilience. 

𝑑𝑘 Sensor 𝑘 on unit 𝑖. 𝑅𝑒0 Time resilience. 

𝑟𝑖,𝑘
𝑚𝑎𝑥 Maximum detection radius of sensor 𝑑𝑘. 𝑅𝑒1 Performance resilience. 

𝑒𝑖,𝑘 Activation state of sensor 𝑑𝑘.  𝑅𝑒𝑚𝑖𝑠𝑠𝑖𝑜𝑛 Mission capability resilience. 

𝛿𝑖 Sensor indicator for unit 𝑖.   𝑅𝑒0
′  Discretized time resilience. 
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𝑁𝑢 Number of units with active perception.  𝑅𝑒1
′  Discretized performance resilience. 

𝑁 Total number of units in the CSoS. 𝑅𝑒𝑖𝑛ℎ𝑒𝑟𝑒𝑛𝑡 Inherent capability resilience. 

𝐶𝑜𝑏𝑠 Reconnaissance perception index of CSoS.  𝒯 Multi-phase confrontation process. 

𝑚 Operational domain index.  𝐸𝑘 𝑘 -th phase of the process. 

𝑊𝑖
(𝑚)

 Weapon resources of unit 𝑖 in domain 𝑚. 𝑅𝑒𝑆𝑜𝑆 Final dynamic resilience of the CSoS. 

 


