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Highlights  Abstract  

▪ Proposes a DBN–MC PSA framework for 

ESADs under multi-source CCF and epistemic 

uncertainty. 

▪ Propagates epistemic uncertainty in CCF 

parameters via outer-loop Monte Carlo 

sampling. 

▪ Produces time-dependent unintended-arming 

probability trajectories with percentile 

uncertainty bands. 

▪ Computes intervention-based importance 

measures using RAW and normalized RRW. 

▪ Quantifies robustness of importance rankings 

across epistemic scenarios. 

 Electronic safety and arming devices (ESADs) require extremely low 

unintended-arming probabilities, making success-run demonstration 

testing impractical. This paper proposes a DBN–MC dynamic PSA 

framework that encodes sequential enabling constraints and multi-

source common-cause failures (CCFs) via local CPTs, and propagates 

epistemic uncertainty in data-scarce CCF parameters through outer-loop 

Monte Carlo sampling. In a case study, the mission-end unintended-

arming probability is 1.896×10⁻⁷ with a 90% uncertainty interval of 

[5.421×10-9, 6.948×10-7], providing time-dependent risk trajectories 

with percentile uncertainty band. Decision support is further enabled by 

intervention-based importance measures—RAW for worst-case 

amplification and normalized RRW for improvement potential—and by 

robustness diagnostics that summarize ranking variability across 

epistemic scenarios. The results show CCF mechanisms dominate worst-

case amplification, while improvement priorities are distributed and 

scenario dependent, supporting uncertainty-informed ESAD design 

screening and prioritization. 
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1. Introduction 

Electronic safety and arming devices (ESADs) must satisfy 

extremely stringent safety requirements. GJB 373B-2019 

requires the probability of unintended arming before the 

initiation of the arming process to be below 1×10-6, making 

ESADs typical high-reliability systems. Using traditional pass–

fail testing, meeting this target would require approximately 

2.3×106 samples under 90% confidence with zero failures 

according to the success-run theorem [1], which is often 

infeasible in practice. 

Probabilistic safety assessment (PSA) provides a feasible 

alternative for quantifying safety and supporting design 

decisions [2–4]. Classical PSA methods such as fault tree 

analysis (FTA) and event tree analysis (ETA) are widely used 

[5,6] and ESAD safety is often evaluated by FTA following the 

“Fuze Typical Fault Tree Manual” [7]. However, ESAD failure 

processes are inherently time-dependent and governed by 
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sequential arming logic, which is difficult to capture with purely 

static models [8]. Markov chain models have therefore been 

adopted to evaluate dynamic schemes and compare logic 

designs [9–11]. Yet, Markov formulations can become 

cumbersome to construct and maintain due to global state 

enumeration when dependency structures and correlated failure 

mechanisms are introduced. 

Common-cause failures (CCFs) are particularly important 

for modern ESADs, yet they are not consistently treated in 

existing ESAD-oriented PSA studies. Empirical studies report 

that CCFs contribute more than 30% of failures in critical 

avionics systems [12]. For ESADs, which increasingly adopt 

fully electronic architectures, CCF mechanisms may 

significantly affect redundant safety components. Existing 

ESAD-oriented PSA studies often consider simplified CCF 

settings and show that risk can increase markedly once CCFs 

are included [13,14]. These observations underscore the need 

for ESAD PSA models that can incorporate CCF mechanisms 

in a structured and extendable manner. 

The challenge is compounded by data scarcity. While 

independent failure probabilities can often be obtained from 

standards such as GJB-299C, key CCF parameters (e.g., the 𝛽-

factor) frequently lack empirical support and are therefore 

specified as fixed values or ranges based on expert judgment 

[8,15] or obtained via scoring methods such as those in IEC-

61508 [16], inevitably introducing epistemic uncertainty due to 

subjectivity in parameter selection [17]. More broadly, recent 

studies have emphasized uncertainty-aware, data-efficient 

reliability analysis under limited degradation information. For 

example, He et al. [18] integrate a physics-informed neural 

network with a Wiener-process-based degradation model to 

improve degradation modeling and reliability prediction under 

sparse data, while Wang et al. [19] employ neural-network-

supported monotonic stochastic processes to quantify and 

propagate multiple sources of uncertainty in reliability 

assessment. However, ESAD probabilistic safety assessment is 

system-oriented and rare-event driven: safety depends not only 

on individual component behavior but also on cross-channel 

interactions, component–environment and human–system 

interactions (e.g., mis-operation), external disturbances, and 

other low-probability stochastic events, for which 

representative degradation datasets are often unavailable. 

Inspired by these uncertainty-aware efforts, our DBN–MC 

framework propagates epistemic uncertainty in CCF parameters 

through DBN inference into risk metrics and importance 

measures, thereby supporting decision-making for ESAD-type 

time-ordered redundant systems. 

Bayesian networks (BNs) provide a causal graphical 

representation with conditional probability tables (CPTs) for 

uncertainty modeling [20,21]. Since Bobbio et al. proposed 

mapping fault trees into BNs [22], BN-based reliability 

modeling has attracted increasing attention [23,24]. However, 

BNs are static. Dynamic Bayesian networks (DBNs) extend 

BNs by explicitly modeling temporal dependence between time 

slices, making them suitable for PSA settings where sequential 

enabling constraints and dependent mechanisms must be 

represented [25–27], a practical remaining challenge is to 

integrate epistemic uncertainty in data-scarce CCF parameters 

into dynamic inference in a tractable and decision-relevant 

manner. 

To address data scarcity in CCF parameters and the resulting 

epistemic uncertainty, we develop a DBN–MC framework that 

propagates epistemic uncertainty through dynamic inference. 

The framework outputs time-dependent unintended-arming 

probability trajectories with percentile uncertainty bands. For 

decision support, we compute intervention-based importance 

indices (RAW and normalized RRW). Importantly, we further 

evaluate whether the resulting importance priorities are stable 

under epistemic uncertainty by summarizing ranking robustness 

across epistemic scenarios using rank-frequency and 

normalized entropy. 

To differentiate this study from recent and representative 

DBN/DTBN/CTBN-based dynamic PSA and reliability 

approaches that explicitly incorporate CCF modeling. For 

clarity, Table 1 compares representative studies along four 

dimensions: (i) CCF representation, (ii) handling of epistemic 

uncertainty (point / bounds-only / propagated), (iii) state-space 

handling, and (iv) importance analysis (measures and ranking-

robustness assessment). Abbreviations used in Table 1 include: 

dynamic Bayesian network (DBN); discrete-time Bayesian 

network (DTBN); continuous-time Bayesian network (CTBN); 

continuous-time dynamic Bayesian network (CTDBN); 

common-cause failure (CCF); conditional probability table 

(CPT); phased-mission system (PMS); dynamic fault tree 
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(DFT); best–worst method (BWM); hesitant fuzzy set (HFS); 

efficient decomposition and aggregation (EDA); and Fussell–

Vesely (FV). 

As summarized in Table 1, recent DBN/DTBN/CTBN-

based dynamic PSA/reliability studies that incorporate CCFs 

predominantly adopt point CCF parameters or provide bounds-

only risk results (e.g., via interval assumptions or conservative 

endpoint selection), rather than propagating epistemic 

uncertainty through the dynamic model to obtain time-

dependent risk distributions (e.g., percentile bands). Moreover, 

when importance analysis is reported, it is typically computed 

at a single nominal parameterization (i.e., point importance), 

and importance-ranking robustness under epistemic uncertainty 

is not assessed. 

In contrast, our incremental contribution is a decision-

oriented uncertainty-to-importance workflow: we propagate 

epistemic uncertainty through the DBN to generate time-

dependent risk trajectories with percentile bands, compute 

intervention-based RAW and normalized RRW under each 

epistemic scenario, and then quantify ranking robustness using 

rank-frequency and normalized entropy. This enables 

preliminary-design screening that distinguishes robust priorities 

that persist across epistemic scenarios from scenario-dependent 

priorities driven by epistemic assumptions, thereby improving 

the interpretability of importance-based recommendations 

under data scarcity. 

Table 1. Comparison of recent DBN/DTBN/CTBN-based dynamic PSA/reliability studies incorporating CCFs: epistemic-uncertainty 

handling, state-space handling, and importance analysis (measures and ranking robustness). 

Refs. CCF representation 
Epistemic-uncertainty 

handling 
State-space handling 

Importance analysis 

(measures; ranking 

robustness) 

[28] 

Explicit CCF mode/states 

in DTBN (independent vs. 

CCF). 

Point (fixed parameters) 
Standard DTBN state space 

(no reduction) 

Not reported; Robustness: 

N/A 

[29] 
β-factor in CTBN CPT; 

step/impulse functions 

Bounds-only (uses upper 

endpoint; not propagation) 

Standard CTBN state space 

(no reduction) 

Measures: Birnbaum; 

Robustness: No 

[30] 
β-factor in CTBN CPT; 

DFT→CTBN 

Bounds-only (BWM+HFS 

for β; interval theory 

yields risk bounds) 

Structured CTBN from DFT; 

no reduction 

Not reported; Robustness: 

N/A 

[31] 
CCF in PMS-DTBN 

(added events/nodes) 

Not emphasized (focus on 

efficiency; not explicit 

epistemic propagation) 

EDA 

decomposition/aggregation 

reduces DTBN size 

Not reported; Robustness: 

N/A 

[32] 
β-factor in CTDBN; 

step/impulse 
Point (fixed parameters) 

Standard CTDBN state 

space (no reduction) 

Measures: Prob. 

importance; FV; RRW; 

differential (point); 

Robustness: No 

[33] 
Explicit CCF states in 

DTBN 

Bounds-only (interval 

analysis yields risk 

bounds) 

Standard DTBN state space 

(no reduction) 

Not reported; Robustness: 

N/A 

[34] 

Explicit CCF states in 

DBN (imperfect 

coverage) 

Bounds-only (sensitivity/ 

interval assumptions yield 

bounds at a time point) 

Standard DBN state space 

(no reduction) 

Measures: qualitative 

sensitivity only (no 

quantitative importance); 

Robustness: No 

[35] 
GO-FLOW→DTBN with 

CCF 
Point (fixed parameters) 

Standard DTBN state space 

(no reduction) 

Measures: contribution 

share to total unreliability 

(point); Robustness: No 

[36] 

Explicit CCF 

process/states in DBN 

redundancy 

Point (fixed parameters) 
Standard DBN state space 

(no reduction) 

Not reported; Robustness: 

N/A 

This work 
Explicit CCF mechanism 

nodes in DBN 

Propagated (outer-loop 

MC on epistemic factors; 

dynamic risk percentiles) 

Exact forward propagation 

(no reduction) 

Measures: RAW + 

normalized RRW (per 

epistemic scenario); 

Robustness: Yes (rank-

frequency + normalized 
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entropy across scenarios) 

2. System description and problem definition 

2.1. System overview and safety objective 

An ESAD with three sequentially armed safety components is 

considered. The modeling assumptions are as follows: 

(1) Absorbing-state assumption: Each Safety component is 

modeled as a two-state variable, Unarmed and Armed. Once  

a component transitions to Armed, it remains in that state for the 

remainder of the mission horizon. 

(2) Preliminary-design (a priori) assessment assumption: 

The model targets the preliminary design phase, where 

operational evidence is limited. Model parameters therefore 

reflect design-time knowledge. The analysis is intended for  

a priori risk screening and design prioritization, rather than post-

deployment statistical estimation. 

(3) CCF mechanism assumption: Dependencies among 

safety components are represented using CCF mechanism nodes 

that capture latent common-cause triggers capable of 

simultaneously affecting multiple safety components within a 

time step. Given the preliminary-design context, a conservative 

forcing semantics is adopted: if a relevant CCF mechanism 

occurs at time t, the affected safety components are forced into 

the Armed state within the same time step. Each CCF 

mechanism is also treated as absorbing over the mission horizon. 

ESAD unintended-arming failure is synonymous with 

unintended arming defined as the simultaneous armed state of 

Safety 1-Safety 3: 

𝐹(𝑡) ≜  {S1(𝑡) = Armed, S2(𝑡) = Armed,S3(𝑡) = Armed}  (1) 

The ESAD unintended-arming failure probability at time  

t is: 

 𝑃𝐹(𝑡) ≜  𝑃(𝐹(𝑡))  (2) 

The schematic of the ESAD is shown in Figure 1. 
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Figure 1. Schematic of the ESAD. 

Level 1: Environmental Identification 1 detects a predefined 

signal and transmits it to Logic Controller 1. Upon validation, 

Logic Controller 1 commands Switch 1 to close. 

Level 2: After confirming the Safety 1 has been armed and 

then receiving a signal from Environmental Identification 2, 

Logic Controller 2 outputs a control signal to arm the Safety 2, 

thereby forming a closed source–drain loop for the dynamic 

energy switch. 
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Level 3: This stage requires confirmation of preceding states 

and collaborative evaluation of a third environmental signal. 

Logic Controller 2 generates alternating control signals that 

interact with feedback voltages, driving periodic operation of 

the dynamic switch and ultimately placing the system in standby 

mode.  

2.2. Sequential logic and dynamic feedback 

The intended arming logic of the ESAD is sequential.  

A downstream Safety component is allowed to arm only after 

the required upstream component has already entered the 

Armed state. In this study, unintended arming is driven by 

independent component mechanisms and by CCF mechanisms. 

When no CCF occurs, the enabling condition directly 

governs the Unarmed-to-Armed transition. Safety 2 is permitted 

to transition from Unarmed to Armed only if Safety 1 is Armed. 

Safety 3 is permitted to transition from Unarmed to Armed only 

if Safety 2 is Armed. If the enabling condition is not satisfied, 

the downstream component cannot arm in that time step and 

remains Unarmed. If the enabling condition is satisfied, the 

downstream component may arm according to its independent 

per-step probability. 

This sequential dependence creates dynamic feedback. The 

inferred probability that an upstream component is Armed 

changes over time, and this changing belief continuously 

modulates the effective arming behavior of downstream 

components through the enabling rule. 

2.3. Multi-source common cause failures and modeling 

needs 

For ESADs, CCF risks stem from shared intrinsic factors, 

functional coupling, and common external stresses, which can 

lead to correlated, near-simultaneous unintended arming across 

multiple safety components. 

Data supporting the associated CCF parameters are often 

scarce, and the underlying mechanisms are complex, making 

precise quantification difficult. As a result, epistemic 

uncertainty becomes a key driver of assessment uncertainty. 

An uncertainty-informed PSA should therefore report not 

only a point estimate of failure probability, but also uncertainty 

ranges and the stability of importance rankings across plausible 

epistemic scenarios. 

3. Theoretical foundation 

3.1. DBN process model 

A DBN represents the probabilistic evolution of system 

variables over time by extending a BN with temporal 

dependencies [37]. A DBN consists of an initial network 

defining the prior distribution at t=0 and a transition network 

defining state transitions between consecutive time slices under 

a first-order Markov assumption [38]: 

 𝑃(𝑋𝑡|𝑋0:𝑡-1) = 𝑃(𝑋𝑡|𝑋𝑡−1)           (3) 

Over the mission horizon, the joint distribution factorizes as 

 𝑃(𝑋0:𝑇) = 𝑃(𝑋0) ∏ 𝑃(𝑋𝑡|𝑋𝑡−1)𝑇
𝑡=1   (4) 

This factorization is the basis for forward propagation: 

starting from P(X0), the model iteratively predicts the 

distribution at the next time step [39]. 

3.2. Node-level cpts and forward propagation 

Each node Y(t) is governed by a conditional probability table 

(CPT) given its parents: 

 𝑃(𝑌(𝑡)|𝑃𝑎(𝑌(𝑡)))  (5) 

Forward propagation is performed by marginalizing over 

parent configurations: 

 𝑃(𝑌(𝑡) = 𝑦) = ∑ 𝑃(𝑌(𝑡) = 𝑦|𝜋)𝜋∈𝛺𝑃𝑎(𝑌)
𝑃(𝜋)    (6) 

In the case study, parent sets are small and discrete, so exact 

enumeration of π provides stable and reproducible propagation. 

3.3. Two-state absorbing components and 

enabling/forcing logic 

Absorbing behavior for a two-state component is encoded 

directly in its CPT: 

 𝑃(S(𝑡) = 𝐴𝑟𝑚𝑒𝑑|S(𝑡 − 1) = 𝐴𝑟𝑚𝑒𝑑,⋅) = 1      (7) 

When a component is Unarmed at t-1, it can transition to 

Armed at t through its independent mechanism when enabling 

conditions are satisfied and no forcing mechanism applies: 

 
( ( ) ) )S

 

(S 1P t Armed t

Unarmed enabled no forcing q

= −

= =， ，
     (8) 

CCF “forcing” is implemented by assigning probability 1 to 

Armed when the relevant CCF is in Occurred state in that step. 

3.4. Epistemic uncertainty propagation by Monte Carlo 

Epistemic uncertainty in data-scarce parameters is represented 

by a multiplicative factor: 

 𝑞 = 𝑞0𝑈            (9) 
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Each Monte Carlo draw defines an epistemic scenario 

s∈{1,…,S}. An epistemic scenario corresponds to one joint 

instantiation of all epistemically uncertain parameters. For 

scenario s, parameters are instantiated as: 

 𝑞(𝑠) = 𝑞0𝑈(𝑠)          (10) 

The DBN is propagated under each scenario to obtain PF
(s)

(t). 

The mean trajectory is estimated by: 

 𝐸[𝑃𝐹(𝑡)] ≈
1

𝑆
∑ 𝑃𝐹

(𝑠)(𝑡)𝑠
𝑠=1   (11) 

and uncertainty intervals are obtained from empirical 

quantiles across scenarios. 

3.5. Intervention-based importance measures 

1) Risk achievement worth 

The RAW indicator aims to quantify the contribution of  

a specific failure event to the overall risk of the system. Its 

essence is to measure the intensity of the negative impact on 

system reliability when the event transitions from a state of 

certain probability of occurrence to a state of absolute 

occurrence. Its mathematical expression is: 

𝑅𝐴𝑊𝑖 =
𝑃𝐹(𝑇;𝑞𝑖←1)

𝑃𝐹(𝑇;𝑞𝑖←𝑞𝑖
0)

  (12) 

The larger the RAW value, the greater the "contribution" of 

the component failure to the system risk, indicating stronger 

conditional amplification of system failure probability under the 

imposed intervention [40]. 

2) Normalized risk reduction worth 

Risk Reduction Worth is used to quantify the potential risk 

reduction when a basic event is perfectly improved (i.e., entirely 

prevented) under the adopted intervention [41]. In this work we 

use a normalized Risk Reduction Worth so that the metric 

directly represents the fractional reduction of the system failure 

probability and is bounded in [0,1], its mathematical expression 

is: 

𝑅𝑅𝑊𝑖 =
𝑃𝐹(𝑇;𝑞𝑖←𝑞𝑖

0)−𝑃𝐹(𝑇;𝑞𝑖←0)

𝑃𝐹(𝑇;𝑞𝑖←𝑞𝑖
0)

           (13) 

A larger RRW value indicates that improving the reliability 

of the corresponding event yields a greater fractional 

reduction in system failure probability. 

3.6. Ranking robustness under epistemic uncertainty 

This paper achieves robustness analysis of importance ranking 

through the following systematic process: First, in the outer 

Monte Carlo loop, repeated sampling is conducted from the 

joint distribution of epistemic uncertainty parameters, with each 

sample yielding a complete set of parameter realization values 

θ(s). These parameter samples represent the possible values of 

parameters under different scenarios. 

Next, for each parameter sample θ(s), the inner DBN 

dynamic inference process is executed to calculate the RAW and 

RRW values of each failure event in that scenario. Based on the 

magnitude of the importance values, a ranking sequence of 

failure events for the current scenario is generated. 

𝑅𝐴𝑁𝐾(𝑠) = [𝑟𝑎𝑛𝑘1
(𝑠)
，𝑟𝑎𝑛𝑘2

(𝑠)
， …，𝑟𝑎𝑛𝑘𝑁

(𝑠)
] (14) 

After completing all S sampling iterations, a sample set of 

rankings is obtained. By statistically analyzing the frequency 

of each failure event appearing in different ranks, a probability 

distribution matrix of the importance ranking is constructed. 

𝑃(𝑟𝑎𝑛𝑘𝑖 = 𝑗) =
1

𝑆
∑ 𝐼(𝑟𝑎𝑛𝑘𝑖

(𝑠)
= 𝑗)𝑆

𝑠=1       (15) 

Concentrated rank probabilities indicate robust 

prioritization; dispersed probabilities indicate scenario 

sensitivity. 

To complement the rank-frequency matrices, we report  

a normalized Shannon entropy computed from each event’s 

rank distribution. Let pe,r denote the empirical probability that 

event e attains rank r across epistemic scenarios, and let n be the 

number of basic events. The normalized entropy is: 

𝐻𝑒 = −
1

𝑙𝑜𝑔2 𝑛
∑ 𝑝𝑒,𝑟

𝑛
𝑟=1 𝑙𝑜𝑔2 𝑝𝑒,𝑟          (16) 

Where He∈[0,1]. Smaller He indicates a more concentrated 

ranking, whereas larger He indicates greater dispersion. 

4. Case study 

4.1. DBN modeling 

Based on the system description in Section II, a DBN model is 

constructed. The mission time is 500 h, discretized with Δt = 10 

h (T = 50 steps). The initial condition sets S1–S3 to Unarmed 

and all CCF mechanisms to Not Occurred at t=0, consistent with 

P(X0) in (4). Since this study targets the preliminary design 

stage, CCFs are introduced as mechanism variables for a priori 

risk screening, rather than component-level failure modes 

inferred from field data. Each CCF node represents a class of 

latent common-cause triggers used for a priori risk screening 

and design prioritization rather than event attribution from field 
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data that can simultaneously affect multiple safety channels 

including CCF123, CCF23, CCF12 and CCF13. The instantiated 

network topology used in the case study is shown in Figure 2. 

CCF123 affects S1, S2, and S3; 

CCF12: affects S1 and S2; 

CCF13: affects S1 and S3; 

CCF23: affects S2 and S3. 

Loop through the set to 

output the specified parameters

Monte Carlo process address epistemic uncertainty

Epistemic uncertainty 
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failure probability
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 on forward propagation with CPT-based state updates

each node's state at slice t+1 is conditioned on its 

own state and the states of its parent nodes at slice t
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Figure 2. Schematic diagram of the systematic inference process and topological structure.  

Persistence is encoded through inter-slice arcs, whereas 

forcing/enabling is encoded by selecting appropriate parent sets 

in the CPTs. These CPTs are constructed directly from the DBN 

construction framework: 

Absorbing Safety dynamics and absorbing CCF dynamics 

are encoded by (7). 

Sequential enabling is implemented by conditioning the 

independent transition of S2(t) on S1(t) and of S3(t) on S2(t), 

consistent with the “enabled” condition in (8). 

CCF forcing is implemented by setting the conditional 

arming probability of a Safety component to 1 whenever any 

affecting CCF is Occurred at the current step. This construction 

ensures that the model is evaluated by repeated application of 

the DBN propagation rules in (3)-(6).  

Since this is an a priori assessment in preliminary design, 

CCF parameters represent design knowledge (standards/ 

analogy/ expert judgment) rather than data-driven estimates; 

epistemic uncertainty is therefore explicitly modeled to quantify 

decision-relevant bounds. 

For the independent failure probability parameters of the 

components, the calculation logic references literature [13], 

with values primarily based on authoritative standards. 

Specifically, the baseline independent failure probability for 

components S1, S2, and S3 are derived from the reliability data 

of components provided by GJB-299C, which is based on 

extensive testing and field statistical results, thus possessing 



Eksploatacja i Niezawodność – Maintenance and Reliability Vol. 28, No. 3, 2026 

 

high credibility. Given the low epistemic uncertainty of these 

foundational failure probability data, they are set as fixed values 

in the model. 

Table 2. Common cause failure factor table for logical 

subsystems, sensors, or final elements (1oo2 system). 

Engineering 

judgment score 

β 

Logical 

subsystems 

sensors, 

final elements 

≥120 0.5% 1% 

70-120 1% 2% 

45-75 2% 5% 

＜45 5% 10% 

Table 3. Common cause failure factor table for logical 

subsystems, sensors, or final elements (MooN system). 

MooN 
N 

2 3 4 5 

M 

1 β 0.5β 0.3β 0.2β 

2 - 1.5β 0.6β 0.4β 

3 - - 1.75β 0.8β 

Epistemic uncertainty is introduced only for the CCF 

parameters through the multiplicative model in (9)-(10), i.e., 

qccf,r= qccf,r,0Ur . This choice reflects the preliminary-design 

setting considered here, where available evidence is typically 

limited to order-of-magnitude guidance and does not support 

identifying a unique, highly structured prior shape. IEC 61508 

β-factor tables already imply substantial dispersion: for 1oo2 

architectures β ranges from 0.5% to 10%, and for MooN 

systems βis further scaled by coefficients from 0.2 to 1.75. 

When such subsystem-level guidance is mapped to a per-step, 

mechanism-level occurrence probability in a discretized 

DBN—where the result depends on architectural interpretation, 

cause grouping, and the discretization interval Δt; therefore, 

additional variability is plausible. We therefore assign log-

uniform multipliers Ur∈[10-2,102], which encodes order-of-

magnitude uncertainty without favoring any particular 

magnitude a priori. To maintain physical plausibility and 

decision relevance at the chosen time-step granularity, we 

impose plausibility constraints on each per-step CCF probability. 

Specifically, we apply two sanity bounds: each qccfr is kept 

below the smallest independent per-step arming probability of 

the affected safety component, and for each affected pair qccfr is 

kept no smaller than the product of the two corresponding 

independent per-step probabilities, so that CCF effects remain 

physically plausible and non-negligible at the chosen time step. 

Section V further evaluates sensitivity to the prior family (log-

uniform vs. truncated log-normal) and to admissible-range 

contraction. The adopted nominal parameters and uncertainty 

settings are summarized in Table 4 and 5. System nodes and 

their dependencies are listed in Table 6. The CPTs for each node 

are presented in Table 7–10. 

Table 4. Per-step parameters (Δt=10h). 

Parameter Value 

qS1 2.7×10-5 

qS2 3.316×10-5 

qS3 3.012×10-5 

qccf123,0 2.0×10-10 

qccf12,0 5.0×10-8 

qccf13,0 5.0×10-8 

qccf23,0 5.0×10-8 

Table 5. Parameter uncertainty settings. 

Parameter Distribution Range 

U123 Log-uniform [10-2, 102] 

U12 Log-uniform [10-2, 102] 

U23 Log-uniform [10-2, 102] 

U13 Log-uniform [10-2, 102] 

Table 6. System nodes and their dependencies. 

Node Code Parent Node State Space 

S1(t) S1(t-1) CCF123(t), CCF12(t), CCF13(t) ['Unarmed', 'Armed'] 

S2(t) S2(t-1), S1(t), CCF123(t), CCF12(t), CCF23(t) ['Unarmed', 'Armed'] 

S3(t) S3(t-1), S2(t), CCF123(t), CCF13(t), CCF23(t) ['Unarmed', 'Armed'] 

CCF123(t) CCF123(t-1) ['Not Occurred', 'Occurred'] 

CCF12(t) CCF12(t-1) ['Not Occurred', 'Occurred'] 

CCF13(t) CCF13(t-1) ['Not Occurred', 'Occurred'] 

CCF23(t) CCF23(t-1) ['Not Occurred', 'Occurred'] 

Table 7. Conditional probability table for node S1. 

S1(t-1) CCF123(t) CCF12(t) CCF13(t) P(S1(t) = Armed) P(S1(t) = Unarmed) 

- Occurred - - 1.0 0.0 

- - Occurred - 1.0 0.0 

- - - Occurred 1.0 0.0 

Armed Not Occurred Not Occurred Not Occurred 1.0 0.0 

Unarmed Not Occurred Not Occurred Not Occurred qS1 1-qS1 
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Table 8. Conditional probability table for node S2. 

S2(t-1) S1(t) CCF123(t) CCF12(t) CCF23(t) P(S2(t) = Armed) P(S2(t) = Unarmed) 

- - Occurred - - 1.0 0.0 

- - - Occurred - 1.0 0.0 

- - - - Occurred 1.0 0.0 

Armed Armed Not Occurred Not Occurred Not Occurred 1.0 0.0 

Unarmed Armed Not Occurred Not Occurred Not Occurred qS2 1-qS2 

Armed Unarmed Not Occurred Not Occurred Not Occurred 1.0 0.0 

Unarmed Unarmed Not Occurred Not Occurred Not Occurred 0.0 1.0 

Table 9. Conditional probability table for node S3. 

S3(t-1) S2(t) CCF123(t) CCF13(t) CCF23(t) P(S3(t) = Armed) P(S3(t) = Unarmed) 

- - Occurred - - 1.0 0.0 

- - - Occurred - 1.0 0.0 

- - - - Occurred 1.0 0.0 

Armed Armed Not Occurred Not Occurred Not Occurred 1.0 0.0 

Unarmed Armed Not Occurred Not Occurred Not Occurred qS3 1-qS3 

Armed Unarmed Not Occurred Not Occurred Not Occurred 1.0 0.0 

Unarmed Unarmed Not Occurred Not Occurred Not Occurred 0.0 1.0 

Table 10. Conditional probability table for node CCF123/CCF12/ CCF23/ CCF13. 

CCF Type CCF(t-1) P(CCF(t) = Occurred) P(CCF(t) = Not Occurred) 

CCF123 Not Occurred qccf123 1-qccf123 

 Occurred 1.0 0.0 

CCF12 Not Occurred qccf12 1- qccf12 

 Occurred 1.0 0.0 

CCF13 Not Occurred qccf13 1- qccf13 

 Occurred 1.0 0.0 

CCF23 Not Occurred qccf23 1- qccf23 

 Occurred 1.0 0.0 

4.2. Failure probability computation workflow 

For each scenario s, uncertain parameters are instantiated by (10) 

and the DBN is propagated from t=1 to T using (4)-(6). At each 

time t, the failure event is evaluated by (1) and the failure 

probability by (2). The mean trajectory and uncertainty bands 

are computed using (11). The overall computation flow used in 

the case study is summarized in Figure 3. 

4.3. Convergence analysis 

Convergence of the ESAD unintended-arming failure 

probability PF(T) with respect to scenario count S is reported in 

Table 11. The results stabilize for S≥3000, and S=5000 is 

adopted in the subsequent analyses. The reported 90% 

uncertainty interval corresponds to the 5th-95th percentiles of 

PF(T) over the epistemic scenarios. 

Table 11. Results of Different Sampling Counts. 

Samples S Mean PF(T) 90% uncertainty interval 

1000 1.921×10⁻⁷ [4.090×10⁻9,6.989×10⁻⁷] 

1500 1.880×10⁻⁷ [4.213×10⁻9,6.981×10⁻⁷] 

2000 1.865×10⁻⁷ [4.527×10⁻9,6.445×10⁻⁷] 

3000 1.875×10⁻⁷ [5.171×10⁻9,6.833×10⁻⁷] 

4000 1.872×10⁻⁷ [4.979×10⁻9,6.946×10⁻⁷] 

5000 1.896×10⁻⁷ [5.421×10⁻9,6.948×10⁻⁷] 

 

Status update completed to obtain the current time slice

Probability distribution of the state of all nodes

Calculation method for 

failure probability under the 

occurrence of CCF

Node combinations and the 

joint probability distribution of 

each node combination

According to CPT calculation.

conditional arming 

probability is 1, while the 

arming probability of 

unaffected Safety 

components depends on 

temporal constraints and 

independent arming 

probabilities

Calculation method for 

failure probability under the 

absence of CCF

The component status is 

entirely dependent on 

temporal constraints and 

independent failure 

probability

Whether a CCF event 

occurs in the combination

Based on the states of each node in the node combinations

yes no

Current time slice ESAD unintended-

arming failure probability

Weighted 

summation

 

Figure 3. Schematic diagram of the ESAD unintended-arming 

failure probability calculation process. 
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4.4. ESAD unintended-arming failure probability and 

baseline comparison 

To contextualize the proposed DBN–MC results, a deterministic 

baseline is obtained using FTA, which solves the top-event 

probability via minimal cut sets. For the deterministic FTA input, 

the expected value of the log-uniform multiplier U is used for 

CCF parameters: 

𝐸[𝑈] =
b-a

𝑙𝑛(
𝑏

𝑎
)

,   a = 10−2,b = 102 , yielding E[U]≈10.857. 

Accordingly, the deterministic CCF inputs are set as: 

𝑞𝐶𝐶𝐹𝑟.𝑑𝑒𝑡
= 𝐸[𝑈]𝑞𝐶𝐶𝐹𝑟.0

 The DBN–MC results are reported 

in terms of the mean trajectory and percentile bounds over 

epistemic scenarios. The ESAD unintended-arming failure 

probability evolution over time calculated by DBN-MC method 

is shown in Figure 4 and the unintended-arming failure 

probability is summarized in Table 12. 

To numerically verify the correctness of DBN forward 

propagation for the discretized model, an equivalent discrete-

time Markov formulation was implemented under the same 

discretization Δt and mission length T. the Markov method 

represents the system as a discrete-time Markov chain with  

a finite state space. Let π(t) denote the row vector of state 

probabilities at step t, and let P denote the one-step transition 

probability matrix. The propagation is: 

 𝜋(𝑡) = 𝜋(𝑡 − 1)𝑃, 𝑡 = 1, … , 𝑇  (17) 

Hence 

 𝜋(𝑇) = 𝜋(0)𝑃𝑇    (18) 

The ESAD unintended-arming failure probability is 

obtained by summing the probabilities of all states that satisfy 

the failure event definition F(T) in (1): 

 𝑃𝐹
𝑀𝑎𝑟𝑘𝑜𝑣(𝑇) = ∑ 𝜋𝑥(𝑇)𝑥∈𝐹   (19) 

where F is the set of failure states in which S1, S2, S3 are all 

in the Armed state. The transition matrix P is constructed using 

the same per-step parameters and the same enabling/forcing 

rules as those encoded in the DBN CPTs, ensuring consistency 

between Markov and DBN formulations. 

The resulting Markov failure-probability trajectory matches 

the DBN inference result (see Table 12) to within numerical 

error, with the maximum absolute discrepancy below 10-15, 

providing a numerical cross-check of the DBN propagation 

implementation computed via (4)–(6). In addition, the DBN 

representation (as used in the proposed DBN–MC framework) 

provides a modular and maintainable modeling template: 

system dynamics are specified locally through parent sets and 

conditional probability tables (CPTs), which naturally encode 

sequential enabling logic and correlated mechanisms without 

explicitly constructing a global transition matrix. Consequently, 

extensions or logic/dependency changes can often be 

implemented by adding or revising a small number of nodes and 

local CPT entries, reducing re-modeling effort compared with 

rebuilding and validating a full-state transition matrix. 

Moreover, the Monte Carlo component enables straightforward 

uncertainty propagation via repeated sampling and DBN 

inference, while keeping the logical structure unchanged. 
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Figure 4. ESAD unintended-arming failure probability 

evolution over time calculated by DBN-MC method. 

Table 12. Comparison of ESAD Unintended-Arming Failure 

Probability at t=500 h (T=50) by different Assessment Method. 

Assessment Method 
ESAD unintended-arming 

failure probability 

FTA 2.322×10⁻⁷ 

Markov 1.896×10⁻⁷ 

DBN–MC mean 1.896×10⁻⁷ 

DBN–MC 90% 

uncertainty interval 
[5.421×10⁻9, 6.948×10⁻⁷] 

The wide spread of the uncertainty interval indicates that 

epistemic uncertainty in the data-scarce CCF parameters 

dominates the width of the uncertainty bounds for the ESAD 

unintended-arming failure probability. 

Although the case study considers an ESAD with three 

sequentially armed safety components, the proposed DBN–MC 

workflow generalizes directly to additional cascaded stages by 

appending stage nodes and specifying the corresponding local 

CPTs. Other configurations can be accommodated through 

localized updates to parent sets and mechanism nodes, while the 
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uncertainty-propagation procedure (Monte Carlo sampling + 

DBN inference) remains unchanged. 

4.5. Importance analysis under epistemic uncertainty 

conditions 

Importance measures were evaluated for all seven basic-event 

parameters qccf123, qccf12, qccf13, qccf23, qS1, qS2, qS3 using 

parameter-intervention (“clamping”) analysis. Specifically, 

RAW and RRW were computed according to (12) and (13) , 

respectively, by re-evaluating the ESAD unintended-arming 

failure probability under the two interventions qi←1 and qi←0. 

The resulting distributions across Monte Carlo scenarios were 

summarized by the mean and the 5%/95% quantiles, as reported 

in Table 13. 

A strong dominance of qccf123 was observed in RAW. Its 

RAW mean was on the order of 107 far exceeding other events. 

A second tier was formed by the remaining CCFs affecting two 

safety channels parameters, while the independent safety 

arming parameters were substantially smaller. This hierarchy 

was consistent with the model structure encoded in the CPTs: 

under the RAW intervention qi←1   , the occurrence of the 

corresponding CCF mechanism was forced, and the affected 

safety components were driven to the Armed state with 

probability one through the forcing rules in the CPT 

specification tables. In contrast, independent arming events 

were constrained by sequential enabling constraints and 

therefore produced limited amplification even under forced-

occurrence intervention. As a result, RAW acted primarily as  

a structural indicator of worst-case escalation pathways 

dominated by CCF forcing mechanisms. 

RRW qccf123 reflected a more distributed improvement 

potential. Although remained influential on average, multiple 

other parameters—including independent safety arming 

events—exhibited RRW means of comparable magnitude. The 

broad RRW percentile ranges in Table 13. indicated scenario 

dependence: in some epistemic realizations, eliminating  

a particular mechanism yielded limited benefit because the 

residual risk was dominated by other pathways; in other 

realizations, the same intervention produced substantial 

fractional reduction. Because RRW was defined using the 

“perfect improvement” intervention qi←0 in (13), it was 

interpreted as an upper bound on achievable benefit. Practical 

design changes would typically reduce probabilities by finite 

factors rather than to 0, and the corresponding reductions in 

system risk would be smaller. 

Table 13. DBN-MC importance calculation results table. 

Parameter Name RAW mean RAW 5% RAW 95% RRW mean RRW5% RRW 95% 

qS1 2.276×102 5.634 7.21×102 2.542×10-1 2.713×10-3 8.920×10-1 

qS2 2.667×102 4.292 1.109×103 2.119×10-1 1.982×10-3 9.163×10-1 

qS3 2.745×102 5.254 1.136×103 1.972×10-1 2.392×10-3 8.547×10-1 

qccf123 4.614×107 1.306×106 2.088×108 3.832×10-1 2.181×10-3 9.691×10-1 

qccf12 6.982×104 2.075×103 3.145×105 1.761×10-1 3.198×10-4 8.354×10-1 

qccf13 7.683×104 2.285×103 3.468×105 1.897×10-1 2.840×10-4 8.986×10-1 

qccf23 6.269×104 1.863×103 2.828×105 2.320×10-1 4.442×10-4 8.876×10-1 

4.6. Robustness of importance rankings 

Ranking robustness was quantified using (14). The ranking 

probability distributions of RAW and RRW were visualized as 

heatmaps in Figure 5. where the upper panel reports the 

probability that each event attains each rank across epistemic 

scenarios, and the lower panel reports the pairwise dominance 

confidence P(A>B) computed across scenarios. Under the 

baseline epistemic setting (log-uniform multipliers on 

X=log10(Ur)∈[-2,2]. RAW rankings were found to be highly 

robust across epistemic scenarios. qccf123 was ranked first in 100% 

of scenarios, and pairwise comparisons confirmed that qccf123 

exceeded every other event in RAW with probability 100%. The 

subsequent ranks were also stable: qccf13 was ranked second in 

97% of scenarios and qccf12 was ranked third in 93.5% of 

scenarios, while qccf23 was ranked fourth in 96.5% of scenarios. 

Independent safety arming events did not appear in ranks 1–4 

and were confined to ranks 5–7. This concentration indicated 

that worst-case amplification, as measured by RAW, was 

dominated by the full-set CCF mechanism and that the ordering 

of leading CCF contributors was largely invariant to the 

sampled epistemic uncertainty. This observation is also 
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reflected in the low normalized Shannon entropy of the rank 

distribution for RAW data under the baseline uncertainty width, 

calculated using (16) shown in Table 13. This behavior reflects 

the fact that RAW is dominated by mechanism-level contrasts 

rather than by the specific epistemic multiplier, leading to 

highly concentrated rank distributions and near-zero entropy for 

some parameters. In contrast, RRW rankings were less robust, 

indicating that improvement potential was distributed and 

sensitive to which pathway dominated under each epistemic 

realization. qccf123 attained rank 1 in 39% of scenarios but also 

appeared in lower ranks, indicating that in a substantial fraction 

of scenarios, perfecting qccf123 was not the single most effective 

improvement action. Independent Safety events frequently 

appeared among the top ranks: qS1 ranked 1–2 in 41.5% of 

scenarios, qS2 ranked 1–2 in 28.5% of scenarios, and qS3 ranked 

1–2 in 24% of scenarios. Pairwise dominance probabilities were 

consistent with this dispersion: the dominance of qccf123 over qS2 

and qS3 was near 60%, while dominance over qS1 was close to 

52.5%, and non-negligible fractions of scenarios favored other 

parameters including qS1, qS2, and qccf23. The same conclusion is 

captured by the normalized Shannon entropy shown in table, 

which was substantially higher for RRW under the same 

baseline uncertainty width. Consequently, unlike RAW, RRW 

did not yield a universally dominant improvement target. The 

results indicated that improvement prioritization should be 

performed under uncertainty-informed criteria, rather than 

relying on a single deterministic ranking. Finally, because RRW 

is defined using a “perfect improvement” intervention, it should 

be interpreted as an upper bound on achievable benefit. 

Practical redesign actions would correspond to reducing 

probability by finite factors, which would yield smaller but 

more realistic gains; nevertheless, the RRW rankings and 

robustness analysis provide a principled basis for screening and 

prioritizing candidate improvement actions under epistemic 

uncertainty. 
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Figure 5. Heatmap of the probability distribution of importance rankings under the baseline epistemic setting. 

To avoid redundancy, the robustness discussion above 

focuses on the baseline configuration shown in Figure 5 The 

robustness of ranking outcomes under additional sensitivity 

settings is summarized using rank-frequency heatmaps in 

Figure 8 and the entropy metrics in Table 14. Across these 

settings, the dominant contributors and the overall ordering 

remain stable, indicating that the ranking conclusions are not 

artifacts of specific modeling assumptions. 

5. Sensitivity analyses 

5.1. Absorbing-state representation of arming stages 

In the proposed DBN-MC approach, each arming stage is 
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represented as an absorbing state: once an arming stage is 

reached, it remains active in all subsequent time slices. This 

choice is a deliberate approximation aligned with the PSA 

objective considered here—namely, quantifying whether an 

unintended-arming condition occurs at least once within the 

mission time and screening for dominant design drivers under 

limited evidence—rather than representing reset, recovery, or 

operator interventions. For preliminary design screening, the 

absorbing-state approximation yields a parsimonious state-

space structure and avoids introducing additional transition 

parameters that are difficult to justify empirically at an early 

stage. 

The validity of this assumption may be limited when 

transient faults or intermittent disturbances can induce 

temporary arming indications that later clear, implying 

reversible arming paths. If such mechanisms are relevant, the 

DBN–MC can be extended by relaxing the absorbing rows of 

the CPTs and allowing recovery transitions Sk 1→0. This 

extension preserves the two-slice DBN factorization but 

introduces additional transition parameters that should be 

supported by evidence or conservatively treated under epistemic 

uncertainty. 

5.2. Sensitivity to delayed CCF forcing 

The baseline model adopts an instantaneous CCF-forcing 

assumption, which is conservative in that a realized CCF is 

assumed to drive the affected arming-stage transition in the 

same time slice. To examine the conservatism of this 

assumption, we introduce a discrete forcing delay δ∈{0,1,2} 

time slices. Operationally, a CCF realization at time t is assumed 

to exert its forcing effect on the corresponding arming-stage 

transition at time t+δ. 

Figure 6 compares the unintended-arming failure probability 

trajectories PF(t) under δ=0,1,2. As expected, nonzero delays 

mainly introduce a modest lag at early times because the CCF 

influence has not yet propagated to the final unintended-arming 

condition. As t increases, the trajectories converge, and the 

mission-end failure probability PF(T) changes only slightly with 

δ. The mean mission-end probabilities and 90% uncertainty 

intervals are: 

For δ=0: PF(T)=1.896×10-7, 

90% uncertainty interval: [5.421×10-9,6.948×10-7]; 

For δ=1: PF(T)=1.849×10-7,  

90% uncertainty interval: [5.257×10-9,6.799×10-7]; 

For δ=2: PF(T)=1.803×10-7,  

90% uncertainty interval: [5.104×10-9,6.657×10-7]; 

These delay-induced differences are small relative to the 

epistemic spread, indicating that the overall risk quantification 

is robust to modest forcing delays. Ranking robustness under 

δ=0,1,2 is summarized in Figure 8; the ordering remains stable 

relative to the baseline, supporting that the key conclusion 

regarding CCF dominance is not an artifact of the 

instantaneous-forcing assumption. 
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Figure 6. Unintended-arming failure probability PF(t) under 

forcing-delay sensitivity (δ=0,1,2). Mean and 5th–95th 

uncertainty envelope. 

5.3. Sensitivity to prior shape of epistemic multipliers 

In the preliminary-design setting considered here, available 

evidence is typically limited to broad order-of-magnitude 

guidance, and does not support identifying a unique, highly 

structured prior shape. Introducing additional shape parameters 

(e.g., skewness, multi-modality, or mechanism-specific tail 

specifications) would therefore amount to over-parameterizing 

epistemic belief with assumptions that are difficult to justify or 

reproduce at this stage. Therefore, we assess prior-shape 

sensitivity by varying the distributional form of X while keeping 

the same admissible bounds and the same nominal center, so 

that differences reflect belief concentration rather than  

a systematic shift of the CCF scale. We adopt truncated log-

normal priors 𝑋𝑟 ∼ 𝑁(0, 𝜎10
2 )truncated to the same bounds [10-

2,102] using two a priori dispersion settings to represent different 

epistemic states: 𝜎10 = 1.216  (quantile-matched dispersion) 

and𝜎10 = 0.949  (more nominal-centered concentration). This 

set spans a weakly-informative baseline and a nominal-centered 
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belief within the same physically constrained range, without 

introducing additional shape parameters that cannot be 

supported at this design stage. Figure 7 shows that the mean 

trajectories and 5th–95th percentile bands of the PF(t) under these 

priors exhibit substantial overlap and preserve the same 

temporal trend. Consistently, the RAW/RRW rank-frequency 

heatmaps in Figure 8 show no qualitative change in the 

dominant contributors or the overall ordering under the prior-

shape switch. Hence, within the adopted admissible range and 

under the same nominal centering, the main risk and importance 

conclusions are robust to reasonable variations in prior shape. 
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Figure 7. Prior-shape sensitivity of unintended-arming failure 

probability PF(t). 

5.4. Sensitivity to epistemic-range contraction 

To illustrate the effect of epistemic convergence due to 

accumulating evidence, we hypothetically contract the 

admissible uncertainty range of the CCF multipliers while 

keeping the nominal CCF parameter values fixed. Specifically, 

we narrow the baseline range from X=log10(Ur)∈[-2,2] to  

a contracted range X=log10(Ur)∈[-0.5,0.5] The contraction 

reduces the dispersion of ranking outcomes for both importance 

indices, consistent with increased concentration of epistemic 

belief. The comparative rank-frequency heatmaps for RAW and 

RRW under the contracted range are included in Figure 8. 

Quantitatively, Table 14 reports the corresponding normalized 

Shannon-entropy coefficients, showing decreased entropy 

under the contracted range and a noticeably stronger reduction 

for RRW. RAW rankings remain highly concentrated, consistent 

with the structural dominance of qccf123 in the forced-occurrence 

analysis, whereas RRW becomes more concentrated toward 

leading improvement candidates, indicating improved 

consistency of improvement prioritization as epistemic 

uncertainty narrows. Residual dispersion is not fully eliminated 

because RRW depends on which risk-contributing mechanism 

dominates under each realization, even within a narrower range. 

 

Figure 8. Robustness of RAW/RRW ranking heatmaps across sensitivity settings. 
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Rank-frequency heatmaps (probability that each event 

attains each rank across epistemic scenarios) for RAW (left two 

columns) and RRW (right two columns) under multiple 

sensitivity configurations. The figure includes: (i) the baseline 

log-uniform admissible range X=log10(Ur)∈[-2,2] and an 

evidence-converged contracted range X∈[-0.5,0.5] (ii) forcing-

delay sensitivity with δ=1 and δ=2 time-slice delays; and (iii) 

prior-shape sensitivity using truncated log-normal multipliers 

with σ10=0.949 and σ10=1.216, all enforcing identical bounds 

when applicable. The ordering of dominant contributors 

remains stable across sensitivity settings, indicating robust 

importance conclusions. 

Table 14. Normalized Shannon-entropy coefficients (He) of 

importance-ranking dispersion under two epistemic-uncertainty 

magnitudes (log-uniform multipliers). 

Parameter 

Name 

Log-uniform[-2,2] 
Log-uniform 

[-0.5,0.5] 

He
RAW He

RRW He
RAW He

RRW 

qS1 0.53 0.90 0.55 0.73 

qS2 0.53 0.89 0.55 0.83 

qS3 0.56 0.91 0.56 0.82 

qccf123 0.00 0.81 0 0.45 

qccf12 0.15 0.93 0 0.75 

qccf13 0.07 0.90 0 0.74 

qccf23 0.08 0.99 0 0.82 

6. Conclusion 

This paper proposes a DBN–MC-based dynamic PSA 

framework for ESAD architectures with sequential enabling 

constraints and multi-source CCF mechanisms under data-

scarce epistemic uncertainty. By encoding absorbing 

Safety/CCF dynamics together with enabling/forcing logic via 

local CPTs and propagating epistemic uncertainty through 

outer-loop Monte Carlo sampling, the framework produces 

unintended-arming probability trajectories with percentile 

uncertainty bands for a priori design-stage assessment.  

A numerical cross-check against an equivalent discrete-time 

Markov model shows consistent forward-propagation results. In 

the case study, the unintended-arming probability remains on 

the order of 10-7 while its uncertainty interval spans multiple 

orders of magnitude, indicating that epistemic uncertainty in 

CCF parameters dominates the percentile bounds. Intervention-

based importance analysis provides two complementary 

decision views: RAW identifies structurally dominant 

escalation mechanisms with robust dominance across epistemic 

scenarios, whereas normalized RRW quantifies improvement 

potential and is scenario dependent under different epistemic 

realizations. These results support an uncertainty-informed two-

level ESAD strategy: (i) protect against structurally dominant 

CCF paths guided by RAW, and (ii) prioritize design 

improvements using RRW under the remaining epistemic 

uncertainty. A practical limitation is the exponential state-space 

growth associated with exact DBN inference for larger 

architectures. Future work will investigate scalability 

enhancements via state aggregation/compression and 

approximate inference methods that exploit conditional 

independencies. 
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Nomenclature  

t 

Δt 

T 

Xt 

Sk(t) 

CCFr(t) 

P(∙) 

PF(t) 

PF(T) 

qSk 

qCCFr 

Ur 

Xr 

σ10 

δ 

S 

s 

θ(s) 

i 

qi 

𝒒𝒊
𝟎

 

π 

RAWi 

RRWi 

Ranki(s) 

pi,r 

Discrete time index, t=0,1,…,T 

Discretization time step 

Mission-end index (number of time steps) 

Set of all DBN variables at time t 

kth safety component state at time t 

State of CCF mechanism r at time t 

Probability operator 

ESAD unintended-arming failure probability at time t 

Mission-end unintended-arming probability 

Per-step independent transition probability Sk: Unarmed→Armed 

Per-step occurrence probability of CCF mechanism r 

Epistemic multiplier applied to CCF parameter 

Log-scale epistemic variable Xr=log10(Ur) 

Standard deviation of the log-normal prior for Xr on the log10 scale 

Discrete forcing delay (time slices) for CCF-to-arming influence; effect applied at t+δ 

Number of epistemic scenarios 

Epistemic scenario index 

Realization of the full uncertain-parameter set in scenario s 

Basic-event/parameter index 

Generic per-step probability parameter indexed by i 

Baseline (nominal) value of parameter qi 

Configuration of a node’s parent variables 

Risk Achievement Worth of parameter i 

Normalized Risk Reduction Worth of parameter i 

Rank position of event i in scenario s 

Empirical probability that event i attains rank r across scenarios 
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n 

He 

Number of ranked basic events/parameters 

Normalized Shannon entropy of rank distribution 

  

    

   

   

   

   

   

   

   

   

  

   

   

   

   

   

    

  


